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Abstract

The advancement in information communication technologies has seen the rise in the deployment of various
information exchange devices in the healthcare sector. Among these technologies is the Tele-care Medical Information
Systems (TMIS) in which remote users can establish a connection with the hospital medical server and share the
necessary information between them. This can potentially offer doctors and patients more reasonable treatment plan,
as well as helping address the huge medical expenses and excessive medical treatment duration. There is therefore need
to store patient data in the end devices, as well as transmit this data over public channels to facilitate decision making.
This paper sought to review the security schemes that have been developed over the recent past to protect the patient
data stored or transmitted in TMIS.
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1. Introduction

The conventional clinical data initiatives are typically fragmented among hospital departments or across different
health facilities. This presents some difficulties in the effective information flow among these health facilities or
departments. Consequently, there is some challenges when the patients want to make reasonable treatment decisions
[1]. As such, scalable and secure data sharing is key for the healthcare decision-making process. The recent
advancements in network topologies and technologies have given rise to Tele-care Medical Information Systems (TMIS).
In this technology, remote users can establish a connection with the hospital medical server and share the necessary
information between them [2]. However, this information exchange is normally executed over a public channel [3]. As
pointed out in [4], TMIS has revolutionized the traditional medical services in terms of allowing the patients to access
hospital information systems via the internet and access doctor’s telemedicine services. In so doing, TMIS systems offer
doctors and patients more reasonable treatment plan. In addition, they help address the huge medical expenses and
excessive medical treatment duration [5].However, TMIS has numerous security issues such as false authentication,
information leakage and key loss [6]. As pointed in [7], it is important to uphold privacy [8] during the development of
TMIS.

In the current scenario, the patients need to have their health records duplicated in multiple hospitals within a given
geographical area [9]. This presents some challenges when one healthcare provider wants to access patient healthcare
data held in another provider. This is more so when the patients are in critical conditions. This problem can partly solved
by Wireless Medical Sensor Networks (WMSN)-based medical systems. These systems enable the patients and doctors
to access various healthcare services over wireless communication technologies without visiting the hospital in person
[10]. Other services provided by these systems include medical consultation, emergency treatment and monitoring [11],
[12]. This serves to save treatment time and improve the patients’ quality of life.
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During remote access of healthcare services, security and privacy are two important features that must be preserved
[13]-[17]. In addition, authors in [18] discuss the importance of securing user private information during TMIS
development and operation. This is due to the ease with which adversaries can disrupt the communication process over
public channels. Such disruptions may include message interception, eavesdropping, forgery, replays and side-channel
attacks. These threats and attacks can potentially lead to data loss, malicious access and intellectual property
infringement. As pointed out in [19], interoperability is another significant challenge in the healthcare industry that can
impede exchange of health records among healthcare providers.

Itis evident that any successful malicious access or leakage of patient private data can lead to incalculable consequences
[20]. This points to the importance of protecting the TMIS systems from attacks. One of the most effective ways of doing
this is via the design of intrusion detection technologies as well as secure identity authentication schemes [21], [22].
There is also need for safe storage, integrity protection and secure transmission of patient healthcare data [23], [24].

To this end, many schemes have been put forward based on technologies such as blockchain, Radio Frequency
Identification (RFID) and Physical Unclonable Function (PUF). As explained in [25], the blockchain technology plays a
crucial role in the provision of a secure and effective means to share information in a variety of domains such as the
financial sector, supply chain management, Internet of Things (IoT) and health care systems. The blockchain
technology’s interoperability, decentralized, transparency and security has rendered it suitable in maintaining the
patient Electronic Health Record (EHR) and Electronic Medical Records (EMR) for various medical devices, billing and
telemedicine systems. As explained in [26], the blockchain transparency permits the patients and doctors to view and
examine the corresponding EHRs stored in the network. In addition, its decentralized nature allows the communication
among various nodes devoid of the deployment of the central authority [27] for validation purposes [28]. On the other
hand, RFID has been deployed by TMIS to authenticate the identity of the requesting entity. As the authors in [29]
discuss, RFID has been heavily utilized in IoT and can therefore offer security for medical information. On its part, PUF
technology has been deployed for IP circuit protection, identity authentication, hardware identification, copyright
protection and key generation [30]-[32]. This paper makes the following contributions:

o Areview of the most prominent technologies for security TMIS is provided.
e The security, performance and privacy challenges of the current schemes for TMIS protection are identified.
e Some general guidelines for the TMIS security enhancement are provided.

The rest of this article is structured as follows: Part 2 presents the related work while Part 3 discusses the results
obtained. On the other hand, Part 4 gives the recommendations while Part 5 concludes this article.

2. Related work

The significance of TMIS security has seen the development of numerous schemes for secure information exchange
among remote users and hospital medical servers. For example, a secure and efficient protocol for telemedicine services
is introduced in [33]. However, this scheme has high communication overheads [34] during the establishment of
establish secure and fresh session key, and is therefore inefficient. On the other hand, blockchain-based healthcare
systems are developed in [9], [25], [30], [35]-[40]. However, blockchain has high storage and computation overheads
[41]. This challenge can potentially be solved by the efficient and secure lightweight authentication protocol in [42].
Unfortunately, the protocol in [42] is vulnerable to traceability, dictionary, password guessing and stolen card attacks
[43], [44]. These issues are addressed by the Elliptic Curve Cryptography (ECC) and PUF-based access control and
authentication scheme in [6], as well as the RFID and PUF based scheme in [45]. However, PUF based schemes have
stability challenges [46]. As such, the authors in [47] have presented an improved lightweight privacy protection access
control scheme, while the authors in [48] have developed a new authentication scheme based on RSA. However, the
protocol in [48] has high computation complexity due to costly modulo exponentiations.

To extend the application scenarios of TMIS and permit users to access services through smart devices, a three factor
remote authentication scheme is developed in [49]. However, cloud computing has a number of vulnerabilities that can
be exploited by attackers [50]. On the other hand, authors in [51] have presented an ECC based three-party
authentication and key agreement scheme, while a lightweight access control protocol based on ECC is developed in
[52]. Although the security of the scheme in [52] is verified by the random oracle model, this protocol only offers one-
way verification function. To solve this problem, authors in [53] have developed a lightweight two-factor security
technique based on hash chains. Although this scheme is resistant to potential security attacks, it cannot prevent sensor
physical capture and stolen verifier attacks [54]. This challenge can be addressed by the patient-centric data sharing
technique in [55]. In this scheme, machine learning algorithms [56] are deployed to detect the anomaly during the
message passing.
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To secure the communication in health care services, an efficient chaotic map-based authentication protocol is
presented in [57]. However, this approach is vulnerable to impersonations and password guessing attacks [58].
Similarly, the scheme in [59] is susceptible to Man-in-the-Middle (MitM) and session key disclosure attacks. In addition,
it cannot guarantee secure mutual authentication among the communicating entities. These challenges can be solved by
the digital signature and hash function based scheme in [60]. However, the digital signatures management requires high
storage complexities [61]. On the other hand, the schemes in [62], [63], [64], [65] fail to offer anonymous
communication. As such, the communicating entities can be traced by the adversaries.

To reduce the cost of TMIS verification, a two-factor ECC based access control and key establishment protocol [66] is
presented in [67]. Although this technique has low authentication overheads, it cannot update the password correctly
and is vulnerable to replay attacks [68]. This problem is solved by the efficient, secure and robust improved protocol in
[58]. However, the protocol in [58] is vulnerable to stolen smart card, identity guess, impersonations and password
guessing attacks [69]. On the other hand, the bitcoin-based patient payment portal in [70] has high storage complexities
[71]. Therefore, secure and efficient authentication protocols are introduced in [72] and [73]. However, these protocols
are susceptible to stolen card, password and identity guessing attacks. Therefore, the authentication and key agreement
protocols in [74] and [75] can be deployed to solve these security challenges. On the other hand, a patient verification
scheme is developed in [76] based on digital ledger technology. Unfortunately, the patient is unable to select some
specific participant for accessing the stored data.

To solve TMIS security risks such as MitM [77] and replay attacks, a three-factor access control protocol is introduced
in [78]. Unfortunately, this protocol is susceptible to user simulation and internal attacks [79]. Therefore, improved
protocols are presented in [80] and [81]. Although the ECC-based scheme in [80] is resilient against stolen mobile
device, de-synchronization, and DoS attacks, it cannot protect against user link and sensor node impersonation attacks
[81]. Similarly, although the scheme in [82] is lightweight and hence applicable in heath care telemedicine services, it is
susceptible to identity guess, password guess [83] and replay attacks. Similarly, the protocol in [84] is vulnerable to
replay attacks [85]. As such, an improved three-factor security technique is introduced in [86]. On the other hand, an
efficient access control scheme is developed in [87] to offer strong location confidentiality [88]. Unfortunately, this
authentication technique is potentially susceptible to replay attacks. Similarly, the chaotic mapping-based secure
remote access control method in [89] cannot withstand side-channel attacks, while the chaotic maps based protocol in
[90] cannot offer anonymity and untraceability [91]. Therefore, an improved scheme is presented in [91]. However, this
approach is susceptible to stolen smart card attack [92], [93].

To facilitate secure sharing of patient records, a ripple-based scheme is developed in [94]. However, the patientis unable
to pay the doctor by using the blockchain wallet. On the other hand, the protocols in [44], [43] and [64] cannot
differentiate incorrect inputs within a short time interval due to their flawed input verification procedures. To improve
the medication security of patients in TMIS, a privacy protection protocol based on the El-Gamal cryptographic system
isintroduced in [95]. However, the storage cost [96] of this protocol is too high.Authors in [97] have presented a security
authentication protocol based on synchronization secrets to offer privacy in TMIS. However, this scheme has serious
security risks in that attacker can access the user’s private information by stealing the server [98]. Therefore, an
enhanced scheme is presented in [98] in which an authentication mechanism is incorporated between the database and
the reader so as to resist server loss attacks. Unfortunately, this technique cannot resist asynchronous and replay
attacks [99]. In addition, it fails to offer anonymity [100] of tags and readers. Although the scheme in [101] provides
effective verification of a single tag, it is susceptible to secret disclosure and de-synchronization attacks [102].
Therefore, an enhanced secure and efficient chaotic map based authentication protocol is developed in [2] to secure
tele-care medicine information system. Similarly, the scheme in [103] can protect physical layer threats. Based on
secondary residue and timestamps, a security scheme for protecting private data is presented in [99]. However, this
protocol fails to resist asynchronous attacks [84]. In addition, its implementation costs are too high for the resource-
constrained [104] TMIS systems. To address this problem, a lightweight and privacy-preserving protocol is presented
in [105]. However, this approach is vulnerable to user impersonation, offline password guessing and privileged insider
attacks [106]. In addition, it cannot offer user anonymity.

The authors in [107] and [108] have introduced security solutions to boost reliability in the provision of healthcare
services. However, these techniques are based on centralized infrastructure and hence prone to issues such as a single
point of failure [109]. In addition, this centralized entity becomes the network bottleneck. This issue can be solved by
the robust key negotiation protocol developed in [110]. Unfortunately, an in-depth analysis of this approach reveals
that it is vulnerable to traceability, server impersonation, packet replay and privileged insider attacks [111]. On the
other hand, a Diffie-Hellman key exchange scheme is introduced in [112]. However, this scheme is susceptible to offline
password guessing and stolen-verifier attacks [113]. In addition, its huge computation overheads imply that it is
inapplicable in resource constrained medical devices [114]. Although this problem is effectively handled by the ECC-
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based anonymous protocol in [115], it is prone to guessing, impersonation and session key hijacking attacks [116].
Based on the PUF and blockchain technologies, a reliable scheme that is demonstrated to offer mutual authentication
and perfect forward secrecy is developed in [14]. Although this approach prevents impersonation, physical sensor
device capture and tracing attacks, it is still vulnerable to man in-the-middle (MITM), and session key disclosure attacks
[10].The schemes in [117] and [118] can potentially solve these problems. Unfortunately, these schemes are insecure
against stolen verifier and cloning attacks [119].

To offer user anonymity, two-factor authentication scheme are presented in [120] and [121]. However, the approach in
[121] is susceptible to privileged insider, sensor node capture and user tracking attacks [122]. Owing to the smaller key
sizes of ECC, numerous authentication schemes have been developed based on this technology [123-150]. However,
many security flaws have also been noticed among these schemes for the TMIS [151]. On the other hand, an enhanced
and anonymous two-factor security solution has been developed in [152]. However, this protocol cannot withstand
denial of service (DoS), user impersonation and offline identity as well as password guessing attacks [153], [154].

Another ECC-based anonymous scheme is presented in [155] for efficient and secure key agreement and authentication.
Unfortunately, this technique cannot withstand replay and stolen or lost smart card attacks. In addition, it fails to offer
mutual authentication and its password modification phase is incorrect. Therefore, the authors in [156] have presented
an improved scheme to address these issues. Although this approach offers anonymity and provable security, it cannot
resist user and server impersonation [157]. As such, an identity-based remote user authentication is developed in [158]
to solve this problem. However, this protocol is vulnerable to stolen verifier, secret key leakage and masquerading
attacks [159].Similarly, the improved protocol in [157] can solve the issues in [156]. Unfortunately, this scheme cannot
protect against man-in-middle [160], offline password-guessing, offline identity guessing as well as server and user
masquerade [161]. Therefore, the authors in [161] have presented an enhanced protocol based on fuzzy verifier
techniques. Unfortunately, this scheme has an incorrect notion of perfect anonymity and is vulnerable to user
masquerade attacks [151].

The security solution in [162] can address some of these issues using only hash and XOR functions. Unfortunately, it is
vulnerable to sensor key leakage, de-synchronization and stolen mobile device attacks [163]. To address this issue, a
Radio-Frequency Identification (RFID) based protocol is presented in [164], while an end-to-end security solution is
developed in [163]. However, the approach in [164] is still susceptible to synchronization, DoS and replay attacks [165].
As such, an enhanced authentication protocol is developed in [166] to improve the challenges in [164]. However, this
technique cannot protect against session-specific temporary information attack [167]. On the other hand, the scheme
in [163] is vulnerable to DoS, known session temporary information and privileged insider attacks [168], [169].

3. Results

It is evident that numerous schemes have been put forward for the security of TMIS systems. However, the attainment
of perfect security still remains challenging due to the many setbacks that have been discovered in majority of these
schemes. For instance, although chaotic maps possess dynamic structures that play very vital roles in the construction
of secure and efficient authentication protocols, they are generally found vulnerable to numerous threats such as
password guessing, impersonation [170], identity guessing and stolen smart-card attacks. On the other hand, RFID-
based authentication schemes are susceptible to side-channel attacks [171]. TMIS systemswith such security
vulnerabilities will not only leak private information, but also cause significant economic losses [172]. Table 1 gives a
summary of the security, performance and privacy challenges of the conventional TMIS protection schemes.

Based on Table 1, majority of the current schemes for securing TMIS have several security, performance and privacy
issues. The security issues [173] revolve around susceptibility to traceability, dictionary, password guessing, stolen
card, sensor physical capture, stolen verifier, replay, privileged insider, identity guess, impersonations, MitM,
asynchronous, secret disclosure, de-synchronization, session key disclosure, user simulation, side-channel and internal
attacks. In terms of privacy,failure to offer user anonymity, anonymity of tags and readers, attacker access to the user’s
private information, as well as traceability. On the other hand, performance challenges are manifested in terms of
stability challenges, high communication [174], storage [175], and computation overheads [176].
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S. Scheme Setbacks
No.
1 Jiang et al. [33] High communication overheads
2 Toshniwal et al. [35], High storage and computation overheads
Omar et al. [36],
Khatoon [37],
Jamil et al. [38],
Lietal. [30],
Chelladurai et al. [9]
Zhouet al. [39],
Panigrahi et al. [25],
Azaria et al. [40]
3 Chen et al. [42] Vulnerable to traceability, dictionary, password guessing and stolen card
attacks
4 Xiao, etal. [6], Have stability challenges
Akgiin and Ca” glayan [45]
5 Dharminder et al. [48] High computation complexity due to costly modulo exponentiations
6 Siddiqui et al. [49] Has a number of vulnerabilities that can be exploited by attackers
7 Farash et al. [52] Offers only one-way verification function
8 Fotouhi et al. [53] Cannot prevent sensor physical capture and stolen verifier attacks
9 Lietal. [57] Vulnerable to impersonations and password guessing attacks
10 Wang et al. [59] Susceptible to MitM and session key disclosure attacks; cannot guarantee
secure mutual authentication among the communicating entities
11 Angraal et al. [60] Requires high storage complexities
12 Wei etal. [62], Fail to offer anonymous communication
Wu etal. [63],
Zhu et al. [64],
Lee etal. [65]
13 Xu etal. [67] Cannot update the password correctly and is vulnerable to replay attacks
14 Madhusudhan et al. [110] Vulnerable to stolen smart card, identity guess, impersonations and password
guessing attacks
15 Dagher et al. [70] High storage complexities
16 Wu et al. [72], | Susceptible to stolen card, password and identity guessing attacks
Radhakrishnan et al. [73]
17 Dhagarraet al. [76] The patient is unable to select some specific participant for accessing the stored
data
18 Amin and Biswas [78] Susceptible to user simulation and internal attacks
19 Zhang et al. [82] Vulnerable to identity guess, password guess and replay attacks
20 Safkhani & Vasilakos [84] Vulnerable to replay attacks
21 Tewari and Gupta [87] Susceptible to replay attacks
22 Li et al. [89] Cannot withstand side-channel attacks
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23 Guo et al. [90] Cannot offer anonymity and untraceability

24 Hao et al. [91] Susceptible to stolen smart card attack

25 Dimitrov et al. [94] The patient is unable to pay the doctor by using the blockchain wallet

26 Cao etal. [44], Cannot differentiate incorrect inputs within a short time interval due to their
Lin et al. [43],Zhu [64] flawed input verification procedures

27 Salem and Amin [95] High storage overheads

28 Srivastava et al. [97] Attacker can access the user’s private information by stealing the server

29 Li et al. [98] Cannot resist asynchronous and replay attacks; it fails to offer anonymity of

tags and readers

30 Xu etal. [101]
31 Zhou et al. [99]
32 Masud et al. [105]

Susceptible to secret disclosure and de-synchronization attacks

Fails to resist asynchronous attacks; its implementation costs are too high

Vulnerable to user impersonation, offline password guessing and privileged
insider attacks; cannot offer user anonymity

4. Recommendations

Based on the shortcomings noted in majority of the TMIS systems security schemes, the following are the general
guidelines that are critical for secure communication:

e  All data should be sufficiently enciphered [177] before being coupled into the communication channel. This is
to protect against attacks such as eavesdropping, tampering and malicious modifications.

e The dataresiding in communicating entities should be in encrypted format. This is in an effort to protect against
attacks such as side-channeling and stolen verifier attacks.

e The encryption algorithms deployed should be lightweight so that the computation overheads are kept at
minimum.

o The number of messages exchanged during the authentication and key agreement phase should be minimal so
as to reduce bandwidth consumption.

e The number of security parameters stored in the communicating entities should be kept low. This is to ensure
that the storage overheads are not excessive for the resource-limited devices.

5. Conclusion

The Tele-care Medical Information Systems have revolutionized the traditional medical services by making it possible
for the patients to access hospital information systems through the internet and access doctor’s telemedicine services.
However, since this communication takes place over the public wireless channels, many vulnerabilities lurk in these
healthcare systems. Any successful exploitation of these vulnerabilities can result in untold consequences, which may
impede the adoption of these healthcare technologies. In this paper, the most current security solutions in this domain
have been reviewed. Based on the findings, the attainment of ideal security at low complexities has been noted to be
quite challenging. Therefore, numerous recommendations have been offered which can potentially improve the security
posture of TMIS.
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