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Abstract 

Electronic health records provide details about the patient's medications and medical history records. Health 
information draws attackers' attention since it holds important records. The delivery of the wrong medication or 
operation is the outcome of the loss of electronic health records. Less security measures are provided by healthcare 
systems for patient safety information. With the support of particular hospitals, traditional digital health records (EHRs) 
manage medical information one patient record at a time, which leads to the uncomfortable exchange of records. Cloud-
based EHRs are able to share information more easily than traditional EHRs. For cloud-based EHRs, however, a cloud 
service centre and key generation centre present a specific problem. The proposed effort focuses on developing a new 
EHR paradigm that can address the centralized issue with cloud-based EHRs. Applying emerging block chain 
technologies to EHRs is the solution (denoted as block chain-based EHRs for convenience). First, in a block chain 
scenario, specify the system paradigm of block chain-based EHRs. Additionally, the authentication problem can be 
crucial for EHRs. On the other hand, the present authentication procedures for block chain-based EHRs have security 
issues of their own. Additionally, a suggestion for a block chain-based EHR authentication technique is presented here. 
Our remedy is a collusion-resistant role-based signature system with many signatories that can fend off an attack. 
Additionally, the suggested method is presumably secure and offers more effective signature and verification processes 
than current authentication systems in the paradigm of random oracles. The recommended study also focuses on how 
patients file insurance claims. It helps people get insurance from the authorized insurance sector. 
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1. Introduction

In a computing context, access control can be used to limit who or what has access to resources. This important security 
rule reduces the risk to the business or organization. Logical and physical access controls are both available. Physical 
manipulation is used to impose restrictions on access to campuses, buildings, rooms, and physical IT property. Access 
to data, files, and computer networks is restricted via logic access control [1].  

By analyzing required login credentials, which may include passwords, personal identification numbers (PINs), 
biometric scans, security tokens, or other authentication components, access control structures identify, authenticate, 
and provide access to users and entities [2]. In order to protect access to manipulating systems, multifactor 
authentication, which calls for several authentication factors, is typically utilized as a layer of security. 

Access control aims to reduce unauthorized access to both logical and physical resources. Because it guarantees that 
security technology and access control procedures secure private data, including client information, access control is an 
essential component of security compliance programming.  Recent years have seen a rise in the number of firms 
installing infrastructure that restricts access to computers, networks, packages, files, and sensitive data, including access 
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to personally identifiable information and intellectual property. Access control solutions can be difficult to manage in 
complex IT environments with both on-premises and cloud services [3]. 

Technology organizations have converted from single sign-on frameworks to unified access management, which 
integrates access controls for on-premises and cloud settings, in response to some high-profile data breaches. 

1.1. Access Control Benefits 

Recent years have seen a surge in interest in cloud-based content access, attracting businesses of all sizes and from 
many sectors.Anyone who has experienced the advantages of cloud-based solutions will not be surprised by that. When 
compared to conventional, on-premise architecture, cloud-based access controls provide several extremely intriguing 
qualities, such as streamlined system management and price flexibility. Below are a few noteworthy examples [4]. 

1.1.1. Accessibility from anywhere with an Internet connection 

While some traditional access management programmers support remote connectivity, cloud systems are built with 
mobile accessibility in mind. Authorized users can examine or manage device interest by logging into the relevant access 
to control app, online portal, or network. Aside from convenience, this enables users to get alerts and take action in the 
event of a crisis or emergency. 

1.1.2. Flexible cost management 

Cloud-based services provide significantly more price possibilities, whereas traditional access management 
programmers typically have high upfront installation and equipment expenditures. Instead of purchasing online 
equipment altogether, consumers can lease it from an authorized reseller, avoiding large capital investment charges in 
exchange for low continuing operational costs. 

1.1.3.  Reduced burden on user staff 

Maintaining a company service, especially one as important as access control, takes time and work. Customers can 
significantly reduce the burden on their own IT staff by contracting with an integrator to host and maintain on-site PCs, 
servers, data-redundancy infrastructure, and related operations. Depending on the software, a cloud-based solution can 
minimize the burden of IT participation by 97%. The integrator may be given full or partial control over managing cloud 
services, depending on the preference of the customer. 

1.1.4. System reliability 

Keeping all records on a website might be a dangerous task: An energy surge or network failure might impair service 
functioning or cause data loss if the person doesn't take adequate safeguards. For the security and integrity of the cloud 
service and data, cloud-based access control solutions typically rely on centralized data centres that are built with 
reliable backup energy and storage systems. 

1.1.5. Round-the-clock updates and monitoring 

Software updates and patches are essential for keeping the access management system up to date and addressing any 
vulnerability. These upgrades, however, are only advantageous if they are implemented on time. Updates can be put out 
quickly and concurrently across machine devices with cloud-based access to manage systems, rather than requiring 
staff to handle them. This improves device performance and security while decreasing the possibility of human error. 

 Furthermore, many cloud-based solutions provide 24/7 monitoring services, assisting to improve response time, 
provide peace of mind, and free up stop person employees to address other pressing business concerns. Cloud-based 
solutions, like traditional access control systems, differ each commercial enterprise, as do the features that consumer’s 
value the most.  

Perhaps the most exciting benefit is that customers can discover new ways to not only increase facility security, but also 
enhance IT and other commercial enterprise-wide operations. 

1.2. Sharing Of Medical Data inthe Cloud 

Historically, medical information was written down on paper,which was simple to change and harm. The information 
has to be preserved electronically as a result. The medical database, however, might be altered or even removed. 
Concern was raised by the information gap as well. Technology is always important when trying to improve quality or 
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solve issues like resource allocation and information blockage. Data interchange technologies for medical treatment 
must advance over time. Patients frequently have access to a variety of medical experts, including specialists, general 
practitioners, and even therapists. Because one illness may have an impact on another, they all need to safely share 
health records without any modifications. The patient does not need to be an expert or have a sharp memory to recall 
everything correctly if completely safe data is recorded and transmitted [5]. 

Patients are required to maintain an accurate medical history file. Furthermore, transferring data through email or even 
on paper has problems with time, speed, storage, and security. Database data storage has a number of restrictions, such 
as limited storage space and susceptibility to cyber-attacks. The system could be breached by attackers who would take 
private patient data. 

A centralized database is unreliable due to various access rules for different users, encrypted channel searches, the need 
for a significant amount of memory to store medical data, and other issues.. This strategy has the potential to safeguard 
data and guarantee reliability. Additionally, as the cloud is a reliable source for data storage and management, cloud 
computing technology provides for the elimination of storage-related problems. Block chains can also address issues 
with cloud security. In fact, block chain-powered medical data exchange and cloud storage can address a number of data 
concerns. 

2. Related Work 

Guo, et al. [6] Showcase a multiple-authority method for attribute-based identification in which a patient attests to a 
claim made in reliance on a characteristic without divulging anything other than the evidence that he done so. The 
patient's public/private keys are also generated and distributed by a number of authorities rather than a single, 
centralized authority, which solves the escrow issue and corresponds to the storage of dispersed data in a block chain. 
This approach prevents efforts at cooperation by contaminated authorities by transmitting the secret pseudorandom 
function seeds among authorities. Furthermore, we clearly demonstrate the security of our attribute-based signature 
technique in the random oracle model, assuming perfect privacy and computational bilinear Diffie-Hellman signers. 
Assuming that a cloud storage platform with specific departments, such as hospitals, pharmaceutical firms, and 
insurance companies, has an EHRs system, sickness research departments, and so on, EHRs systems can be 
administered jointly. All departments may work together to deliver services to patients while limiting each patient's 
rights in order to stop the misuse of EHRs. 

Dagher, et al. [7] To protect the security of sensitive patient data, it is advised to use a block chain-based architecture 
allowing patients, providers, and other stakeholders to access medical data in a secure, effective manner. Our suggested 
system, Ancile, employs six distinct categories of smart contracts in order to operate: consensus, categorization, 
ownership, permissions, service history, and re-encryption. By using six different contracts, we reduce the amount of 
effort required managing each contract while allowing patients to benefit from increased utility. By doing this, privacy 
hazards are reduced while the patient's sense of effectiveness is improved.To achieve a high level of isolation, we 
leverage the contracts to construct further contracts. 

Therefore, it's likely that the patient is the only node who knows directly where their information is located. Ancile 
employs smart contracts to maintain the cryptographic hashes of the records that are stored and the links between 
queries in order to guarantee the reliability of EHR databases. Patients can control access to their personal data by 
utilizing a smart contract to control who has access to it. Patients may also authorize the transplantation of other nodes. 
This is made possible through identity-checking, which verifies who has access to records, and proxy re-encryption, 
which avoids the need to re-encrypt the record for each transmission. 

Mehmood, et.al,[8] Describe a system that protects users of health care applications from attackers and the 
authentication server by providing them with complete privacy and anonymity. This project's main goal is to offer 
anonymous authentication so that intelligent cloud-based healthcare systems can guarantee identity privacy. The 
suggested method can potentially be used for a variety of cloud-based applications and is generally adaptable. 

In some circumstances, the actions taken on a particular piece of data over time may be used to identify the user. 
Therefore, the suggested solution is most appropriate in situations where data processing cannot identify the specific 
user. Other issues, such query and location privacy in smart health apps, are also crucial. Patients can schedule 
appointments with doctors or dial an ambulance in an emergency without disclosing their identities. 

Wang et al. [9] Make a suggestion for a cloud-based EHR system that uses block chain and attribute-based encryption. 
In this system, we use IBS for digital signatures and ABE and IBE data encryption to guarantee granular access control 
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for encrypted data. We offer a unique cryptographic framework known as combined attribute-based/identity-based 
encryption and signature (C-AB/IB-ES), which combines the attributes of identity-based encryption (IBE) and identity-
based signatures with attribute-based encryption (ABE) in multiple ways (IBS). 

As a result, the necessity to create numerous cryptographic systems to satisfy various security requirements has been 
eliminated, considerably simplifying system administration. To further assure that the sources of the data can be 
identified and that the medical data cannot be changed, we also use block chain technology. As a last phase, a demo 
application for the medical insurance scene is offered. In this system, patients sign authorization letters granting 
hospitals access to their data according on their actual needs. The authorization letters are then sent to the block chain 
data pool to wait for consensus node processing. 

Sun and others.[10] suggest that a block chain-based EHR data storage system uses an effective on-chain and off-chain 
architecture to be able to securely communicate EHR data with numerous CDOs. collaboration storage strategy The 
advantages of our block chain-based storage solution are as follows: (1) Using block chain to implement secure EHR 
data sharing between several CDOs such that the data transferred and saved is unmodified, unforgivable, and 
verifiable(2) To enable large-scale, secure EHR data exchange, use a hybrid on-chain and off-chain storage architecture. 
Each node off the block chain stores the real EHR data, and each transaction utilizing a block chain includes the address 
of a single EHR data record. By doing this, the blocks' storage restriction is lifted and users can more easily find each 
unique EHR data item. The proposed DABS verification protocol's enforceability, security from collusion attacks, 
anonymity, and non-repudiation should all be carefully examined. 

Our experimental research demonstrates the effectiveness and simplicity of the recommended DABS approach. 

3. Existing Methodologies 

EHRs are used to store all digitally recorded medically pertinent data on the hospital's server. A person might look up 
prior information such as the patient's and doctor's names, the occasion, the prognosis, and other details prior to visiting 
a hospital.  EHRs are of great interest since the medical business can use them quite effectively. The existing system is 
trying to create a new EHR framework that will help with problems with cloud-based EHRs. Using cutting-edge 
techniques Innovation on the blockchain is the solution. In general, a distributed, decentralized database may be 
compared to a block chain. Traditional application and network architectures, including KGC, cloud service providers, 
and others, are in charge. 

Authentication is a critical component of blockchain-based EHRs. In contrast to block chains, which are anonymous and 
lack a user authentication method, data in block chain-based EHRs must be authenticated, such as a doctor's diagnosis. 
As a result, create a reliable authentication solution for block chain-based EHRs. An existing concept for a multi-
authority identity-based signature system (MA-IBS) with strong signing and verification algorithms that can thwart 
collusion attempts. 

3.1. Encryption Based on Identity 

Revocable-storage identity-based encryption (RS-IBE), which combines user revocation and cypher text updating 
features, provides the forward/backward security of cypher text. 

3.2. IBE 

Identity Based Encryption successfully addresses the issue of managing encryption keys (IBE). By employing any string 
as a public key, IBE can secure data without requiring certificates. Any user can create a public key using identity-based 
systems using a recognized identifying value, like an ASCII string. Using the Private Key Generator, an authorized third 
party creates the relevant private keys (PKG). The master public key and associated master private key are first supplied 
by the PKG. Each user can create a public key that matches the identity ID provided by the master public key by fusing 
the master public key with the identity value. In response to a request from the user who is permitted to use the identity 
ID, the PKG generates the personal key for Identity ID using the master key. Without disclosing their key to other 
participants, users can now encrypt conversations. This is beneficial when technological constraints make pre-
distribution of certified keys difficult or impossible. However, the authorized person needs to get the relevant personal 
key from the PKG in order to decode or sign communications. 

3.3. RS-IBE  

By using a non-revocable data sharing method, confidentiality and backward secrecy may be guaranteed. 
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Furthermore, the It is possible to provide forward secrecy by using a technique to decrypt and re-encrypt all exchanged 
data However, this creates serious issues. It should be emphasized that the entire data sharing system is subject to new 
attacks because the decryption and re-encryption operations demand access to user private key information. In general, 
it is not advised to frequently modify the cypher text using a secret key; instead, it should only be used for the best 
common decryption. Efficiency remains a greater challenge. 

The download-decrypt-re-encrypt-upload process must often be finished by the data provider in order to update the 
shared data's cypher text. This strategy is onerous and unfriendly for cloud clients with limited processing and storage 
capacity since it results in high connection and compute charges. 

4. Sharing Medical Data on Blockchain with Insurance Claim 

Researchers proposed basic EHRs as a potential remedy for the issue with information exchange in traditional EHRs. 
Cloud-based EHRs provide as an excellent illustration of how cloud computing is used in EHRs.  

The doctor, pharmacy, diagnostic lab, insurance provider, and other pertinent parties will all provide their medical data 
to the cloud server. Then, users may utilize the cloud server to search for and download useful data. Data communication 
between companies that use the same cloud server is simple. Next, when patients switch hospitals, the new hospital 
may use the cloud to access the patients' medical information, saving them from having to undergo further tests As a 
result, the issue of information sharing in conventional EHRs is addressed by cloud-based EHRs. Hospitals and other 
institutions may only alter medically relevant data when they collaborate with the authority, and EHRs saved in the 
cloud can only be changed by the authority or the cloud service provider. For data sharing to be practical, only 
authorized users must have access to the data stored in the cloud.  

 

Figure 1 Proposed Work's Architecture 

The suggested study makes use of two types of block chain-based EHR users Level 0, the lowest level, is where the EHRs 
server is located. Medical insurance providers might be located at level 2, which is represented by Level 1. In block 
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chain-based EHR systems, all Level 1 users who can agree on the veracity of the data represented by a specific operation 
would share and store all medically relevant data. Level 2 users produce health-related data, such as medical records 
from doctors and insurance policies from insurance brokers. The decentralized structure of block chains eliminates this 
reliance on authorities. This has led to a lot of people thinking about employing block chain in various practical 
applications, like block chain-based EHRs. The accuracy of such data might be ensured by an appropriate authorization 
procedure between Level 1 users and their Patients. For stakeholders or authorized users, the suggested structure limits 
system access. The proposed blockchain-based infrastructure enables the tracking of user activity. Cryptographic 
techniques are used to authenticate the transfer of patient data. Users and private healthcare data are connected by the 
technology. To ensure speedy transactions and optimum efficiency, they offered a system that made use of a lightweight 
block chain. Hospitals and other businesses can only alter medically pertinent data in consultation with the authority, 
according to the cloud service provider, who also claims that all data in cloud-based EHRs is solely maintained by the 
authority. 

5. Methodology 

5.1. Technology Using Block Chain 

Data is stored digitally using a concept called a block chain. These structural elements are interconnected, hence their 
data is unchangeable. A data block's data cannot be changed after it has been connected to the other blocks. Like when 
it was uploaded to the block chain, it will always be accessible to anybody who wants to see it. The most generally 
utilized secure algorithms associated with block chain technology are (SHA-1, SHA2, and SHA-256) encryption because 
of the special quality of hashing operation that yields distinct outputs when given various inputs.In this case, a hash 
function is a unique key created to separate a transaction from a specific participant in the petroleum supply chain. 
When used in a hashing crypto method, block chain technology is reliable because it converts bits of fixed-size data into 
character strings by creating a suitable and reliable hashing algorithm. Each suggested agreement Since the hash data 
cannot be modified, hash pointers link each block to the one before it. Data is hashed before being put into a block in a 
block chain. 

5.2. Generation of Block and Hash 

 A Block that contains information on the most recent transactions. 
 A hash is generated for each item of data. 
 The components of a hash are letters and integers. 
 The database displays the transactions in the order they occurred. 
 The most recent transaction's hash as well as that of the most recent transaction both influence the hash. 
 No matter how minor, every change to a transaction generates a new hash. 
 To make sure a transaction has not been changed, the nodes check the hash. 
 If a transaction is accepted by the majority of nodes, it is included in a block. 
 The Block chain is made up of discrete blocks that can relate to one another independently. 
 A block chain works because copies of it have been made and are available on several computers. 

5.3. Encryption using AES 

Another name for the AES cypher is block cypher. AES hasn't been the target of any successful attacks. Benefits of using 
AES include its simplicity on 8-bit computers and its effectiveness when utilized with 32-bit CPUs. Each activity is 
furthermore open (e.g., XOR, permutation and substitution). The AES encryption process involves several cycles. A 
round is made up of the four essential operations sub-byte, shift-row, mix-column, and add round key. Bytes from a 
look-up database are substituted in a process known as sub-byte. Rows are moved one by one using the shift row 
technique. The mix column times the Galois field matrix. 

The output matrix of the mix column has reached the add round key step after being XORed with the round key. The 
number of encryption rounds required is determined by the key size. These four procedures are employed in a total of 
nine rounds to generate a 128-bit key, with the last round skipping the mix column step. Since each step is recursive, 
decryption is the opposite of encryption. 

Algorithmic Method the Add round essential step is where the algorithm begins. There are nine rounds in the game, 
each with four stages, and one final round. Both encryption and decryption follow this rule, with the exception that the 
decryption technique is completely different at each stage of a round. The four stages are as follows: Modify two bytes. 
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Change up the columns and rows 3. Here, insert a circular key. In the ninth round, the Mix Columns stage is virtually 
bypassed. 

Following are the first nine rounds of the decryption algorithm: 

 Rows that have an inverted shift 
 Backward-compatible bytes 
 Round Add Key in Reverse 
 columns that have an inverse mix 
 Again, in the eleventh round, the Inverse Mix Columns stage is merely skipped. Then, we'll examine each of 

these steps in more detail.        

6. Experimental Results and discussion 

The experimental findings show how successful the recommended system is. Here, an access control medical data 
interchange and insurance claim procedure are developed using ASP.NET as the front end and SQL as the back end. This 
will improve the safety of the files. 

6.1. Block Chain Storage  

This webinar will discuss the secure storage of medical records using block chain technology. The steps for logging in 
as a doctor, user, new user, and insurance provider are described in this framework. 

 

Figure 2 Home Page 

6.2. Administrative Credentials   

The subject of admin credentials is addressed in this module. Applications can be accessed by an administrator, who is 
also in charge of upgrading their requirements. The administrator should have access to user information, the ability to 
add new users and physicians, and the ability to assign patients to certain doctors based on their requirements. 
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6.3. Doctor Login 

 

Figure 3 Doctor Login 

6.4.  User Login 

 

Figure 4 User Login  

6.5. Data Upload  

In this section, the uploading process is described. According to this structure, the following steps must be taken: the 
doctor must first log in before viewing the patient request, approving it, and uploading the patient's reports. Block chain 
technology is used to store provided data. Making hash codes allows for the encryption of data. 
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6.6. Physician Appointment 

 

Figure 5 Appointment Page 

6.7. Assign Drugs to Patient 

 

Figure 6 Drugs Assignment  

6.8. Data Encryption  

This section provides a description of the data encryption procedure. In this instance, the submitted data was encrypted 
using the AES method. Using a secret key and decryption technique, access to the data is only permitted for authorized 
users. No one else is able to access the information without the secret key. 
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6.9. Block chain Technology 

 

Figure 7 Drug Information Using Block Chain 

6.10. Insurance Claim  

In this section, the process for submitting an insurance claim is covered. The company must register and create a login 
ID. After that, add policy information to the database. Then, businesses can access user information and get insurance 
from the physician. The business may submit an insurance claim for the identified patients after gaining doctor 
approval. 

6.11.  Apply Insurance  

 

Figure 8 Apply Insurance 
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6.12. Insurance Claim  

 

Figure 9 Insurance Status 

7. Conclusion 

Blockchain technology improves usability and security. A few applications for technology in the healthcare industry 
include clinical trials, remote monitoring systems, and the storing and sharing of insurance and medical data at 
healthcare facilities. This research offers strong encryption using the AES encryption technique as well as dependable 
access control based on user role. 

To guarantee data privacy, cloud storage requires safe access management. The suggested block chain-based storage 
system can be used by a healthcare organization to securely store data on a public cloud. The suggested system also 
effectively controls insurance claim operations. 
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