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Abstract 

The adoption of cloud computing has continued to grow, owing to its broad network access, remote accessibility, 
scalability, on demand self-service, rapid elasticity and resource pooling. In this environment, numerous devices are 
deployed to access the cloud data and services. This potentially increases the attack services, more so in public clouds. 
As such, the biggest challenge is the secure data exchange over insecure open network channels. This issue has seen the 
development of numerous security solutions over the recent past. In this paper, a survey of these security schemes, 
techniques and methods is provided. The findings indicate that majority of these methods have vulnerabilities that 
expose users to many attacks. Additionally, some of these security solutions have extremely high complexities that make 
the cloud communications inefficient. 
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1. Introduction

The cloud computing technology involves the distribution of computing resources over the internet. These resources 
may include storage, network, processing power and applications [1], [2], [3]. The cloud can connect large number of 
these resources to form an enormous virtually shared resource pool [4]. The aim here is to lower the processing load at 
user terminals through the exploitation of the cloud’s high processing power [5]. Basically, the users access cloud 
services using any internet-enabled device [6] at any time and from any location. Its other features include broad 
network access, remote accessibility, scalability, on demand self service, rapid elasticity and resource pooling. These 
cloud characteristics have enabled the starting of business using little investment costs. The main service models offered 
by the cloud can be classified as platform as a service (PAAS), infrastructure as a service (IAAS) and software as a service 
(SAAS) [7]. Storage as a service is another key cloud concept that offers affordability of data access [8] from any location 
in the globe. According to [9], various organizations utilize three cloud deployment models, which include public, private 
and hybrid. Among all these models, the public cloud is the cheapest and hence is the most frequently deployed model. 
The rapid communication and networking technological advancements have increased the popularity of public cloud. 
As such, many corporations, individuals and businesses have deployed the public cloud to boost their productivity. In a 
typical communication environment such as the one shown in Figure 1, the computing, communication as well as the 
storage of most of the Internet of Things (IoT) devices and sensors are limited [10].  

As shown in Figure 1, three entities are frequently encountered in a cloud computing environment: the control server, 
cloud server and clients (users). Here, the cloud server offers the services or data requested by the clients. These 
requests are sent through various IoT devices that reside at the client side. On its part, the control server is basically 
some trusted thirty part organization that serves to authorize the clients and the cloud server. This is accomplished 
through the generation of system parameters during the registration phase. Additionally, the control server monitors 
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the cloud server-client authentication process during client service or data requests. The cloud server and client also 
establish some session key with the help of the control server.  In this environment, numerous devices and sensors need 
to establish connections with each other and exchange or store massive amounts of information [11]. Cloud computing 
solves these issues by offering efficient platform to analyze, manage and store the generated IoT data [12], [13].  

 

Figure 1 IoT-Cloud Environment 

Through the integration of computing resources, the cloud can optimize resource allocation [14]. In the environment, 
the failure of a particular node will prompt the assignment of its tasks to other nodes. In terms of scalability, the cloud 
facilitates smooth joining of new nodes to existing computing clusters so as to boost their computing power. This serves 
to enhance both reliability and efficiency [15]. Despite the cost reductions and increased efficiency, the high number of 
intelligent IoT devices that must be supported have led to increased latencies, security and privacy violations [16], [17]. 
For instance, the authors in [18] have surveyed numerous cloud deployments which clearly shows that data sharing 
lacks protection. In addition, most of the data stored in the cloud is in unencrypted mode [7], [19]. As explained in [20], 
[21], [22], the data exchange in IoT-enabled cloud computing environments is through public channels. These 
communication media are open and unprotected and hence there are numerous privacy, tampering and data disclosure 
issues [23]. As pointed out in [24], bandwidth consumption and service delays are high in the cloud environment 
characterized by high number of devices. As such, it fails to meet the real-time processing requirements.  

To address these issues, robust mutual authentication is required for secure key exchange and online data sharing [25], 
[26], [27], [28]. This also ensures that there are unique access control procedures and session key establishment before 
the onset of data sharing, especially in federated cloud environment [29]. Apart from authentication, techniques such 
as protected credential storage, secure secret key sharing, secure data storage and data sharing have been identified in 
[30], [31], [32], [33], [34], [35], [36]. As pointed out in [37], [38] and [39], the client data must be encrypted before 
transmission to and from the cloud servers. To achieve this, both symmetric and asymmetric cryptosystems can be 
employed. To this end, the contributions of this paper are as follows: 

 A detailed review of the cloud environment security and privacy issues is provided. 

 A survey of the current cloud protection techniques is offered. 

 A comprehensive critique of the conventional security schemes tailored for the cloud computing scenario is 

carried out.  

The rest of this article is structured as follows: In Section 2, cloud computing security solutions that have been put 
forward in the cloud environment are discussed. However, Section 3 discusses about data sharing techniques in the 
cloud while Section 4 presents a summary of the findings. This is followed by the Section 5 which offers some guidelines 
and recommendations which are crucial for the preservation of security in the cloud environment. Finally, Section 6 
concludes this paper and offers some insights into future work. 

2. Security schemes for cloud environment 

Many techniques have been presented in literature to offer privacy and privacy enhancement in cloud computing. For 
instance, a cloud-based RFID authentication scheme is developed in [40]. Unfortunately, this approach has excessive 
execution overheads due to the employed quadratic residual that require extensive computations. As such, the efficiency 
of this scheme is low. Other researchers have also deployed quick response (QR) codes [41] to address cloud computing 
security challenges while authors in [42], [43], [44] and [45] have presented cloud computing authentication protocols. 
However, these protocols cannot offer perfect forward security. In addition, they are vulnerable to from man-in-the-
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middle (MITM) and temporary value disclosure attacks [46]. Specifically, the lightweight AKA scheme for cloud 
computing introduced in [42] is susceptible to impersonation and session key exposure attacks. It also fails to offer 
strong mutual authentication [47]. On its part, the scheme in [44] cannot provide perfect forward security. It can also 
not protect against packet replays, impersonation, and temporary value disclosure attacks [48], [49]. Similarly, the 
scheme in [45] is unable to resist offline password guessing attacks [50]. Based on radio-frequency identification (RFID), 
an authentication protocol for cloud environment is introduced in [51], while an anonymous authentication technique 
is proposed in [52]. However, these two schemes have high computation costs [53] at the tag side. Although the scheme 
in [54] can address this issue, it fails to protect against impersonation attacks. In addition, it cannot achieve perfect 
forward key secrecy.  

Based on user identities (IDs) and one time password (OTP) verification procedures, a two-factor authentication 
protocol is developed in [7]. However, simple and cacheable passwords render this scheme insecure. In addition, the 
usage of same credentials across many devices can render it vulnerable to guessing and dictionary attacks [27]. 
Although authentication protocols such as FIDO, Kerberos, OAuth and Open ID play critical roles in cloud –based 
services, their usage of static user identities render them susceptible to tracking attacks [55]. Therefore, a novel scheme 
is presented in [56] to alleviate this challenge. Unfortunately, this method is susceptible to known session key disclosure 
attacks. It also fails to achieve perfect forward key secrecy [57]. Therefore, RSA-based scheme is introduced in [35] 
while an elliptic curve cryptography (ECC) based scheme is presented in [36]. However, the technique in [36] requires 
some trusted authority (TA) which can present some single point of failure. In addition, the TA has knowledge of the 
private keys of the users and hence this scheme is vulnerable to privileged insider attacks [32]. Similarly, the scheme in 
[58] relies on TA [59] [60] and hence faces the same fate as the approach in [36]. This issue is addressed by the ECC-
based protocol developed in [61]. Although this approach fulfills numerous security requirements, it cannot protect 
against packet replay attacks. In addition, it fails to offer perfect forward secrecy.  

To offer enhanced efficiency, a lightweight authentication protocol is introduced in [62] based on recursive hash 
functions. Unfortunately, this method is susceptible to de-synchronization attacks and replay attacks [63]. On the other 
hand, auditable pseudonym based authentication schemes are developed in [64], [65], [66], [67], [68], [69], [70], [71] 
to enhance user anonymity. On the flip-side, the scheme in [64] relies on TA while the technique in [65] requires a 
trusted third party (TTP) to store all the users’ private keys. This renders it vulnerable to attacks such as user 
impersonation and key tampering. On its part, the protocol in [67] employs consortium blockchain which makes it 
inefficient [72]. Similarly, the conditional privacy based scheme in [69] offers anonymous authentication with the cloud 
service provider but at the expense of increased overheads. Although the schemes in [64], [65], [66], [67], [69], [70], 
[71] offer user anonymity, their reliance on trusted third parties to recover the user real identity exposes them to single 
point of failure. This problem can be tackled by the bilinear pairing based protocol in [73]. However, the architecture of 
this scheme lacks both the user registration and revocation phases [74].  

Based on left rotation function Rots, an authentication method is developed in [75]. Unfortunately, this technique cannot 
defend against de-synchronization and tracking attacks [76]. On the other hand, a smart-card based scheme is 
introduced in [77] for a multi-server environment. However, this approach cannot protect against impersonation, 
traceability, and spoofing and session key disclosure attacks. On its part, the protocol in [78] is vulnerable to 
impersonation and session key disclosure attacks. In addition, its password change phase is insecure. Similarly, the 
protocol in [79] is susceptible to privileged insider and offline password guessing attacks. On its part, the protocol in 
[80] cannot offer untraceability and anonymity [81]. Based on ensemble voting classifier, ECC and Schnorr’s signature, 
a mutual authentication scheme is developed in [29] to detect and mitigate security breaches. On the other hand, the 
protocol in [82] is defenseless against secret key guessing attacks. As such, the user and cloud server can be easily 
compromised. Similarly, the schemes in [83], [84] cannot protect against secret key guessing attacks. Based on the 
blockchain technology, an anonymous user authentication technique is developed in [55] for cloud services. However, 
the deployed blockchain technology is storage and computationally extensive [85]. On the other hand, an ECC-based 
protocol is presented in [86]. Unfortunately, this technique is susceptible to impersonation and offline password 
guessing attacks. In addition, it fails to ensure anonymity of the entities during the authentication process. Similarly, the 
lightweight authentication scheme in [87] is efficient but fails to defend against packet replay attacks [88]. On its part, 
the scheme in [89] cannot defend against user impersonation and session key disclosure attacks. In addition, it cannot 
provide user anonymity [90]. Therefore, the authors in [90] have developed a protocol that is shown to protect against 
temporary value disclosure, privileged insider, offline password guessing and replay attacks [91]. However, this scheme 
cannot protect against impersonation attacks [92]. These issues can be effectively tackled by the scheme in [74]. 

Using blind signatures, key agreement techniques are developed in [93], [94]. Although the authors claim that these two 
techniques can prevent numerous attacks, they are defenseless against reflection attacks [95]. Similarly, a blind 
signature based key agreement authentication scheme is developed in [96]. Unfortunately, this protocol cannot provide 
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efficient malicious user revocation. Therefore, a novel authentication protocol is developed in [97]. However, this 
approach cannot withstand denial of service attacks (DoS) and sensor capture attacks. It can also not offer perfect 
forward security [98]. Similarly, the protocol in [99] cannot defend against impersonation, man-in-the middle, de-
synchronization, session key disclosure and offline password guessing attacks. It can also not offer anonymity and 
perfect forward secrecy. Therefore, the authors in [100] present a modular exponentiation operation based protocol. 
However, this approach is inefficient due to extensive hashing operations [101]. Based on physically unclonable 
function (PUF), a cloud-based RFID scheme is presented in [102]. Similarly, PUF-based protocols are developed in [103], 
[104], [105], [106]. Although the scheme in [102] is efficient and trustworthy, PUF-based schemes have stability 
challenges. Similarly, the approach in [107] is susceptible to password guessing and impersonation attacks [108]. 
Additionally, it cannot ensure perfect forward secrecy. Although the scheme in [109] tackles this challenge, it requires 
the execution of multiple hashing function operations during data protection and hence is computationally inefficient. 
Using HTTP cookies and ECC, a mutual authentication protocol is presented in [110] for cloud service providers and IoT 
devices. Although this technique is robust against replay, man in-the-middle, offline dictionary and cookie theft attacks, 
point multiplication over ECC may lead to high computation overheads [111].   

To address scalability and time constraints, a cloud-centric authentication scheme is developed in [112] while public 
and private keys based protocols are presented in [32], [36]. On the other hand, an ECC-based scheme is developed in 
[113]. Unfortunately, this approach is susceptible to session key disclosure, impersonation, man-in-the-middle and 
offline password guessing attacks. Similarly, the scheme in [114] cannot provide perfect forward secrecy and is 
defenseless against impersonation and offline password guessing attacks [115]. To address this issue, ECC and bilinear 
pairing based protocols are developed in [116] and [117]. Unfortunately, are inefficient for authenticating IoT devices 
to the cloud infrastructure [118]. Similarly, a bilinear pairing based anonymous authentication scheme is introduced in 
[119] for the cloud computing environments. Unfortunately, this protocol cannot withstand server impersonation 
attacks [120]. In addition, the deployed pairing operations increase its execution time [121]. Based on static 
pseudonyms, authentication schemes are developed in [44], [122], [123], [124], [125], [126], [127], [128] and [129]. 
However, the transmission of the same unique pseudonym for each entity renders user tracking possible through 
network sniffing [130]. These challenges can be effectively addressed by the schemes in [131] and [132]. Unfortunately, 
the scheme in [132] cannot withstand privileged insider, impersonation, password guessing and man-in-the-middle 
attacks [133]. Additionally, it cannot offer perfect forward secrecy. Therefore, a lightweight authentication protocol is 
presented in [12].  

To offer identity authentication, a novel scheme is developed in [134]. On the flip-side, this protocol cannot withstand 
user impersonation and privileged insider attacks [135]. Based on ECC, a mutual authentication protocol is introduced 
in [136]. Unfortunately, this scheme has extensive overheads that make it inefficient. This issue is resolved by the 
scheme in [137], which supports key exchange between the clients and cloud computing networks. It also protects 
against replay and man-in-the-middle attacks [138]. However, this scheme is defenseless against impersonation attacks 
[139]. On the other hand, an efficient biometric- based key agreement protocol is introduced in [140] for user 
authentication with the cloud infrastructure. Unfortunately, this technique has inefficient mutual authentication 
procedures. In addition, biometric-based authentication schemes are computationally inefficient when compared with 
legacy password-based authentication approaches. This is due to the extra computation costs incurred during biometric 
samples validation [141]. As such, the smart-card based scheme in [142] can be deployed. On the flip-side, this technique 
fails to provide user anonymity. Based on configurable PUF, a multi-factor mutual authentication protocol is introduced 
in [143]. Although the schemes in [144] and [145] offer some levels of security, they cannot withstand offline password 
guessing attacks. In addition, the approach in [144] cannot provide anonymity [146]. This problem is tackled by the 
dynamic pseudonym based authentication schemes in [147], [148], [149], [150], [151], [152], [153], [154], [155], [156], 
[157], [158], [159], [160], [161], [162] and [163]. As such, the eavesdropping the communication channel cannot yield 
any valid users identities [59], [164], [165]. Although tracking attacks are prevented, the verifier is able to map each 
authentication messages to a particular prover. In addition, the protocols in [154], [155], [157] and [163] involve some 
bilinear pairing operations, which are computationally extensive [166]. The elliptic curve point multiplication 
operations in [158], [159], [160], [161] and [162] also render these approaches computationally expensive. Therefore, 
the authors in [167] and [168] have proposed an energy-efficient and secure protocol. Unfortunately, the multi server 
cloud server authentication technique in [168] is vulnerable to man-in-the-middle attacks. It cannot also provide user 
anonymity. On the other hand, the RFID based mutual authentication protocol in [169] requires the execution of 
complex elliptic curve encryption. As such, it incurs high computing overheads [170], which is inefficient for the tags. 
This problem can be addressed by the multi-server environment security protocol in [171]. Unfortunately, this 
technique cannot withstand known temporary session key attacks. 

To provide strong mutual authentication and key agreement, a secure protocol is presented in [1]. However, this 
technique is not resilient against password guessing attacks [172]. Additionally, its malicious user revocation 
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mechanism is inefficient. To prevent adversaries from discerning the identities of clients from the network flow, security 
schemes have been developed in [147], [148], [149], [151], [152], [153], [154], [155], [158], [159], [160], [161], [162], 
[163]. However, the server is still capable of matching the authentication messages to a particular client identity or 
pseudonym. Therefore, truly anonymous algorithms have been presented in [59] and [165]. Whereas the approaches 
in [59] and [165] involve two parties, three parties are required in [58], including the TA. Unfortunately, the 
incorporation of the TA introduces some network bottlenecks.   

Based on the above analysis, it is evident that strong security and privacy provision in the cloud environment still 
presents some challenges.  For instance, the schemes in [32] and [36] share device identities openly over public 
channels. Coupled with their weak registration phase, this renders them susceptible to identity leakage and anonymity 
attacks. Similarly, the protocol in [173] is vulnerable to secret key disclosure, man in the middle and server 
impersonation attacks. Additionally, untraceability and anonymity cannot be upheld. It is also evident that while 
majority of these approaches support accountability, they can leak the private keys belonging to the cloud clients. In 
addition, many of these techniques incur heavy overheads during the authentication process [55]. Although three-factor 
authentication approaches are somehow more robust than two-factor schemes, they have some vulnerabilities. For 
instance, the ECC-based three-factor authentication technique in [174] is susceptible to known session key temporary, 
impersonation and privileged insider attacks. Regarding RFID-based authentication, threats such as packet replay, 
manipulation and interception are common on the communication channels [175]. In addition, unverified tags or 
readers can render the entire network untrustworthy. Moreover, these schemes have increased system overhead, which 
is not suitable for low-cost RFID tags [16]. Therefore, these methods cannot effectively offer balance between security 
and system overhead. Although the techniques in [176] and [177] can tackle this challenge, the approach in [177] cannot 
withstand known session temporary key and impersonation attacks. 

3. Data sharing in the cloud techniques  

The cloud repositories offer efficient management and convenient data access [118]. Cloud storage also offers efficiency 
and reliability. However, it also possess new challenges regarding personal data privacy and security. For instance, the 
exchange of the actual data over public clouds is a major security and privacy challenge to many enterprises and 
individuals. Therefore, numerous schemes have been put forward to address this critical challenge. For example, the 
authors in [Sultan et al., 2018] propose a reliable data distribution protocol. Although this method upholds controlled 
data access, it does not provide robust authentication to the legitimate clients before executing data operations. To this 
end, numerous machine learning algorithms [178] have been developed for threat detection [179], secure data sharing 
[180] and workload execution [181] over the cloud. Numerous symmetric encryption [182] and decryption algorithms 
have also been deployed by data delegators to boost convenience during data sharing [118]. To attain fast and early 
detection of distributed denial of service (DDoS) through HTTP flooding, a bio-inspired detection algorithm is developed 
in [179]. A protocol to facilitate secure data storage and controlled access over the cloud is presented in [183]. 
Unfortunately, arbitrary file transfer is not supported in this scheme. On the other hand, a machine learning based data 
sharing technique is developed in [180]. In this approach, data sharing decisions are made based on the granularity of 
requests, contextual and personal characteristics. 

To offer convenient and flexible control to outsourced data, proxy encryption based access control protocols [184] are 
developed in [185], [186], [187], [188]. On the other hand, an android malware detection scheme is introduced in [189]. 
In this approach, mining of permission data is employed by machine learning classifiers [190] to classify various 
categories of benign and malicious applications. On their part, the authors in [191] have developed an access-controlled 
protocol for cloud storage based on symmetric cryptography. On the flip-side, user configuration is not supported by 
this method. Additionally, the protocols in [191] and [192] incur high communication and computation overheads 
during revocation. To facilitate user domain specific filtering, an ontology based classification [193] approach is 
introduced in [194]. This technique can therefore be incorporated to segregate legitimate cloud server login requests 
from spam or malicious ones. To facilitate a flexible configuration of data access on a deceptive storage server, an ECC 
based scheme is developed in [192]. This technique provides secure data transfers over the cloud environment. 
Unfortunately, during data re-encryption, the private key of the data delegator must be shared with the cloud storage. 
As such, these procedures violate secrecy and are inefficient [195]. To remedy this issue, authentication protocols 
security analysis scheme based on machine learning is developed in [196]. In Section 5, some guidelines and 
recommendations are elaborated that are thought to be crucial for the eradication or reduction of some of these 
challenges. 
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4. Results and discussion 

In this section, the major findings are summarized in Table 1 and Table 2. Based on Table 1, it is clear that majority of 
the cloud computing security solutions have numerous merits and shortcomings. These challenges range from security, 
performance and privacy. 

Table 1 Cloud computing security solutions 

scheme Pros Cons 

Kumar et al. 
[102] 

Efficient and trustworthy Stability challenges 

Turkanovic et 
al. [134] 

Provides user anonymity;  can resist 
offline password- guessing attacks 

Cannot resist privileged insider and user 
impersonation attacks 

Kalra et al., 
[110] 

Robust against replay, man in- the-middle, 
offline dictionary and cookie theft attacks 

High computation overhead 

Wu et al. [97] Can resist temporary value disclosure and 
offline password guessing attacks 

Not resistant against denial of service attacks;  fails 
to offer perfect forward security 

Kumar et al. 
[137] 

Protects against replay & man-in-the-
middle attacks 

Defenseless against impersonation attacks 

Tsai and Lo 
[119] 

Can resist temporary value disclosure 
attacks; offers perfect forward security 

Not resilient against server impersonation attacks 

Gabsi et al.[ 
169] 

Protects tag privacy data Huge computing overhead 

Irshad et al. 
[73] 

Resistant against user impersonation 
attacks; offers perfect forward security 

Devoid of user registration and revocation phases 

Sultan et al. 
[195] 

Increased reliability; controlled data 
access 

Does not provide robust authentication to the 
legitimate clients 

Amin et al. [90] Resilient against temporary value 
disclosure and privileged insider attacks 

Not resistant against impersonation attacks 

Martinez et al. 
[42] 

Can resist user impersonation and offline 
password guessing attacks; offers user 
anonymity 

Not resilient against session key disclosure attacks; 
cannot offer mutual authentication 

Zhou et al. [44] Offers user anonymity; resistant against 
privileged insider attacks; attains mutual 
authentication 

Cannot resist packet replay, impersonation and 
temporary value disclosure attacks;  fails to offer 
perfect forward security 

Kang et al. [45] Resilient against impersonation attacks; 
attains strong mutual authentication 

Not resistant against offline password guessing 
attacks 

 

In Table 2, a summary of the various security techniques and some of the schemes that employ them is given. As was 
the case for Table 1, these techniques introduce some challenges to the underlying security solutions. 

Some of the most common techniques upon which most cloud computing security solutions are built include biometric, 
smart cards, blockchain, symmetric cryptography among others. In section 5, some recommendations are given on how 
some of these shortcomings can be addressed. 
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Table 2 Security techniques 

Author Technique Cons 

Sultan et al., [195] Attribute-based No authentication during data access 

Kamara et al., [191] Symmetric key High communication and computation overheads 

No support for dynamic user configuration 

Reddy et al., [142] Smart-card No support for user anonymity 

Zhao et al., [192] ECC Insecure storage technique 

High execution overheads 

Zhang et al. [67] Blockchain Inefficiency 

Sun et al., [117] ECC No support for anonymity during authentication 

Kumbhare et al., [183] One-way hashing No support for random file sharing  

Das et al., [140] Biometric Sophisticated authentication procedures 

Gope et al., [1] Symmetric Susceptible to offline password guessing attacks 

5. Recommendations 

The transmission of messages over public communication channels which is open and unprotected renders the cloud 
clients vulnerable to numerous attacks. Therefore, during data and services access, the users may face privacy data 
disclosure challenges. As such, the following precautions should be practiced during the client-cloud communication: 

 Complete identity authentication must be executed every time the users want to access cloud services and data. 

This will facilitate the establishment of session keys to protect the data from possible tampering and disclosure. 

 At present, QR codes and numerous authentications have been deployed for cloud computing security. 

However, it has been shown that these security techniques have various challenges such as susceptibility to 

man-in-the-middle and temporary value disclosure attacks. In addition, they have high complexities which are 

not ideal for resource limited IoT devices. Therefore, efforts should be dedicated to the development of 

lightweight security schemes to enhance efficiency and reduce energy consumptions. 

 The public cloud is cheap and hence it reduces the costs of initial investment. Unfortunately, the public cloud 

lacks fie-grained security, control and optimum network settings. This can potentially discourage clients from 

deploying these cloud platforms. As such, security, performance and reliability should be considered at the 

design level of these cloud service models and communication protocols. 

 In cloud storage, sufficient protection is required especially against privileged insiders. This calls for an 

authentication model for secure cloud storage access as shown in Figure 2. This will ensure that only legitimate 

users are allowed to register and utilize cloud data. 

 As shown in Figure 2, user and cloud server registration takes place over secured channels. This ensures that 

attackers do not sniff the secrets being exchanged. After successful registration procedures, message exchanges 

among the user, control server and cloud server can be accomplished over public channels. 

 Most of the legacy cloud systems use usernames and passwords for security. However, these two are ineffective 

in preventing data leakages in the cloud domain. There is therefore need for multi-factor, more secure and 

flexible systems for effective cloud data access. 

 In the conventional cloud setup, there is one-to-one data distribution model. However, this model is inadequate 

especially for data originator control distribution model. As such, more parameters should be incorporated in 

data access systems to control the data delegator. These parameters need to facilitate the delivery of verifiable, 

correct, nontransferable and confidential data. 

 In many cloud data distribution models, the data delegator assumes an active role in managing user 

accessibility and allows approved access to the stored data. Unfortunately, attribute and proxy-based 
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encryption may be inadequate for private cloud storage systems.  This is attributed to data delegator ignorance 

of particular user’s identity and preferences.  

 Many organizations have turned to outsourcing data storage from the cloud. However, there have been 

numerous cyber attacks targeting different networks and cloud servers. This has led to privacy leakages that 

serve to impede the continued outsourcing activities. To curb this, there is need for strong entity authentication 

of all entities in this domain. These authentication procedures must be efficient, energy efficient and reliable. 

 

Figure 2 Cloud authentication model 

 Owing to the popularity of public clouds, many business, organizations and corporations have deployed it for 

increased productivity. To access cloud services, numerous IoT devices are utilized. As such, there are massive 

volumes of data being exchanged over the public channels. In this environment, increased response latency and 

safe transmissions are key issues. These challenges can be overcome by the design of robust mutual 

authentication that incorporate strong cross-verification techniques. 

 During private data transmission, numerous symmetric and asymmetric encryption techniques can be 

deployed. In symmetric encryption, the keys for encryption and decryption are exchanged between the client 

and the cloud. Such techniques include Advanced Encryption Standard (AES), RC5, Two- Fish, Data Encryption 

Standard (DES), RC6, 3DES and Blowfish. On the other hand, asymmetric encryption involves the usage of a pair 

of public and private keys in which the former is kept secret while the latter is publicly revealed. Some of these 

encryption algorithms include ECC and Rivest-Shamir-Adleman (RSA). Since symmetric encryption algorithms 

are more efficient than asymmetric algorithms, the former should be deployed in the cloud domain for reduced 

processing time and energy consumption 

6. Conclusion 

Many institutions and organizations have incorporated the cloud in their computing resource pools. The remote access 
of cloud data and services at any time and from any location on the globe has served to boost its adoption. However, the 
attack surface is always is increased when numerous devices connect to the cloud environment. In addition, a number 
of these connections take place over the open and unprotected public communication channels. Therefore, the cloud 
communication is characterized by numerous attacks and privacy violations. Consequently, many security solutions 
have been developed by various researchers to facilitate secure and efficient cloud data exchanges. However, the 
findings of this paper point to lack of sufficient protection of the stored data as well as the communication procedures. 
Towards the end of this paper, a number of recommendations have been highlighted. Future work will involve the 
practical implementation of these recommendations so that evaluations can be made and compared with the state of 
the art. 
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