World Journal of Advanced Engineering Technology and Sciences W,

‘World Journal of

eISSN: 2582-8266 En;‘:;:ff‘g
Cross Ref DOI: 10.30574/wjaets Tecolosy
4 and Sciences
WJAETS Journal homepage: https://wjaets.com/
(REVIEW ARTICLE) W) Check for updates
P

Software security models and frameworks: an overview and current trends

Fridah C. Korir*

Jomo Kenyatta University of Agriculture and Technology, Juja, Kenya.

World Journal of Advanced Engineering Technology and Sciences, 2023, 08(02), 086-109

Publication history: Received on 03 February 2023; revised on 12 March 2023; accepted on 15 March 2023

Article DOI: https://doi.org/10.30574 /wjaets.2023.8.2.0078

Abstract

The continued dependence on information technology applications has led to the adoption of electronic channels and
software applications to support businesses, online transactions and communications. In this perspective, both
functional and non-functional requirements are critical for the provision of necessary needs at the early phases of the
software development process. This is specifically important in the requirement phase of the software development
process. Software security is increasingly becoming a necessity concern in this environment. Unfortunately, security
concepts such as access control requirements are mostly considered after the functional requirement definition stage.
In addition, majority of the developers and organizations regard security as an activity that can be incorporated after
the development of a system. This leads to flaws and security defects in the access control mechanism. Therefore,
software security issues must be given higher priority in the early stages of the development process. The aim of this
paper is to offer a survey of the software security techniques, frameworks and models that have been developed to deal
with these issues. The results obtained indicate that software vulnerabilities have made it possible for attackers to
exploit them to cause havoc in computerized systems and has become one of the most critical risks facing modern
corporate networks. Since most of these vulnerabilities involve exploitable weaknesses introduced through badly
written code, the cyber security community has tried to come up with techniques to enhance software products.
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1. Introduction

Software security entails the engineering of the software such that it can continue to operate correctly even when it is
under malicious attack [1]. It is normally associated with the protection of data and products, adversarial skills and
resources as well as the costs require for potential assurance remedies [1], [2]. As explained in [3], the software
vulnerabilities continue to be the major security threats to software intensive systems. For instance, the authors in [4]
point out that privacy and security threats are always major concerns for e-government applications. These security
and privacy issues manifest themselves in terms of cyberspace identity thefts and privacy violations. Therefore, in the
absence of proper protection, these applications become targets of numerous security attacks which can compromise
them at any time, leading to different types of financial, psychological and personal damages. The authors in [5] explain
that software security engineering offers the means to define, implement and verify security [6] in software products.
It is executed through following a well defined software security development life cycle model or a security capability
maturity model. Here, secure software development involves the execution of a set of security engineering activities in
conjunction with software development processes [7].

As explained in [8], software security issues must be given higher priority in the early stages of the development process.
Unfortunately, majority of the developers and organizations regard security as an activity that can be incorporated after
the development of a system [8]. Regarding agile techniques for software development and security, these two elements
are present in a software project, the latter should not be compromised by the strive for agile principles and lightweight
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processes. Conversely, security procedures must not reduce the effectiveness of the development process. The
continued dependence on information technology applications has facilitated the adoption of electronic channels and
software applications to support businesses, online transactions and communications. As such, software security is
increasingly becoming a necessity concern in this environment [9]. In this perspective, both functional and non-
functional requirements are crucial for the provision of necessary needs at the early phases of the software development
process. This is specifically important in the requirement phase of the software development process. The contributions
of this paper are summarized as follows:

e An extensive analysis of the security issues in software systems is provided

e An elaborate discussion on the various techniques for security assurance in software systems is given

e Various security models and frameworks are described, including the various Software patch management
techniques

e Numerous challenges encountered in software security are identified and discussed in detail

The rest of this paper is structured as follows: Section 2 describes significance of software security while Section 3
discusses the various techniques geared towards software security. On the other hand, Section 4 illustrates on the
current security models and frameworks while Section 5 discusses software patch management approaches. This is
followed by the identification of the challenges in implementing software security in Section 6 while the research gaps
and recommendations are detailed in Section 7. Finally, Section 8 concludes the paper and offers some insights into
future research work.

2. Significance of software security

Software vulnerabilities have made it possible for attackers to exploit them to cause havoc in computerized systems
and has become one of the most critical risks facing modern corporate networks. Since most of these vulnerabilities
involve exploitable weaknesses introduced through badly written code [10], the cyber security community has tried to
come up with techniques to enhance software products. On the other hand, authors in [11] explain that security
incidents and threats are essential issues that determine the cost of creating a software products as well as maintaining
them throughout their lifetime. This process entails the creation of security architecture and design, definition of
security objectives, elicitation of requirements, and secure programming practices. As explained in [12], software
security is an important quality, which has been defined by the ISO/IEC 25010 standard. For instance, authors in [13]
have noted that security [14] an essential requirement in most software systems. Considering e-government
applications, any weaknesses can have devastating effects [4].

Considering the software development lifecycle, security should be in corporate in the early stages of this process so as
to boost efficiency and effectiveness [8]. Failure to do so leads to numerous security issues [15] which can make
organizations to spend large amounts of money to buy antivirus and firewall software to protect their systems.
Therefore, there has to be some software security measurements [16] that quantify the security of the system directly
from its design. The identification of these software security metrics is crucial as it serves to reduce the security risks
and weaknesses of the system [17], [18]. Basically, software security engineering aims to address the identified software
security risks already in the development phase, which then facilitate efficient creation of effective security solutions
[19]. This may involve the identification, mitigation and avoidance of security threats to software and data assets. To
attain availability, integrity, and confidentiality of information, security policies are implemented into software security
features during software development [20]. The verification of security implementation is normally through
appropriate security assurance [21], which is produced and gathered along the development, testing and operations.

One common feature of security faults, such as implementation bugs and design flaws, is their persistence. Failure to
address these faults requires constant and costly security engineering activities throughout the software’s operational
lifetime. Essentially, the elimination of these faults early on requires significantly less resources [22] than having to fix
the issues later in the development process [23], [24]. Considering other issues such as problems caused by users,
hardware errors, and other issues in the operating environment, their transient nature imply that they be mitigated by
means independent of the assets protected. Failure to secure software has led to many cyber attacks that have caused
devastating consequences, resulting in huge financial and reputation losses from breach of confidentiality and integrity
of company data [26], [27]. Such cyber attacks include the Equifax case, and even human deaths due to the unavailability
of software systems.

The authors in [28] have pointed out that many organizations are becoming heavily dependent on information

processing systems. This dependency has brought about the need for protecting software systems from threats [29].
Therefore, software security has become an essential issue in modern organizations [30]-[32]. Basically, system security
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assurance offers confidence that practices, security features, procedures and architecture of software systems mediate
and enforce the security policy and are resilient against security failure and attacks [33], [34]. As explained in [35],
security assurance entails the demonstration with evidence that a system fulfils established standard security criteria.
It offers some confidence that a system meets the security requirements. However, based on the NIST definition,
security assurance is the measure of confidence that the security features, practices, procedures, and architecture of an
information system accurately mediates and enforces the security policy [36]. On their part, authors in [37] have defined
security assurance as the confidence that a system meets its security requirements and is resilient against security
vulnerabilities and failures. Here, confidence denotes the level of trust of a system that is safe to use. This means that it
has less vulnerability, resulting in the overall reduction of risk in using the related system. The security assurance
process and its vital components are depicted in Figure 1below.
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Figure 1 Security assurance process [34]

As pointed out in [38], assurance activities are important during the operations and maintenance phase of the software
product. This ensures that the assurance level of a system to which it is certified, is maintained. However, the security
requirements specified for a system may be violated in the operational phase because of improper implementation of
the security measures [39], hazardous environment, or invalidity of the assumptions under which the security
requirements were specified. According to [37], security assurance process of a system requires a set of inputs, which
include assessment criteria and requirements (assurance profile), target of evaluation (TOE), the operational
environment, assurance methods and assurance level. As shown in Figure 2, there are different types of security
assurance.
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Figure 2 Types of security assurance [34]
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The authors in [40] explain that continuous security assurance is a potential means of managing the risks encountered
during continuous monitoring, compliance, and security. Based on the evidence collected, continuous security
assurance can demonstrate if the security requirements are met throughout system operation. Vulnerabilities have
been noted in [41] to affect the system’s confidentiality, integrity, and availability. As such, they can cause severe damage
to an organization. To mitigate the effects of these vulnerabilities, numerous techniques have been developed for
security requirements elicitation, tracking, analysis, correctness and modeling as shown in Figure 3.

Modelling

Prioritization

Figure 3 Security requirement elicitation techniques [34]

3. Techniques geared towards software security

Conventionally, approaches to mitigate and manage security are executed by following relatively simple checklists to
guide design and implementation practices. However, software security engineering offers more systematic means to
address security risks in software development. For instance, software dependability is normally achieved through fault
prevention, fault tolerance, fault removal and fault forecasting [42]. In addition, other security verification methods such
as security documentation, testing, reviews, and audits may be used [43]. The goal of these techniques is to detect flaws
and errors, and to offer some appropriate levels of assurance. Patching is one of the most effective strategies for
protecting software systems against such cyber attacks. In this regard, software security patch management involve the
application of patches to the security vulnerabilities [44], [45] present in the software products and systems. The
procedures included here are the identification of existing vulnerabilities in managed software systems, acquisition,
testing, installation and verification of software security patches [46], [47], [48], [49].

After the installation of the software product, point of conjecture (PoC) is utilized to hypothesize security issues which
may be faced by the software product in the future as shown in Figure 4. Therefore, the PoC must be identified prior to
the implementation phase. The significance of PoCs arise from their importance during security requirements
elicitation. Therefore, PoCs need to be validated after the development of the software product. To keep track of existing
vulnerabilities in the developed software products, vulnerability databases need to be maintained [50]. These databases
serve to record structured [51] instances of vulnerabilities together with their potential consequences. For instance, the
Center for Assured Software (CAS) has developed a benchmark test suite with good code and faulted code across
different languages. The aim here is offer the evaluation of static analysis tools performance. Similarly, authors in [51]
have investigated different SAST tools deployed for the detection of a class of Common Weakness Enumeration (CWE)
using the Juliet test suite. To enhance the internal structure of a software system, refactoring has been deployed. This
involves the alteration of the software system in such a manner that it does not alter the external behavior of the code
but improves its internal structure [53]. It is an effective tool used to enhance the quality of software, such as
maintainability, testability, and understandability. In so doing, refactoring can potentially minimize maintenance
activities and costs [54], [55]. As explained in [56] and [57], this technique serves to enhance improve the quality of
existing software.
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Figure 4 Security analysis PoCs

To detect and address security vulnerabilities [58] during the design phase, authors in [59] have developed security
metrics for the object-oriented design. These metrics have been shown to help in the comparison of the security of the
different design versions. As such, they have been widely utilized in contemporary literature and practice [54] to
measure security in the early stages of software development. In so doing, they reduce the costs paid in order to secure
the system at later stages. Information hiding is one of the most important features of object-orientation [60] that can
protect information from exposure or loss by preventing unauthorized access [12]. To address some of the weaknesses
of the agile methods [61], Extreme Programming (XP) has been proposed to offer security assurance. This offers some
guidelines on the creation and gathering of assurance at requirements, design, implementation, and testing phases.
According to [62], elicitation of security requirements, whether through misuse cases or by other means, is also possible.
On the other hand, a formal analysis and design for engineering security (FADES) has been proposed in [63] as the first
goal-oriented software security [64] engineering approach, while Discovering Goals for Security (DIGS) framework has
been developed in [65] to model the key entities in information security such as assets and security goals.

To elicit security requirements, authors in [66] have introduced a Model oriented framework to Security Requirement
Engineering (MOSRE) framework. This model uses case diagrams and has been applied to E-Health web applications. It
has been shown to facilitate the identification, quantification and ranking of the risks associated with various security
threats and vulnerabilities. Similarly, the authors in [67] have proposed a methodology based on problem frames and
abuse frames for security requirement elicitation. On the other hand, an approach for modeling and reasoning about
security requirements has been developed in [68], while a framework that integrates three effective security
requirements elicitation techniques (threat modeling [69], misuse case and attack pattern) has been introduced in [70]
for the elicitation of security requirements. On their part, authors in [71] have developed the Requirements Engineering
Readiness Model (SRERM) to permit organizations to measure their security requirements engineering (SRE) readiness
levels, while the security requirements framework has been developed in [72] to overcome the issue of security
requirements elicitation for heterogeneous components. Similarly, a system for software assurance is developed in [73]
based on the critical security flaws [74] and vulnerabilities related to software installation and software execution.

A taxonomy that provides a comprehensive framework for identifying and analyzing security requirements and
potential attacks is introduced in [75]. This taxonomy is based on the survey of various hierarchically ordered and
adjacent sciences, notations, and security requirements analyses which are essential for extensive communication
security. Similarly, security technique for a class of attacks in open multi-agent systems is introduced in [76]. This is
based on the extensive review of security techniques in literature. On their part, the authors in [77] have conducted
literature review that enabled them identify the challenges and issues in the development of secure software using the
agile approach. On the other hand, a vulnerability analysis test-bed using Linux containers has been developed in [78],
which is shown to be portable and easy to deploy. To evaluate the systems security assurance, a risk-based security
assurance metric and aggregation technique is developed in [79], while a set of metrics to evaluate the security
assurance [80] of the runtime systems is developed in [81]. Based on the security properties of the individual system
components, component security assurance methods are introduced in [82], while a quantitative vulnerability detection
technique at the source code level is developed in [83] based on code clone detection technique.

Focusing on the optimization of security assurance effort for a specific lifespan of a web application by estimating its
security durability, authors in [84] have identified three factors (trustworthiness, dependability, and human trust) that
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can improve security durability. On the other hand, authors in [85] have developed an anomaly detection component
through network traffic monitoring, while a context-based language to express the assurance properties [86] has been
proposed in [87] based on the security requirements. On the other hand, authors in [88] have developed a security
assessment methodology for security certification. This technique is shown to offer continuous security assessment to
protect the cloud provider’s intellectual property.

4. Security models and frameworks

Various security models have been developed to express the security status of the system [89]. Normally, the data
collected during a system'’s operation is utilized in expressing the system’s current state and validate the security
metrics model. In this regard, vulnerability prediction models play critical roles in the identification of the location of
source code that require more attention [41], [90]. For instance, authors in [91] have used machine learning [92]
techniques to predict the vulnerability of the software from source code before its release. Similarly, a security
assurance framework is developed in [93] for connected vehicular technology. On the other hand, an object-oriented
security evaluation model has been introduced in [94], while a model-driven approach for cyber range training is
proposed in [95]. This model is shown to generate tailor-made training scenarios depending on the organization’s
requirements and security posture. On their part, authors in [96] have developed a framework to address challenges
regarding security transparency of the cloud. In addition, they have introduced a security [97] transparency and audit
tool which can help auditors in the evaluation of the evidence produced by the cloud service providers (CSPs).

According to [98], some of the software security maturity models include Open Web Application Security Project
(OWASP)’s Software Assurance Maturity Model (OpenSAMM), Building Security In Maturity Model (BSIMM) and BSIMM
for vendors (vBSIMM). However, these security-specific maturity models and their checklists are not adequate in all
contexts [99]. On the other hand, authors in [37] have presented a quantitative security assurance framework that
incorporates both vulnerabilities and security assurance. On the other hand, a framework for conceptualizing security
related behavior has been developed in [100]. However, the authors focused on security-related behaviour [101]-[105]
and never considered other security perspectives. On their part, the authors in [106] have employed Fuzzy Analytical
Hierarchy Process methodology to evaluate useable security [107], [108]. Using a quantitative approach, they were able
to assess the impact of security on usability and the impact of usability on security. A security assurance development
process (SADP) model has been introduced in [109]. This model comprises of institutional security awareness
programme, documentation of security-relevant requirements, application of security principles to design, performing
source code level review, implementing and performing security tests, security review as well as risk management.
Other Software Security Development Life Cycle (SSDLC) models that have been developed include Microsoft Security
Development Lifecycle (SDL) model and Touchpoints for Software Security[110]-[114]. The latter forms the
development life cycle model included in BSIMM. To comply with the changing software development practices,
Microsoft made an effort to adopt the SDL for agile development. However, the references to agile development have
since been removed from the current version of the SDL, and the life cycle model itself integrated into DevOps processes
and tools used in Microsoft’s public cloud service. On the other hand, a framework to check the authenticity [115] of the
software application before its installation is introduced in [116]. Unfortunately, the authors consider only a single
aspect, such as a specific operating system or a single-entry point check. A tool for visualization and modeling the
hierarchical specification and deployment of security metrics and measurements is presented in [117]. This tool is
shown to support security decisions making by managing a large number of metrics and measurements in an efficient
way.

The international standard for security development framework has been created by the ISO/IEC [118]-[121]. This
comes in the form of Secure Software Engineering Capability Maturity Model (SSE-CMM) [122] which consists of the
best practices for security engineering. It basically formalizes security [123] work into an exhaustive set of security
processes, by defining 129 security processes divided into 22 process areas. To supplement this high-level standard,
multiple international, national and domain-specific security regulations have been crafted [24], [124]. On the other
hand, authors in [125] have developed a framework to assist designers, testers, and analysts during the Common
Criteria (CC) certification process [126]-[128]. This framework is shown to be model-driven and can be used to analyze,
design and evaluate the security properties [129] of information systems. Similarly, a continuous assurance methods
for IoT services is developed in [40] which can help in [oT security assurance assessment. In Finland, a comprehensive
set of information security instructions has been issued by the Government Information Security Management Board.
These instructions are abbreviated as VAHTI model [130]-133] which contains a specific SSDLC model, which is created
after the SDL and Touchpoints. It is based on the CC, the ISO standard for software product evaluation and appears to
conform with the ISO application security standard. Therefore, VAHTI can be considered to represent the state of the
art of software security [134] engineering practices in Finland. To comply with European and North American security
regulations, KATAKRI [135]-[139], another Finnish security framework has been developed. Based on the study of the
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state-of-the-art of security issues [140], challenges, and practices during SDLC in the industries, a software security
assurance model is introduced in [141]. This model can help software developers measure their readiness to develop
secure software. Similarly, a model-driven framework is developed in [142]. This framework can assist designers to
model the security concerns of REST compliant open-source software and to automate software verification and
validation process. Similarly, a framework developed in [143] can help show whether the access control requirements
that were identified and designed have been correctly implemented at the code level.

The authors in [144] have pointed out that SAFECode is the most notable industrial software security framework
outside the SSDLCs and maturity models. This model is based on a rigorous security risk [145] management process
and addresses the identified risks through secure design and coding practices, coupled with strict management of third
party software components. Here, the security incident response function is utilized to cover the operational part of a
software life cycle. Basically, SAFECode [146] supplements security maturity models by offering concrete and actionable
instructions for the deployment of security processes. In addition, it contains the essential principles guiding the build-
up of an SSDLC-enhanced software development process. On the other hand, a framework that utilizes assurance case
methodology for Industrial [oT systems (IIoT) is presented in [147].

5. Software patch management

Software security patch management is a security practice that is designed to proactively prevent the exploitation of
security vulnerabilities that exist within the deployed software products and systems. It supports the process of
patching known software security vulnerabilities. As pointed out in [148], patching security vulnerabilities in large and
complex systems is a challenging process. It involves multiple stakeholders making several interdependent
technological and socio-technical decisions. Generally, software security patches are in most cases prioritized over non-
security patches by industry practitioners and researchers [149]. This is because these patches are aimed at mitigating
software vulnerabilities or security bugs that present exploitable opportunities for malicious entities to gain access to
systems. In addition, software security patches are acknowledged to be the most effective strategy to mitigate software
vulnerabilities [150]. Therefore, successful software security patch management process is necessary and critical to
sustaining the confidentiality, integrity, and availability [151] of IT systems. Figure 1(a) depicts the focal point of
software security patch management from a typical software vulnerability life cycle viewpoint. Here, the focal point
relates to the process of company X applying security patches to its installed third-party software after the patches are
released by the corresponding third-party software vendors (company Y).
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Figure 5 (a) Focal point for security path management. (b) Software security patch management process [148]

As shown in Figure 1(b), there are five main phases of the software security patch management process [47], [48]. The
first phase is the patch information retrieval phase, in which practitioners learn about new patches and acquire them
from third-party software vendors such as Microsoft. The next phase is vulnerability scanning, assessment and
prioritization, in which the practitioners scan the managed software systems for the newly disclosed vulnerabilities.
The goal is to identify the applicability of patches in their organizational context, assess the risk, and correspondingly
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priorities the patching decisions [152]. The thirst phase is patch testing phase, in which the patches are tested for
accuracy and stability. It is also prepared for installation by changing machine configurations, resolving patch
dependencies and making backups. In the patch deployment phase, the patches are installed at their target machines.
The final phase is patch deployment verification through monitoring of unexpected service interruptions and post-
deployment issues are handled in the post-deployment patch verification phase.

6. Challenges in implementing software security

It has been shown that regulative requirements and rigorous security frameworks have led to the introduction of
additional security assurance requirements in terms of additional documentation, security reviews, security testing and
audits [43]. Unfortunately, despite the rapid releases of security patches addressing newly discovered vulnerabilities in
software products, a majority of cyber attacks have been a result of an exploitation of known vulnerabilities, for which
patches already exists. Basically, software security vulnerabilities [153] and flaws are as a result of poorly built software
that can lead to easy exploitation by the hackers. For instance, inappropriate security requirements engineering has
been cited as one of the reasons for developing bad quality software products. To address this problem, security
concerns should be taken into account from the early phases of the software development process. For instance, early
identification of security vulnerabilities in the source code has been noted to be an essential and challenging task in the
software development process [41]. As pointed in [154], it is a challenging task to incorporate access control [155] into
the software if most of the requirements related to the access control are identified and implemented after the
functional requirements [154].

Techniques such as Static Application Security Testing (SAST) [156] has been developed to boost quality assurance in
software engineering. Unfortunately, integrating SAST tools into industry-level product development for security
assessment poses various technical and managerial challenges [3]. In addition, SAST has been shown to generate
misleading or irrelevant warnings [157], [158]. Many researchers have investigated the effect of refactoring techniques
on software quality attributes such as maintainability, understandability, testability, adaptability, modifiability, and
reusability [159], [160], [161], [162]. However, it is observed that software refactoring does not always improve all
software quality attributes [159], [161], [163], [164]. Recent studies showed that the effects of refactoring techniques
on software quality attributes are inconsistent and contradictory [164]. As pointed out in [165] and [53], the
inconsistent or contradictory results concerning the effect of refactoring techniques [166] on software quality, is one of
the challenges for developers when they use the refactoring techniques to improve software quality. As such,
categorization of the refactoring techniques based on their effect on software quality attributes can potentially help
developers in achieving their design objectives. This is through the selection of the most beneficial techniques and
applying them at the right places with respect to specific software quality attributes [161], [167], [168], [169], [170]. In
this regard, a limited number of studies provided the categorization of refactoring techniques based on their effect on
desired quality attributes [161], [171], [172]. On the flip side, the security [173] is not considered in these
categorizations. On the other hand, the authors in [54] have stated that the effect of refactoring on security is poorly
understood and under-studied.

The authors in [174] have pointed out that the application of security engineering methods and models into agile
software development was initially seen as challenging. However, as agile development matured, experiences have
often been more positive. Despite this, recent empirical research continues to report organizational and technical
problems in adaptation. Owing to the perceived mismatch between formal security engineering and software
development, many attempts have been made in combining maturity models with agile processes [175], [176]. Through
these combinations, it has been shown that agile software development complies even with strict and formal security
requirements. However, this is at the unsurprising expense of slower development and higher cost, largely due to non-
agile security processes. In light of this, iterative and incremental software development methods have been developed
to enable continuous integration and deployment models such as DevOps [177], [178] that considerably shorten
maintenance cycles. In terms of security, this shortening manifests itself in terms of accelerated delivery of security
improvements [179] and quicker recovery from security incidents. Unfortunately, in regulated environments, DevOps
has challenges caused by the introduction of new practices [180]. Despite these shortcomings, many organizations are
utilizing automated processes to deploy software into production [181]. The tools, techniques, and methodologies used
for the automation incorporate security considerations. To support continuous delivery, authors in [182] have
established an acceptable level of continuous software security using agile methods.

According to [5], software security engineering offers the means of defining, implementing and verifying security in
software products. This is performed by following some software security development life cycle models or a security
capability maturity models. Unfortunately, agile software development methods and processes which are dominant in
the software industry are viewed to be in conflict with these security practices and the security requirements [183],
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[184]. In this respect, secure software [185] development involves the execution of a set of security engineering
activities in conjunction with software development processes [7]. However, in agile software development the
execution and progress of software development processes cannot always be determined in advance, nor are they
necessarily predictable at the start of a project. This serves to complicate the software development processes in terms
of production bottlenecks in terms of production of additional documentation, performing security-related reviews and
scans, and time-consuming security testing [186]. This strict process requirements constrain the flexibility gained
through the use of agile methods, which goes against the principles of adaptable processes [174], [176], [187].

7. Research gaps and recommendations

The provision of continuous security assurance evaluation and implementation of countermeasures to achieve the
security goals has been noted to be a complex task [188]. For instance, the major research challenge revolves around
the integration of security engineering practices, maturity models, and activities required to comply with standards into
flexible agile work flow [189]. As such, the main goal should not be maintaining agility, but to produce as secure software
[191] as necessary and as efficiently as possible. To achieve this, numerous quality improving techniques in agile
development such as iterative development, retrospectives, constant refactoring, and continuous integration can be
deployed to produce secure software [191], [192]. As discussed in [193], the software security life cycles in an agile
context have been a frequent subject in software security research. For instance, numerous challenges in adapting
security [194] engineering into agile development have been identified in [195]. To address some of these challenges,
security engineering should be integrated with education [196], 197]. Unfortunately, there is a notable lack of industry
surveys directly concentrating on the actual development-time activities.

Software security patch management [198]-[200] has been noted to critical in the industry. However, this is still an
emerging area of rising interest in research that needs further attention. Although there are many studies aimed at the
provision of technical advancements to enhance software security patch management tasks such as an algorithm [201]
for optimizing patching policy selection [202], the socio-technical aspects of software security patch management have
received relatively limited attention [148]. These socio-technical issues are concerned with the organizational process,
policies, skill and resource management, as well as the interaction of people with technical solutions [203]. However,
limitations exist since software security patch management process is inherently a socio-technical endeavour where
human and technological interactions are tightly coupled such that the success of software security patch management
significantly depends on the effective collaboration of humans with the technical systems [204]. Therefore, the
understanding of the socio-technical aspects is necessary for identifying the prevailing issues and improving the
effectiveness of the software security patch management process [48], [205].

Regarding the development process, there is need shape security properties through the addition of security
methodologies and implementing them correctly. This can be achieved through the observation of security principles
and defects avoidance. Here, security requirements guide the design, implementation, and verification work [174].
Unfortunately, security requirements are frequently developed independently of other requirements engineering
activities [206]. As a result, many vital security requirements [207] are often ignored, with the requirement engineers
focusing only on functional requirements. To curb this, numerous security requirement engineering frameworks [65],
[70], [72], techniques [68], processes [63], [71] and methodologies [67] have been proposed over the recent past. As
explained in [70], software security is not considered by the developers during the early phases of the software
development life cycle. In addition, most security requirements engineering approaches generally do not involve all
significant stakeholders. Moreover, they fail to use the well-organized techniques for stakeholder identification and
prioritization [208].This leads to incomplete security requirements specifications, or confusing, conflicting, uncohesive,
disorganized, infeasible, and obsolete security requirements. This results in requirements that are unable to be
validated, and not usable by their anticipated parties.

As explained in [34], security assurance methods based on the traditional tools, techniques, and procedures may fail to
cater for new challenges. This is attributed to poor requirement specifications, static nature, and poor development
processes. For instance, the Common Criteria (CC) frequently used for security evaluation and certification process has
many limitations and challenges. Although security testing and evaluation are beneficial to get the desired level of
security assurance, there is no single standard process available to measure the security assurance of the software
system [209], [210]. In essence, the development of secure software requires considerations beyond the basic security
requirements such as authentication, authorization and mandated operational compliance to identify and resolve the
risk environment in which the system must operate. Although security assurance methodology [211] has been
considered in the different development life cycles of the software, these methods and techniques come with several
drawbacks. For instance, these approaches are static [212], time consuming, do not scale well to the extensive,
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networked, IT-driven system and fails to offer continuous security assurance [213]. Although some efforts have been
devoted to resolving these challenges, they are still open issues.

Security requirements identified during the development phase based on the assumption made on the system’s
operational environment may be invalid if there are any changes in the system environment [214]. As such, evidence
collection should be carried out to validate the fulfillment of security requirements of the system in the operational
phase. Basically, this implies security assurance of the software after the deployment or implementation phase.
Unfortunately, security assurance evaluation of the system in during the operation phase comes with many challenges
as well as benefits that cannot be accomplished by an offline assessment [215]. As authors in [216] explain, operation
security assurance is complex due to the openness, aggregation, and dynamics nature of IT and cyber-physical systems.
It is not technically possible to make the software systems completely secure since some vulnerabilities [217] may be
present, which were not fixed during the development process. This may be due to time constraints or other reasons,
and hence must be re-examined, prioritized, and fixed. Since security assurance is a very time-consuming and costly
process, optimal security assurance should work towards providing optimal security while at the same time reducing
these costs [84].

The main focus of security goals is on the user’s demand, whereby these demands are changed whenever there is a
change in user requirements. According to [218], these security goals are achieved through rigorous testing,
establishment, and assessment to offer the much needed defense against malicious attacks [219]. Unfortunately, system
users are the weakest link since they may unintentionally invite attacks. Apart from securing the system from threats,
itis important to maintain its usability whose focus is on the ease of users keeping simple formula [220].As pointed out
in [221], security assurance measurement of a complex software system is necessary but not always feasible. This is
because the modern software systems consist of several components such as servers and clients, protocols, and services
such that the security weakness or vulnerability in any of these components result in the compromise of the entire
system [222]. As such, a process or methodology is required to uphold the security of software components [223] used
in a wide range of applications. In this regards and considering the relationship between these entities, a reverse process
is required to combine the security values of the decomposed entities to obtain the security of the entire system [224],
[225].Unfortunately, the current offline security assurance evaluation approaches for measuring and evaluating cyber
security are not effective. In addition, they are not widely accepted approaches since they do not offer continuous
security assurance [226] assessments for complex operational software systems. Consequently, a process, method, or
tool is needed for the operational security assurance assessment [227].

As explained in [125], security assurance tools helps in improving the system security through the building of security
into software systems or determining how secure it is. There is therefore a need for a security assurance tool that
measures the system'’s security level so that it can be improved and maintained overall. Automated information security
analysis, validation, evaluation, and testing approaches are required to obtain the evidence regarding security strength
or security performance in the software products and telecommunication system. On the other hand, automation of the
security assurance process in open source software is also essential. Since open-source software is subjected to frequent
updates, therefore automation process should be able to incorporate these updates [142]. In addition, there is need to
consider the needs of the entire software development process, starting from the requirement engineering to its final
deployment [141]. Similarly, it is important to take into consideration security assurance throughout the system
development life cycle [228]. As discussed in [229], poor design practices such as the improper design of security
functionality during the development life cycle is a big security concern. As such, a process or a tool is required to design
and develop a secure software system. Similarly, verification and certification of designs and codes are also quite
significant [230]. In addition, security assurance is an essential property of the application code that has not been
addressed before. Therefore, it is important to ensure that code behaviour is in line with the access control [231], [232]
policy. Further, a security assurance methodology is needed to obtain firm evidence that the security requirements of
the companies are well defined and enforced [233].

According to [234], access control requirements are mostly considered after the functional requirement definition stage.
This leads to flaws and security defects in the access control mechanism [235]. As such, a security assurance mechanism
isrequired to ensure that the application code behaves consistently with the access control policy. As explained in [236],
security testing is an essential process in security assurance, which should be implemented iteratively on analytical and
practical stages. Basically, security assurance offers confidence that system assets are protected. However, this
confidence is hinged on the correctness of the security measures, quality of the security policy, and profile of the
attackers [237]. However, effectiveness [238] of the assurance techniques is a factor that is difficult to measure in the
operational phase [239]. Therefore, a methodology is required to establish whether the security controls [240]-[244]
are adequate and appropriate for specific systems. To attain this, it is essential for these factors to be considered while
developing a security assurance technique. Another challenge is that direct measurement of security assurance for
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complex software systems is not always possible. To address this, the system should be decomposed into measurable
parts. This is then followed by the measurement of the assurance of decomposed entities. However, this calls for
aggregation to obtain the security assurance of the software system by amalgamating the security assurance values
[245]-[249]. This calls for a suitable aggregation technique to accomplish this task. The aggregation technique should
consider the composing entities that are security assurance relevant and relations between the components. Moreover,
it is essential to understand how constituent components of a system under evaluation contribute to the system’s
security. As such, it is crucial to define and develop some confidence metrics for security assurance level and the
selection and aggregation technique for these security metrics. As pointed out in [250], operating system core can be
considered instead of the application level service in order to increase the speed and effectiveness of attack detection
[251]-[256]. This is because the operating system'’s core contains every internal attribute and the file system.

8. Conclusion

Many organizations are becoming heavily dependent on information processing systems. This dependency has brought
about the need for protecting software systems from threats. Therefore, software security has become an essential issue
in modern organizations. System security assurance offers confidence that practices, security features, procedures and
architecture of software systems mediate and enforce the security policy and are resilient against security failure and
attacks. It has been shown to entail the demonstration with evidence that a system fulfils established standard security
criteria, in addition to offering some confidence that a system meets the security requirements. To define, implement
and verify security in software products, some software security development life cycle models or a security capability
maturity models are followed. One of such famous models is the agile software development methods and processes
which are dominant in the software industry. However, it has been shown to be in conflict with these security practices
and the security requirements. It has also been shown that effectiveness of the assurance techniques is a factor that is
difficult to measure in the operational phase. Owing to these challenges, numerous recommendations are given in this
paper, which are thought to be critical for the assurance of software security. The future research will involve the
implementations of some of these recommendations to facilitate the measurement of software security achievements.
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