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Abstract 

Web-based systems are vulnerable to security issues similar to any other applications. Due to the characteristics of web-
based systems such as their distributable nature and cross platform accessibility, security challenges are predominant. 
Recently, more focus has been placed on how to handle security concerns in web systems. Current solutions to 
counteract the web-based system security challenges include web system languages, firewalls, Intrusion Detection 
Systems (IDS), Intrusion Prevention Systems (IPS), cryptographic techniques, digital certificates and signatures among 
others. However, attacks and threats such as cross site scripting (XSS), Distributed Denial of Service (DDoS), cross-site 
request forgery (CSRF) and structured query language (SQL) injection attacks are still common. This gives the 
impression that there are still security challenges in this regard, despite the efforts for detection and prevention of 
attacks. Consequently, due to their dynamism, secure architectures are pivotal for the security of web-based systems. 
The focus of this paper therefore, is to review the existing security challenges of web-based systems. It is evident from 
this literature study that most security challenges in web-based systems stem from the threat of unauthorized access 
and risks from implementing technologies and standards that are under developed as regards security. 
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1. Introduction

Web-based systems are delineated as systems accessible over networks such as Intranet or Internet. According to [1] 
and [2], web-based systems have mainly been popularized by browser ubiquity. The capacity of updating and 
maintaining web-based systems without necessarily installing or distributing software on many client computers is the 
main reason why they have become popular [3], [4]. The authors in [5] add that web-based systems and web 
applications have been adopted in different scopes such as banking, e-commerce, business operations and various other 
functions. Considering that the Intranet and Internet are open systems and web systems are utilized in the delivery of 
services, the primary concern for users is security [6], especially due to the fact that web systems are characterized by 
interactivity and there is an exchange of personal and sensitive data [7]-[12]. Without security of web systems, there is 
a high risk for both the database and users being compromised. According to [13] and [14], the prevalence of risk 
catapulted significant research towards the provision of web systems security, with significant attention being given 
towards security at network-level for example, port scanning. Nonetheless, while the focus was at this level, it was 
established that majority of attacks were aimed at systems’ application-level, which mainly included web servers [15], 
[16], [17]. 

Security in web applications and web systems is an overlooked part in enterprises and it is essential that it be prioritized 
across all organizations [18], [19], [20]. Hackers have increased efforts and enhanced their concentration on services 
provided across web systems [21], [22], [23]. Due to the fact that web systems can be accessed at any time and from any 
location, hackers can easily intrude the backend and carry out illegal actions in corporate databases. As explained in 
[24], almost 49 percent of reviewed web applications are highly vulnerable and about 13 percent can be easily 
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compromised. Consequently, vulnerable web systems can be used in launching criminal actions for example, phishing 
and transfer of illegal content while the system’s bandwidth is abused, which makes the owner accountable for the 
illegalities carried out in their system [25], [26], [27], [28]. According to [29], majority of attacks are launched at the 
application level of web systems. 

Despite majority of organizations attempting to protect their systems using Secure Sockets Layer (SSL) and firewalls, 
they do not provide adequate protection against web system intrusion. This is because website access is public [30], 
[31], [32], [33], [34]. Web-based systems’ backend data can always be directly accessed and since majority of them are 
customized, their degrees of testing are lower compared to off-shelf applications [35]. With compromised systems, 
hackers are able to completely access organization’s back end data, even with proper configurations to firewalls or 
repeated patching to applications and operating systems [36], [37], [38]. Further, network security defense offers 
inadequate protection against attacks to web systems because hackers infiltrate web systems through port 80, taking 
advantage that it remains open for regular operations to be carried out in the organization. This means that it is 
pertinent for organizations to regularly audit their web-based systems to counter vulnerabilities that can be exploited 
[39], [40], [41], [42]. 

Literature reveals that in previous years, vulnerabilities at the application level of web-systems have been greatly 
consequential, leading to harvesting and leaking of confidential information. Subsequently, studies have been carried 
out to explore new techniques and tools to counter the issue of application-level security. For instance, the authors in 
[43], [44], [45], [46], [47], [48], [49] and [50] point out that it is pertinent for security to be the initial step prior to 
system development. The process should not only be flexible but also independent, containing security aspects 
customized to the organization. A study in [51] concluded that in the development of web systems, policies on security 
should be abstracted from other heterogeneous systems which would lead to a resilient system able to counter myriad 
attacks. The authors in [52 discuss that browsers themselves are insufficiently secure. They therefore concluded that 
secure browsers are essential in preventing existing vulnerabilities. Other studies such as the ones in [24], [53] and [54] 
have also emphasized web system hardening in mitigating attacks. According to [55], secure web systems are 
characterized by three components; input validity, state integrity and logic correctness. Input validity refers to the 
validation of input prior to utilization by the system. State integrity refers to un-tampered state of the system. Logic 
correctness refers to the correct execution of the system or application logic as the developer intended. 

The contributions of this paper are as follows: 

 Presentation of a security framework that guarantees conformity to the six key security requirements when 
adopting different web-based system security techniques. 

 Discussion of the existing security challenges in web-based systems and the counteracting techniques. 
 Identification of research gaps and suggestion of areas of intervention with regards to enhancing the security 

of web-based systems 

The rest of this paper is organized as follows: section II presents a security framework that posits the six key security 
requirements and the corresponding security techniques used in web-based systems. Section III discusses the security 
challenges in web-based systems and the security threat assessment tools. Section IV shows the identified research 
gaps. Section V provides the conclusion and direction for future research. 

2. Security Framework for Web-Based Systems 

The authors in [56] posit that similar to any distributed system or application, it is equally essential for web systems to 
have adequate mechanisms which ensure that data is transferred securely. When functionality or information is shared 
through web systems, architectures and programming languages are not relied on. Such interoperability that 
characterizes web systems where access is granted across platforms necessitates for greater detail when 
conceptualizing system security [57], [58], [59], [60]. Basically, the requirements of web systems are authentication, 
authorization, confidentiality, integrity, availability and non-repudiation [61]-[66]. 

According to [56], authentication refers to the processes through which users of the system are identified. User identity 
should thus be verifiable in the same manner that they claim. On the other hand, authorization refers to the process 
where permission is granted to users to perform actions or carry out activities in the system. It is also seen from the 
standpoint of the administrator setting permission and checking the values of granted permissions after users have 
accessed the system [67], [68], [69], [70]. However, confidentiality refers to the prerequisites concerned with data in 
transit such that third parties do not access the data. It is mainly achieved through encryption and Virtual Private 
Network (VPN) approaches [71], [72], [73]. On the other hand, integrity in the security framework refers to detection 
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of information that has been tampered with. It is achieved by mathematical algorithms to identify specifically what and 
to what extent the tampering has occurred [74], [75], [76], [77]. Availability is a requirement that all services and 
resources of the system need to be accessible at all times to the parties authorized to access them. In cases of 
vulnerability, attacks occur whereby services and access is denied to the system’s authorized users as all system 
resources have been used up [78], [79], [80]. However, non-repudiation refers to the fact that once a user has sent or 
received a message, they cannot deny having sent or received it [81], [82], [83], [84], [85]. 

As explained in [86], the requirements for security in web systems is implemented in a variety of ways. In the 
authentication requirement, prior to users being able to use the system, usernames and passwords are required. 
However, whereas they are both validated, there is a drawback in the plain manner in which they are propagated from 
clients to server. Sniffers can read the packages that are sent in the network. The Security Assertion Markup Language 
(SAML) is used to enhance system authorization and authentication to limit address sniffing vulnerabilities [87], [88], 
[89]. Other authentication techniques include the use of certificates which are sent to the server for verification of 
credentials, albeit it necessitates the use of Hypertext Transfer Protocol Secure (HTTPS) due to the lack of secure 
communication channels [90], [92]. Alternatively, Kerberos protocols are used to mutually authenticate users in the 
system using symmetric keys (shared secret between them) [91]. 

In the authorization requirement, technologies that are used are the SAML and the eXtensible Access Control Markup 
Language (XACML) [93], [94]. With XACML, decisions are made on whether access to resources can be granted or 
denied. Decisions are enforced respectively by the Policy Decision Point (PDP) and Policy Enforcement Point (PEP). 
Authorization through SAML involves two controls, which are the Role Based Access Control (RBAC) and the Context 
Based Access Control (CBAC) which map the organization’s structure to security management and privileges are 
assigned to users respective to their roles in the organization [95]. 

According to [70], the availability requirement is a four-fold defense mechanism against Denial of Service (DoS) attacks. 
Foremost, the mechanism prevents attacks. Secondly, it detects attacks, determining where the attack came from and 
categorizing the harmful packets. Thirdly, the mechanism reacts to stop the attack, thus countering damages caused, by 
dropping the harmful packets or alternatively providing services on backup lines.The authors in [70] argue that a 
comprehensive defense solution against DoS attacks is difficult to achieve. However, techniques include implementation 
of robust infrastructure, complemented by firewalls, Intrusion Detection System (IDS) sensors, honeypots and Intrusion 
Prevention System (IPS). 

Techniques used in the confidentiality requirement involve Extensible Markup Language (XML) encryption, which is 
used in instances when information needs to be confidential as it is being sent over a transaction [96]. Furthermore, in 
instances where encryption of information must be maintained, XML is useful. Algorithms commonly applied in the 
encryption requirement are Advanced Encryption Standard (AES) and Triple-Data Encryption Standard (Triple-
DES)[97]. 

In the integrity requirement, web system functionality is described by Web Services Description Language (WSDL) files, 
which selects the web service upon users’ request and Universal Description, Discovery, and Integration (UDDI) registry 
communication. In case of tampering, the service’s integrity is destroyed. Integrity may also be ascertained using XML 
signatures [48]. However, XML signatures while guaranteeing integrity of certain document portions, allows users to 
edit other portions of the document that remain unsigned.The authors in [98] posit that WS-Security addresses the XML 
shortfall by enhancing security during end-to-end messaging and allows exchange of encrypted information and 
messages in the web environment. 

Non-repudiation requirement techniques include WS-Security which applies digital signatures that offer non-
repudiation guarantees [99], [100], [101]. In this specification, various formats of signatures, multiple trust domains 
and encryption guarantees are allowed. Additionally, variety of certificates such as X.509, SAML assertions and Kerberos 
tokens are provided. Security features are also added in the system’s application layer and with the X.509, digital 
certificate information such as serial numbers, private keys, public keys and expiry dates can be formatted [102]. Table 
1 gives a summary of the various security requirements and how they can be achieved, together with their challenges. 
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Table 1 Security framework for web-based systems 

Security 
requirement 

Drawbacks/Challenges Techniques suggested 

Authentication Propagation of authentication 
information such as usernames and 
password in a plain manner between 
clients and servers. 

-SAML (security assertion markup language) to limit 
address sniffing vulnerabilities 

-Use of HTTPS, Kerberos and digital certificates for 
verification of credentials 

Authorization Setting right permissions to the right 
users 

-SAML and XACML (Extensible access control 
markup language) for access control to resources on 
web based systems  

-PDP (Policy Decision Point) and PEP (Policy 
Enforcement Point) for enforcement of access 
control decisions. 

Confidentiality Unauthorized access to data at rest and in 
transit. 

XML (extensible markup language) and 
cryptographic algorithms such as AES and Triple DES 

Integrity Detection of information that has been 
tampered with using mathematical 
algorithms 

-XML signatures with WS (web services) Security 

-Web-based system functionality is described by 
WSDL (Web Services Description Language) files, 
which selects web service upon users’ request and -
UDDI (Universal Description, Discovery, and 
Integration) registry communication 

Availability Availability of all web- based system 
resources and services at all times to 
authorized users. 

-Implementation of robust infrastructure 
complemented with firewalls, Intrusion Detection 
System (IDS) sensors, honeypots and Intrusion 
Prevention System (IPS) 

Non-
repudiation 

Web system users cannot deny having 
sent or received messages. 

-Digital signatures with WS security 

-Digital certificates such as X.509 

-SAML assertions and Kerberos tokens 

3. Security Challenges in Web-Based Systems 

Web systems and applications are basically an integrated technique with the capacity of being applied in both public 
(B2B) and internal (EAI) solutions. When adopted in EAI, issues around security are less considered due to the fact that 
the integrated services are protected and contained within the organization’s network [103]. Nonetheless, depending 
on applications and services used by the organization, there may still be a prevalence of threats and vulnerabilities to 
the organization both internally and externally, so security concerns should not be disregarded. One of the key issues 
of security in web systems is when access is widened to the public scope, which essentially puts the organization’s 
internal aspects at risk [104]. 

Various threats have been identified in literature by different authors. Vulnerabilities and threats variedly impact 
different roles in the organization and hinder not only system performance but also the performance of users. The 
authors in [105] posit that unauthorized access is an encompassing threat which includes firewall bypassing and 
eavesdropping on the network. Additionally, unauthorized access also refers to access of private and confidential data 
and information be it by internal or external users. Data decryption also presents a threat of unauthorized access, 
especially in instances where security requirements are not enhanced. According to [106], challenges in unauthorized 
access can be addressed with cryptographic techniques which counter attempts at accessing information and data. 

Malicious manipulation of system parameters refers to instances whereby attackers input unexpected data to the 
system causing crashes and giving them an opportunity through which they can exploit the erroneous circumstance. 
Malicious data can be input into the system through various means such as SQL injection, and overflowing the system’s 
buffer [105]. 
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Configuration data disclosure, according to the authors in [105], is another challenge that web-based systems are 
exposed to. Another type of attack is message replay, which refers to instances when attackers capture messages 
illegitimately and use the messages to gain access to system resources. On the other hand, eavesdropping on the 
network allows attackers to intercept messages that are transmitted between parties, especially on public 
infrastructure. Data has traditionally been protected using SSL or VPN. However, in the case of web systems, these 
techniques are argued to be inadequate in providing security. 

Service denial, results from DoS attacks [107]-[109]. In this case, attackers take advantage of the complexities exhibited 
by a network and may message bomb the network, aiming a specific service of the system, hampering services depended 
on by an organization. The authors in [95] adds that DoS attacks pose significant destruction as they limit legitimate 
resource accessibility and they can pose much difficulty for the organization when guarding against them. As explained 
in [107], security challenge such as reconnaissance allows attackers to carefully study their targets prior to proceeding 
with an attack. Attackers take advantage of the web system characteristic which allows users to search for services, 
which gives them adequate intelligence on their victims. 

With regard to firewall bypassing, the authors in [110] argue that firewalls are both a benefit and a threat. Considering 
that services on web systems use Port 80, firewalls tend to allow data to pass without inspecting the traffic. Attackers 
can then exploit services that are implemented poorly, compromising other systems that are not protected by the 
firewall. The authors in [111] argue that the firewall challenge can be addressed by implementing firewalls that can 
control traffic in and out of the system and establishing mechanisms to allow firewall updates. 

The authors in [69] argues that considering that web systems are complex, there is need for a larger scope of knowledge 
for appropriate industry practices to be defined regarding security. Similarly, the authors in [112] argue that 
considering the empirical nature of security, there are system vulnerabilities that may be undiscoverable unless the 
system is actually attacked. In this case therefore, the supposition presented in [112] is that implementing technologies 
and standards that are underdeveloped presents considerable risk to system security. According to [113], the trajectory 
of organizations moving towards web based systems and services exposes them to new threats especially at the level of 
business processes. Security experts have thus been said to focus on the lower end, which leaves many users vulnerable 
as they do not fathom the security in their systems. 

Table 2 Web security challenges in web-based systems 

Author Security challenges identified 

[105] -Threat of unauthorized access including firewall bypassing and network eavesdropping  

Threats from malicious data such as through SQL injection and buffer overflows 

Configuration data disclosure 

[106] Unauthorized access from poor security enhancements that lead to data decryption 

[69] Message bombs aimed at specific web based system services. 

Reconnaissance threats that allow attackers to gather intelligence on their victims 

[108] DoS attacks that limit web resource and service accessibility 

[110] Threat from firewalls that allow data to pass through without inspection through port 80 that is used by 
web systems 

Attacker exploitation of poorly implemented services in web based systems 

[112] Threats from undiscoverable system vulnerabilities unless the system is actually attacked. 

Risks from implementing technologies and standards that are underdeveloped 

[99] Threat from the web-based system user unawareness of security issues and practices  

[111] Threat from multiple web service routing 

Unauthorized access threat during decryption at the intermediary during exchange of messages in web-
based systems. 

[114] Some techniques like SSL only provide security for data in transit, therefore data at rest such as on servers 
is at risk with these techniques. 
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The authors in [111] discuss that there is a significant challenge in web systems’ capacity to maintain security during 
multiple web service routing. In instances when intermediaries are involved in the exchange of messages, the concern 
is that encryption approaches working on lower layers encrypt the whole interaction rather than selecting a specific 
part. Upon arrival at an intermediary, decryption is carried out such that information is extracted, during which the data 
and information is vulnerable to unauthorized access. Another issue the authors in [114] identify is that in techniques 
like SSL, security is provided only for data in transit, which means that data at rest, for example data stored on servers 
cannot be protected using SSL techniques, hence the security is not persistent and the data is vulnerable when there is 
least resistance from the security tools. This is the same with HTTP, which is concluded to be a web system’s weakest 
link and the prevalent point through which attackers can exploit the system. Table 2 offers some of the web security 
challenges that have been identified in literature. 

4. Threat Assessment Tools 

According to [115], sustainable security has majorly been the focus of organizations utilizing web systems. Consensus 
exists on the necessity of constant implementation of security models, considering that security in web systems is 
argued to be overlooked in most cases despite its significance in the design stage. For security professionals, they tend 
to depend on unreliable frameworks and simple engineering which negatively impact long term security sustainability. 
Vulnerability assessment respective to empirical studies is shown in the Table 3 below: 

Table 3 Security threats, effects and resolutions in web-based systems 

Author Security 
Threat 

Effect Resolution 

[116] XSS (Cross 
site scripting) 

Phishing 

Cookie stealing 

Key logging 

-Use of white and black box testing methods 

-Using security testing [117] approaches in 
detecting XSS 

Using firewalls at application level to handle 
requests between server and clients 

[118] DDoS 

CSRF 

XST 

It is impossible for all vulnerabilities to 
be investigated with one tool 

-Selection of tool sets in an organized and 
optimized manner following the phases of 
identification, analysis, testing and reporting 

-Combining varied tools for instance Nikto 
and W3AF 

[119] SQL injection 

XSS 

Disclosure of 
IPs 

In industries such as finance, prevalence 
of effects are encountered with private 
and sensitive organizational and 
customer data 

-Vulnerability testing and observation, 
followed by development of a framework to 
enhance security 

[120] SQL Leads to administrator credentials 
disclosure and private information such 
as credit card details, social security 
numbers etc. 

-Adopting the use of Escrow, specifically in 
four aspects, thus: link gathering, URL 
analysis, injection identification and 
exploration of the database. 

[121] CSRF 

SQL 

XSS 

Compromises integrity of data, flaws in 
security lead to unavailable system 
resources and private data may be stolen 

-Adopting automation tools for instance Burp 
Suit and Acunetix 

-Manually testing vulnerabilities considering 
difficulty of finding some vulnerabilities 
automatically 

[122] CSRF 

XSS 

Both are prevalent and are implemented 
by breaching user confidence in the 
application level 

-Implementing code patterns for XSS stored in 
the system 

-Adopting black and white box testing 
methods 
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5. Research gaps 

Various solutions have been suggested to counter the identified web system security challenges such as web system 
languages, proper firewall setups, IDS, IPS, cryptographic techniques, digital certificates and signatures among others. 
However, there is also need to focus on web system users’ security training and awareness programs, as we adopt these 
technical solutions. Sophisticated hardware and software may be rendered useless if the user does not understand and 
comply with the security practices and protocols of web-based systems. It is also important to adopt security techniques 
that integrate all the six aspects of the presented security framework for web based systems.Consequently, policies and 
standards must be designed to capture all these basic requirements for the security of web based systems. Some of the 
techniques presented in the literature touch on specific security requirements and leave the other requirements 
unattended to, hence the onset of a vulnerable system. An attacker may exploit such techniques, to overcome the 
unshielded security requirements in that specific solution. Further, web system languages are argued to be lacking in 
the enforcement of security policies and may be in violation of data integrity and confidentiality of the system, posing a 
threat to the system. Subsequently, in order for safety to be ensured, there is need for comprehensive analysis to be 
conducted and for reliable and efficient techniques to be developed in the prevention of attacks, thus ensuring data 
security in web-based systems. 

6. Conclusion 

The aim of this paper was to review security challenges in web-based systems. From the study, it is evident that a key 
concern in web systems is the implementation of tools and techniques to test and sustain security. Increase in web 
systems usage such as in websites and web applications, poses challenges for sustainable security in organizations, 
which is attributed to crawling methods used in web exploration. Another challenge in web system security is the use 
of illegitimate inputs which leave a pathway for attacks to occur, leading to significant damages to data integrity. The 
implementation of insecure storage may also be challenging to web system security. In testing the security of web 
systems, there is a probability of repudiation attacks occurring, which leaves receivers unable to confirm the source of 
senders of the data. With autonomous data and information transmission and access in web-based systems, security 
requirements are paramount and must be maintained. Future research should focus on the performance and scalability 
challenges of these techniques to improve their security reliability. 
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