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Abstract

Massive device networks stemming from the rapid growth of Internet of Things devices became a security threat
because they expanded exposure to cyberattacks. Security tools from the past show limited capability to detect
abnormalities within [oT systems that grow rapidly, so advanced anomaly detection methods must be created.
Identifying and detecting IoT network security breaches and malicious activities use machine learning (ML)-based
approaches as powerful analytical tools. The work presents a structured overview of machine learning algorithms that
monitor [oT security environments using supervised and unsupervised methods. Numerous supervised learning
approaches prove successful in detection accuracy since they employ labeled dataset information through decision
trees, support vector machines (SVM), and deep learning models. The detection methods experience difficulties when
handling emerging security threats. Unsupervised classification tools, autoencoders, and isolation forests detect
unknown anomalies well but generally produce numerous false alarms. Two performance indicators evaluate the two
methods through an assessment process to determine precision accuracy, system potential, and calculation speed.
Security enhancements in the IoT environment become possible by combining supervised and unsupervised learning
methods. An end examination of this paper discusses future trends where deep learning unites with federated learning
to detect anomalies through real-time edge Al processing.

Keywords: Iot Security; Anomaly Detection; Machine Learning; Supervised Learning; Unsupervised Learning;
Cybersecurity; Deep Learning

1. Introduction

The fast growth of Internet of Things (IoT) technology transformed various industries, which include healthcare
facilities and smart cities, industrial automation systems, and residential security applications. Lonergan and Portier-
Kaeling have established 34 criteria to show how IoT systems can be compromised and how this impacts various
industries. Our global connectedness through technology has brought substantial safety hazards, and at the same time,
it provides convenience. Because 10T networks feature distributed architecture and combine devices of multiple types
with limited resources, they face increased susceptibility to cyberattacks. Traditional security controls involving
intrusion detection systems with signature-based detection and rule-based firewalls have become less effective against
the advancing threats of modern times, which makes advanced intelligent security systems essential for contemporary
use.

The task of anomaly detection in IoT networks benefits from machine learning technology, which acts as a real-time
threat identification instrument through its powerful capabilities. The distinctive quality of ML models is their ability to
learn from large datasets and then detect deviations that signal potential malicious doings through autonomous pattern
recognition. loT security heavily depends on anomaly detection since several cyber threats cannot be identified through
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established signature or attack pattern matches. The development of new attack methods by attackers requires security
defenses to implement mechanisms to identify previously unknown threats.

Detecting abnormalities in IoT security utilizes two fundamental machine learning approaches: supervised learning and
unsupervised learning. Models under supervised learning need datasets containing predefined normal and anomalous
activities for their training phase. Through this technique, detectors can effectively identify attacks by learning
differentiating capabilities between regular and harmful actions based on collected data. The set of common supervised
learning methods consists of decision trees together with support vector machines (SVMs) and deep learning models
that use convolutional neural networks (CNNs) and recurrent neural networks (RNNs). Supervised models need large
amounts of labeled data for operation, yet acquiring loT-specific labeled data might be difficult. These models are weak
when detecting zero-day attacks because only training patterns learned during their initial training phase can be
recognized.

Collect sensor & network data

Data cleaning, normalization, feature extraction

Identifying relevant features for anomaly detection

Supervised ML (if labeled data is available) Unsupervised ML (if no labeled data is available)

Normal vs. Anomalous behavior

Notify security systems

Take preventive/corrective actions

Figure 1 IoT Anomaly Detection Workflow

Unsupervised learning operates without requiring datasets that need human classification. The method detects
irregularities by analyzing deviations from traditional patterns in data samples. The approach proves valuable in 10T
security thanks to the frequent emergence of unknown threats. Anomalies get detected through clustering algorithms,
including k-means and DBSCAN, and more advanced methods, such as autoencoders and isolation forests, in
unsupervised anomaly detection scenarios. Unsupervised learning proves most advantageous when it identifies new
attacks through its ability to function independently of predefined labels. This detection method results in additional
wrong positive alerts because normal network adjustments might create errors in anomaly identification. Unsupervised
models face two main obstacles that limit their practical application for real-time security measures in resource-limited
IoT devices because they are hard to interpret and require long computational times.

The advantages between supervised learning and unsupervised learning methods motivate present-day researchers to
create hybrid model solutions in their practice. Semi-supervised learning enables the utilization of limited labeled data
to make unsupervised models more accurate while preserving generalization properties. Reinforcement learning and
transfer learning methods are now being used in research to improve the anomaly detection functionality of IoT
security.
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The paper evaluates supervised and unsupervised machine learning models that detect anomalies within [oT security
applications. The assessment relies on essential performance measures to determine model success, which include
precision metrics alongside false positive detection, operating speed, and system capacity expansion potential. The
paper discusses practical applications of [oT security and the latest trends and future possibilities, which incorporate
deep learning implementation, federated learning, and edge Al for 10T security advancement. The study investigates
different security approaches to detect the most optimal strategies that defend IoT networks from expanding cyber
threats.

2. Fundamentals of anomaly detection in iot

Identifying security threats sys,tem malfunctions, and unauthorized access depends on anomaly detection as a core
element of [oT security. Securing IoT environments grows more demanding because trillions of devices automatically
produce large data streams continuously. Traditional IT networks prove ineffective for IoT systems because they
involve multiple device types, communication protocols, and immediate processing requirements. Security systems
become more adaptive through anomaly detection methods, which help identify abnormalities in behavioral patterns
and detect threats before unknown attack signatures emerge.

Three major groups exist to categorize anomalies that occur in IoT networks. The sudden appearance of an outlier point
will trigger a point anomaly by reporting abnormally extreme values in instances such as when an loT thermostat
communicates unexpected temperature readings. The type of anomaly depends on the data environment because high
electricity consumption from a smart meter appears typical during daytime hours yet unexpected during the nighttime.
When cooperating with other points to form strange patterns, the abnormal behavior of data points constitutes a
collective anomaly, although each pointlooks normal. Subsequently, this behavior might signal a denial-of-service (DoS)
attack when multiple IoT sensors send messages rapidly. Various anomaly types need identification to create effective
security systems that secure [oT networks.

Detecting anomalies in IoT systems remains complex because loT data sources demonstrate varied formats and
extensive dimensions. Various IoT devices produce different kinds of data, from sensor information to network activity
logs, while generating system event logs. Defining normal operational behavior remains difficult despite the varied
devices with distinct firmware and communication methods. The operation of IoT networks occurs in fluctuating
settings that lead to changes in regular system behaviors. Smart home system energy consumption patterns need
adaptable anomaly detection systems since seasonal changes will alter their behavioral patterns. The base of traditional
rule-based security fails to process this complicated system since it depends on established rules that cannot detect
unknown attack forms.

Resource constraints represent one of the main challenges in executing [oT anomaly detection. Organizational and
energy constraints within [oT devices create obstacles to implementing sophisticated anomaly detection algorithms.
Securing [oT devices proves difficult because their supporting security mechanisms are required on limited-edge
devices that lack sufficient power compared to standard IT systems. The limited resources of IoT systems require
lightweight anomaly detection systems that perform speedy real-time processing while requiring reduced power usage.
Edge Artificial Intelligence and federated learning techniques are being researched to fix these constraints since they
allow local device-based anomaly detection models to use cloud resources as needed.

Table 1 Common IoT Anomaly Detection Datasets

Dataset Description Number of | Attack Types Covered

Name Samples

NSL-KDD Improved version of KDD’99, used for | 125,973 DoS, Probe, U2R, R2L
network anomaly detection

CICIDS2017 Captures normal and attack behaviors in | 2.8 million DDoS, Botnet, SQL Injection, Brute
network traffic Force

TON_IoT Real-world IoT & edge attack dataset 2 million+ Data exfiltration, Backdoor, Man-

in-the-middle

UNSW-NB15 | Contains loT-related cyberattacks with real- | 100,000+ Fuzzing, Exploits, Reconnaissance
world traffic
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Machine learning provides excellent adaptability, which makes it a desirable method for detecting anomalies in IoT
systems. Dynamic behavior analysis occurs in ML models because they use historical data to learn how to detect
patterns between normal and abnormal system activities using adaptive systems. These detection systems identify
abnormal activities that traditional security models cannot detect explicitly. Although ML is an appealing solution for
IoT anomaly detection, its implementation brings various difficulties. The main issue that affects [oT anomaly detection
arises from the existence of noisy and incomplete data. The technical issues that [oT devices face, such as network
outages, sensor issues, and data transfer problems, produce erroneous or incomplete data sets. The imperfect nature of
training data affects ML models in generating unreliable outcomes because robust data preprocessing methods should
include outlier filtering, data imputation, and noise reduction.

Anomaly detection systems must perform against both data contamination and adware risks. Attackers' manipulation
of IoT data makes ML-based security systems deceived through what experts call adversarial machine learning.
Attackers can perform successful attacks by injecting specially designed data points, which enable them to manipulate
the model's behavior definition until harmful activities escape detection. Researchers continue developing resilient ML
systems that detect and oppose adversarial attacks to ensure safe [oT operations. The reliability of ML-based anomaly
detection systems is enhanced through three major techniques, including adversarial training, explainable Al, and
robust feature selection.

Multiple approaches are insufficient to tackle the advanced IoT security threats because of their complicated nature.
The detection method selection relies on several elements, including how IoT devices operate, whether they have access
to labeled data, and their processing capabilities. The ability of supervised learning methods to process labeled attack
data makes them excellent in detection, but they have difficulty identifying new threats. The benefit of unsupervised
learning is its proficiency in spotting new anomalies, yet it generates additional false alert signals. The current rise in
popularity represents hybrid solutions that simultaneously unite supervised and unsupervised techniques to achieve
high correctness and flexibility.

The practice of anomaly detection in IoT security advances both through enhancing cyber-threat complexity and Al
technological improvement. Future growth of IoT adoption throughout different sectors requires the development of
strong, scalable anomaly detection models that remain easy to interpret to secure the reliability of connected systems.
Combining deep learning with federated learning and real-time edge processing methods will yield comprehensive
improvements in [oT network anomaly detection through upcoming technological developments.

Table 2 Performance Metrics of Different Machine Learning Algorithms for IoT Anomaly Detection

Algorithm Accuracy (%) | Precision | Recall | F1-score
Random Forest (Supervised) 95.2 0.93 0.94 0.935
SVM (Supervised) 92.7 0.90 0.91 0.905
K-Means (Unsupervised) 85.4 0.79 0.83 0.81
Autoencoder (Unsupervised) 88.9 0.82 0.86 0.84
Isolation Forest (Unsupervised) | 90.1 0.85 0.88 0.865

3. Supervised machine learning for anomaly detection

Machine learning algorithms under supervised methods serve crucial functions in IoT security anomaly detection by
using tagged data to train models that determine network patterns as normal or abnormal. Supervised models obtain
good detection precision for established threats by analyzing past attack patterns. Supervised learning functions by
submitting algorithms with sets of input-output data points containing network activity features with corresponding
labels for normal or malicious behavior representation. After training, this model achieves excellent accuracy in labeling
previously untuned IoT data, thus becoming an effective tool for identifying intrusions, assessing fraud, and classifying
malware in [oT systems.

Supervised learning provides loT security systems with strong detection capabilities because it identifies attacks whose
characteristics match those in training data. Numerous examples of supervised learning models successfully identify
denial-of-service (DoS) attacks, brute force login attempts, and botnet intrusions based on training data from
CICIDS2017, Bot-IoT, and UNSW-NB15 datasets. Labeled data enables the model to develop attack pattern
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generalization capabilities, making it highly effective in controlled environments that track existing cyber threats.
Supervised learning provides widespread usage in intrusion detection systems (IDS) and malware classification and
anomaly detection in industrial IoT settings that understand specific attack scenarios well.

Implementing Decision Trees is an effective supervised machine learning model for IoT security because it offers simple
yet reliable data classification through its decision rules. The responsibility to interpret a classification emerges
naturally from decision trees since security analysts easily understand the classification criteria. The traditional
decision trees receive improvement from Random Forest and XGBoost implementations, which combine numerous
trees to achieve better accuracy while minimizing overfitting effects. These models find broad adoption in IoT network
anomaly detection because they demonstrate excellent capabilities to process high-dimensional information effectively.

When implemented for supervised learning, the Support Vector Machine (SVM) finds an optimal hyperplane to separate
normal and anomalous behaviors within high-dimensional spaces. The ability of SVM to function well in intrusion
detection enables its position as a leading method to detect specific intrusion signatures when signatures exist in the
training data. Using Support Vector Machines (SVMs) for big [oT data assessment leads to substantial computational
challenges as a major drawback. A common approach to this issue involves researchers employing kernel-based
strategies that let SVM detect hidden nonlinear patterns in loT security data.

Supervised anomaly detection for IoT security systems has grown popular regarding deep learning methods. Research
on IoT network traffic anomaly detection utilizes Convolutional Neural Networks (CNNs) and Recurrent Neural
Networks (RNNSs). Security analysts use CNNs from image recognition for their work by converting network traffic
patterns into visible formats. Sequential data analysis requires the specialized capabilities of RNNs and their enhanced
version of Long Short-Term Memory (LSTM) networks, which prove highly beneficial for IoT network log examination
during periods. By recognizing how security threats develop patterns, LSTMs excel at finding unusual patterns in time-
based information, including atypical login behaviors and out-of-the-ordinary packet movement.

Using supervised learning for 1oT security brings advantages and major drawbacks to the security implementation
process. The main difficulty stems from requiring high-quality labeled information. Because both the world's
development of [oT environments face challenges in obtaining labeled datasets. Time consumption n, cost, and difficulty
in implementation are barriers. The training fails to incorporate emerging cyber threats not appearing during creation.
Supervised mod Is encounter difficulties with zero-day attacks because they do not recognize new unseen threats that
lack previously learned patterns. Because of this limitation, supervised models restrict their generalization ability in
changing IoT environments.

Supervised learning technologies are prone to the concept drift problem, which describes changes in statistical network
traffic patterns throughout time. Normal device behavior in IoT security environments undergoes alterations due to
software updates, environmental changes, and network reconfigurations. A model trained on obsolete information
cannot recognize valid network activities properly while failing to identify contemporary threats. Concept drift
management through continuous model retraining becomes expensive and difficult in resource-limited loT devices.

Supervised learning systems in IoT security operations face the significant danger of adversarial attack vulnerability.
Training data manipulation by cyber attackers results in misdirecting the model through biased data introduction,
which is referred to as adversarial machine learning. An attacker creates elusive alterations in harmful traffic that
appear like ordinary network traffic, thus disguising intrusion attempts from detection. Research teams study
adversarial training as a tool to develop IoT security models that serve as more resilient against evasion attacks.

The challenges force supervised learning to integrate other methods that boost detection performance in IoT systems.
Semi-supervised learning provides a training system with limited labeled datasets combined with extensive unlabeled
data for enhancing generalization ability. The model training process under transfer learning takes a previous model
that dealt with [oT data to refine it for new uses, thus minimizing demands on large annotated data sets.

Supervised machine learning is an effective tool for detecting anomalies in the Internet of Things domain under specific
circumstances where detailed labeled datasets can be obtained. The classification precision capability enables this
detection model to excel at identifying standard cyber threats, although continuous deep learning model development
extends its usefulness in process control systems.
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Figure 2 Anomaly Detection Rate Over Time (Time Series Analysis)

4. Unsupervised machine learning for anomaly detection

The existence of unsupervised machine learning as a vital technique for [oT security anomaly detection stems from its
pattern recognition capacity regarding unlabeled data samples. The detection method in unsupervised learning
identifies deviations from typical behavioral patterns instead of supervised learning, which needs historical attack
signatures. Under such circumstances, the framework becomes extremely beneficial for loT network security because
it detects anomalies without needing labeled datasets. Traditional security platforms fail to keep up with evolving loT
attack vectors because of their wide diversity, so unsupervised learning becomes a viable solution for zero-day attack
and intrusion detection.

Unsupervised anomaly detection systems make assumptions about expected patterns in IoT networks because normal
operations can be defined through predictable sequences, yet statistical variations indicate anomalies. The program
identifies unusual patterns as anomalous occurrences. Different unsupervised learning approaches were created to
tackle this problem, yet they contain advantages and disadvantages. The three key methods used for anomaly detection
include clustering algorithms and autoencoders, as well as isolation forests that enable the processing vast amounts of
IoT data to find suspicious activities.

Unsupervised anomaly detection initiates with clustering as its base methodology because it orders data points into
clusters by their definitions. The detection of anomalies occurs when points either fail to belong to any cluster or are
assigned to underpopulated clusters. The K-means clustering procedure groups data into predefined cluster quantities
and flags points beyond their identified cluster boundaries as anomalous data points. The K-means clustering method
displays two major limitations in structured data frameworks: it requires cluster initialization and fails when dealing
with complex IoT data systems. DBSCAN (Density-Based Spatial Clustering of Applications with Noise) solves these
problems by detecting anomalies in low-density spatial areas. The effectiveness of DBSCAN clusters depends heavily on
the skilled adjustment of its parameters while processing IoT data.

Autoencoders are one of the most effective unsupervised methods to detect anomalies by building artificial neural
networks. The architecture of autoencoders includes two components: reduce the input data to low-dimensional space
before restoring it to its original form, and second, the reconstruction error—how much the output deviates from the
input—indicates anomaly severity. The training of this model happens exclusively with IoT normal patterns, so it
becomes ineffective for reconstructing anomalies, which enables their easy identification. Various learning-based
autoencoders, specifically variational autoencoders (VAEs) and sparse autoencoders, show effective capabilities for
detecting advanced patterns of attacks within IoT networks. Such models need large computational power, which makes
them hard to use on restricted loT edge devices.

The ensemble-learning technique isolation forests represent another popular method in unsupervised anomaly
identification because it has been developed explicitly to detect outliers. The methodology of isolation forests functions
differently from conventional clustering models because it uses a method that partitions data points randomly into
multiple subsets. The events that deviate greatly from normal patterns can be identified efficiently based on fewer
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partition splits. Isolation forets are lightweight and appropriate for real-time IoT security applications because they
require quick anomaly detection. The detection performance of isolation forests deteriorates when anomalous patterns
are difficult to identify or when normal patterns overlap with them through subtle variations.

The unattended learning security anomaly detection model provides flexible adaptability among different devices yet
requires careful implementation because it reports large quantities of inaccurate positive results. The primary obstacle
emerges from excessive incorrect positive system reporting. Unsupervised models fail to identify particular attack data
in training; therefore, they mistakenly detect normal IoT network variations as anomalies. A sudden increase in data
transmission from a smart thermostat during temperature drops might cause the system to report it as anomalous. Still,
this behavior matches typical thermostat reactions to environmental changes. Security teams become more exhausted
because this system's inability prevents them from properly distinguishing between actual cyber threats and normal,
benign variations.

Research dealing with anomaly detection faces difficulties because of unexplained model processes. Autoencoders and
other unsupervised learning methods function as unknown systems through deep learning architecture, which
challenges security analysts to understand what makes specific data points some anomalies. [oT security applications
with mission-critical functions require explainable anomaly detection capabilities for healthcare and industrial
production because decision-makers need to verify system alerts. Research efforts have concentrated on creating XAl
(explainable Al) algorithms to disclose model functioning, which enhances trust and ease of use for [oT security systems.

Unsupervised learning methods demonstrate exceptional sensitivity to the actual quality of supplied data. The inherent
problems of 10T devices stem from the effects of hardware malfunctions net, work disruptions, and environmental
factors that lead to broken or inconsistent data observations. Poor data quality directly affects the operation of anomaly
detection models through its negative influence on their performance output quality. The processing of data before the
machine learning model is used includes several methods that remove outliers while filling in missing data and normal
zing features. These preprocessing operations increase computational demands, but such workload might exceed the
processing limitations of resource-limited IoT equipment.

Many industries are currently exploring combined techniques to improve the effectiveness of unsupervised learning
solutions in IoT security applications. Using self-supervised learning methods that generate their labels through data
representation learning has become popular because it connects supervised learning with unsupervised methods.

Federated learning presents another developing technology for allowing anomaly detection models to receive training
from various IoT devices collaboratively without exposing their raw data. The method fulfills privacy standards while
avoiding the need to store data in one centralized position. It becomes an optimal solution for IoT applications that
require advanced security levels. Edge Al technology enables companies to put minimal unsupervised models onto IoT
devices to scan anomalies in real-time right at the hardware instead of utilizing cloud-based operations.

Percentage (%)

DoS Attacks M Botnet Attacks
M Data Exfiltration B Man-in-the-Middle

W Ransomware M Others (Fuzzing, SQL Injection, etc.)

Figure 3 Attack Type Distribution in IoT Networks
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Machine learning operates without supervision successfully for IoT anomaly detection because it detects previously
unknown threats that adapt during operation. The evolution of IoT security will be enhanced through deep learning,
explainable Al, and federated learning as they boost the performance of unsupervised anomaly detection models. The
ability of unsupervised learning to secure [oT networks from new cyber threats depends on its successful improvement
of detection accuracy and methods' resolution of existing restrictions.

5. Comparative analysis: supervised vs. Unsupervised models

The execution of anomaly detection for IoT security through machine learning techniques mainly incorporates
supervised and unsupervised learning approaches. The two detection methodologies pursue identical goals in 0T
network security without sharing similar characteristics regarding data needs and implementation accuracy or
adaptability or computational demands and practical deployment scenarios. The detection methods demonstrate
separate functionalities and restrictions that match different IoT networks based on their data availability and
monitoring requirements.

5.1. Data Requirements and Availability

Supervised and unsupervised learning require different levels of labeled data as their fundamental difference. A well-
annotation dataset that contains regular and anomalous data patterns is essential for supervised learning, as the model
needs examples during training to recognize specific attack methods. Labeled data creates major difficulties for IoT
security because substantial quality datasets about attacks typically remain inaccessible. The scarcity of labeled datasets
stems from diverse IoT equipment, constantly changing network operations, and emerging offensive techniques.

Unsupervised learning functions without needing data that has been labeled. Identifying abnormal patterns compared
to operating patterns enables this solution to function effectively in data-limited security settings. The advantage of
unsupervised models exists because they avoid needing recorded attack signatures, thus achieving higher compatibility
with unknown threats. The absence of predefined classifications becomes a challenge for unsupervised models in
separating valid IoT device behavior variations from real cyber threats, which results in increased numbers of
inaccurate positive detections.

5.2. Detection Accuracy and False Positives

High success rates of established attack detection result from supervised models that received training with unique
cyber incident patterns. The trained machine model applies previously learned patterns to analyze new input, which
results in a reduction of inaccuracies. [oT networks exhibit excellent recognition performance for documented attack
patterns using Random Forests and Support Vector Machines (SVM) and Deep Neural Networks (DNS). The ability of
these systems decreases when encountering new security threats since their training only covers a limited range of
known patterns.

Unsupervised models maintain better flexibility when detecting unknown anomalies in a system. Detecting unknown
attack types becomes possible through statistical deviation analysis of gathered d ta. Their unique ability to detect zero-
day attacks within [oT networks proves they are suitable to Is. Unsupervised learning models deliver more erroneous
detection results through their tendency to mistake normal network changes, including software update activities, as
harmful events. These models face difficulties in accuracy improvements because there is no available labeled data for
fine-tuning.

Combining supervised techniques with unsupervised approaches has gained popularity because it reduces the
occurrence of inaccurate positive outcomes. Diverse learning approaches employ little labeled input to upgrade
unsupervised systems, which both deepens accuracy rates and keeps the system flexible

5.3. Adaptability to Evolving Threats

IoT networks demonstrate high dynamic behavior through regular modifications in device operations caused by
program updates, environmental conditions, and user-triggered effects. Supervised models have a permanent structure
that forces you to continuously update their training to detect novel security threats. These identification procedures
take up substantial time and computational resources when new loT devices frequently enter an environment. Concept
drift, which refers to changing normal behavior distributions across time, causes supervised models to perform poorly
unless they receive routine system updates.
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IoT systems benefit more from unsupervised models because they provide better operating capabilities in shifting
environments. They do not need predefined labels since their continuous monitoring of networks allows them to modify
their detection rules when network patterns change. These models demonstrate high suitability for real-time IoT
security implementations because new attack methods emerge frequently. The adjustable nature of such systems
results in higher levels of noise as well as increased false alarm events, which require reliable anomaly validation
features for enhanced reliability

5.4. Computational Complexity and Resource Constraints

The efficiency of anomaly detection models is vital because IoT devices face stringent power mem,ory, and
computational constraints. Logging into supervised models necessitates substantial computational resources during
training and inference because deep learning models, including CNNs and LSTMs, function at this level. The deployment
of these models presents difficulties when used on constrained IoT devices despite their ability to deliver high-accuracy
results. Supervised models train through cloud-based servers, although security platforms handle inference operations
on nearby edge devices and centralized cloud environments.

The computational requirements among different types of unsupervised models create a range of system usage
demands. K-means and DBSCAN's clustering-based techniques operate efficiently, although they find it difficult to
handle IoT data with high dimensional ty. Edge computing optimization is possible for autoencoders and isolation
forests despite their increased need for processing power. Federated learning represents a new flavor of distributed
training that divides model development among various IoT gadgets to manage security and personal data protection.

A combination of detection protocols should be used to perform real-time anomaly detection across extensive 10T
networks. The initial loT device screening should rely on easy-to-implement anomaly detection models, transmitting
data to cloud servers for exhaustive platform testing using advanced algorithms. Implementing this method produces
effective results that merge detection precision with processing speed

5.5. Interpretability and Explainability

Security analysts must understand anomaly detection reasons because interpretability is crucial for 10T security.
Decision trees and rule-based classifiers comprise supervised models with superior interpretability compared to deep
learning-based unsupervised models. Using random forests allows analysts to examine network parameter importance
scores and understand how individual parameters lead to anomalies being detected.

Deep learning-based autoencoders operate as black boxes since they create challenges when explaining their decision-
making activities. The inability to view algorithmic processes creates issues for vital IoT applications like healthcare
industrial automation and smart grids since security decisions need to be checked for accuracy. Engineers develop
explainable Al techniques as a response to achieve insights into how unsupervised models identify anomalies.

Table 3 Comparison of Supervised vs. Unsupervised ML Models for Anomaly Detection

Feature Supervised Learning Unsupervised Learning
Training Data | Requires labeled data (normal vs. | No labeled data required
Requirement anomalous)

Detection Accuracy

High accuracy if trained on quality labeled
data

Can detect novel attacks but may have more
false positives

available

Computational Higher due to labeled dataset processing Lower, as it doesn’t rely on labeled training
Complexity data
Suitability for [oT Works well if labeled IoT attack datasets are | Suitable for dynamic and evolving IoT

threats

Common Algorithms

Decision Trees, Random Forest, SVM,

Neural Networks

K-Means, DBSCAN, Autoencoders, Isolation
Forest

Real-World
Applications

Signature-based intrusion detection, known
malware detection

Zero-day attack detection, anomaly-based
network monitoring
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6. Future trends and research directions

Magic learning anomaly detection techniques will be crucial for protecting loT devices because these ecosystems
continue to grow more elaborate. Supervised and unsupervised learning models experience difficulties when it comes
to scaling their operations and interpreting model outcomes along with numerous false alarms and adapting to
emerging cyber dangers. Scientific research now investigates innovative methods for machine learning technology and
a combination of security methods and future cybersecurity approaches to solving current security problems. The
advancement of IoT anomaly detection will be driven by multiple fundamental trends alongside research fields
currently being developed

6.1. The Rise of Self-Supervised and Few-Shot Learning

Supervised learning in IoT security faces its primary challenge because it needs big labeled datasets while dealing with
continuously changing cyber threats. Research has turned to self-supervised learning (SSL) because it enables models
to develop representations through unlabeled d ta. SSL draws its capabilities from inherent patterns in data to discover
better features for detecting anomalies without the necessity of human labeling.

The research field focuses on few-shot learning (FSL) because of its capability to operate when trained with minimal
labeled examples. Through meta-learning methods, which belong to FSL techniques, models can generalize their
knowledge from sparse datasets, thus becoming efficient at spotting new and infrequent cyber threats in [oT systems.
Self-supervised, combined with few-shot learning techniques, reduces dependence on big labeled datasets, enhancing
the practicality of supervised models during [oT security implementations

6.2. Federated Learning for Decentralized IoT Security

The use of edge computing in IoT implementations has created an academic research focus on the core concept of
federated learning (FL). ConventionalConventional machine learning methods require centralized data storage,
exposing private information, and extending network traffic. Many loT devices can jointly develop an anomaly detection
model through FL operation while keeping their raw datasets decentralized. FL operation establishes a security model
that protects privacy and protects against data breaches.

The application of FL persists in several obstacles due to the excessive communication load combined with non-IID
distributions and adversarial model attacks on IoT device exchanges. Expert researchers work to establish secure
aggregation together with differential privacy and blockchain-based federated learning as solutions to boost FL
performance for IoT security tasks

6.3. Explainable Al (XAI) for Trustworthy Anomaly Detection

Machine learning implementation for IoT security faces its biggest hurdle from the low understandable nature of
intricate models, particularly deep learning models, which impedes their interpretability functions. Model-based
security analysis becomes challenging due to analysts' difficulty understanding what triggers anomalous activity detect.
The inability to view model operations properly hampers the validation of threats, causes higher error rates, and
prevents compliance with industry rules in healthcare and financial fields.

The development of Explainable Al (XAI) techniques enables humans to understand how machines make their learning
decisions through interpretable explanations. PhD researchers have started incorporating SHAP (Shapley Additive
Explanations), LIME (Local Interpretable Model-agnostic Explanations), and attention-based neural networks into
anomaly detection models to add transparency features. Research in this field will focus on creating explanation systems
that work efficiently with time-sensitive operations for low-power loT devices

6.4. Hybrid Al Models Combining Multiple Learning Paradigms

Research on hybrid Al models tries to maximize the benefits of supervised and unsupervised learning approaches
because anomaly detection needs improvement in [oT security applications. SSL proves to be a promising solution for
detecting anomalies through its combination of small labeled datasets and large unlabeled datasets. SSL models
consume only a small amount of labeled attack data yet demonstrate abilities to recognize new threats and lower their
false positive outputs.

Security reasoning improves through hybrid systems that unite symbolic Al with machine learning in their design. [EE's
rule-based logic system of symbolic Al merges with knowledge graphs for anomaly detection applications that support

context awareness in IoT systems ms. Security analysts use such methods to lower false alarm frequencies while
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improving detection visibility through organizational knowledge and security protocols incorporated into their
systems.

6.5. Al-Driven Threat Intelligence and Automated Response Systems

The next advancement in [oT security extends beyond abnormal activity detection because developers aim to establish
automated threat response protocols. SOAR systems based on Al serve to automate the security orchestration and
response and automation stages after anomalies are detected. These security systems use reinforcement learning (RL),
adversarial learning, and knowledge graphs to create automated responses to cyber threats.

An RL-based security system learns and improves its defense approaches by reviewing historical attack data and
network activities. Security specialists apply adversarial learning approaches to train Cyber models against artificial
attacks to strengthen them against evasive threats and adversarial disturbances.

Combining Al-powered threat analysis with automated incident handling functionality enables [oT security solutions to
speed up responses and lower human involvement for better general defense capabilities. Everlasting research of
adaptive security policies alongside human-in-the-loop Al systems remains essential for properly integrating
computerized responses into IoT systems because automated reactions must avoid disrupting legitimate IoT
operations.
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Figure 4 ROC Curve Data (For Receiver Operating Characteristic Curves)

Table 4 Advantages and Disadvantages of Different Anomaly Detection Methods

Method Advantages Disadvantages

Supervised ML High accuracy, interpretable models Requires labeled data, not good for unknown
threats

Unsupervised Detects unknown anomalies, no need for | High false-positive rate, difficult to fine-tune

ML labeled data

Hybrid Models Combines the strengths of both methods Computationally expensive, requires expertise

Deep Learning Can analyze complex patterns, adaptive High resource usage, explainability issues
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7. Conclusion

The continuous growth of Internet of Things (IoT) technology throughout industries necessitates durable security
systems at an unprecedented level. Detecting and responding to security threats in real-time has become more difficult
since connected devices now produce huge data volumes exceeding billions. Security measures using traditional rules
cannot effectively protect loT environments from their modern-day complex and evolving cyber threats. Machine
learning-based anomaly detection has become widespread because supervised and unsupervised models efficiently
identify malicious activities.

This examination investigated the primary distinctions between IoT security anomaly detection models considering
supervised and unsupervised learning approaches. Supervised learning achieves high detection accuracy for pre-
existing attack patterns through labeled datasets yet faces challenges when identifying new threats while needing
regular retraining to update attack recognition capabilities. Unsupervised learning systems operate without needing
labels since they detect unidentified security incidents, allowing them to adapt to evolving security threats. Higher false
positive rates from this approach might trigger operational inefficiencies in various cases.

The effective relationship between supervised and unsupervised learning depends heavily on four key factors: data
labeling resources and available computational resources IoT, environment dynamics, and specific security dema ds.
Supervised learning should be chosen for attack detection since it provides better accuracy, leading to fewer
misdiagnoses than unsupervised learning. The unpredictability of threats in IoT environments alongside minimal
available labeled data makes unsupervised learning the most successful approach to detecting new and developing
attacks.

Supervised and unsupervised models have benefits, but they present certain restrictions. Continuous retraining
functions are necessary for supervised models; although they demonstrate weaknesses against unknown threats,
unsupervised models create misinterpretations of benign deviations as malicious behavior. Both methodologies are
now of interest due to their ability to combine forces, thus extracting the best features of each method. When using
semi-supervised learning techniques, a small quantity of manually tagged data directs unsupervised anomaly detection
processes, achieving ideal performance and adjustment ability results.

The field of IoT security demands focus on the development of federated learning systems as a major advancement. The
distributed operation of IoT devices in privacy-sensitive settings makes federated learning possible so that
decentralized training takes place without moving raw data through central services. Performance excellence, expense
efficiency, and privacy protection exist together because of this method. Implementing federated learning produces
additional obstacles requiring research commitment to address communication expenses and local model security
threats from adversarial interventions.

XAl requirements represent a crucial problem area in IoT security systems. Deep learning-based anomaly detection
algorithms operate as closed systems, creating difficulties for security analysts in identifying what prompts them to
classify certain activities as anomalous. Operation difficulties with explained Al models obstruct security incident
response, regulatory compliance and licensing requirements, and general trust in Al prevention technologies. Experts
in XAl technique research work to deliver transparent and interpretable artificial intelligence models to enhance
machine learning application practicality in IoT security use cases.

The upcoming era of loT security development will be driven by three main technological advances: self-supervised
learning, Al-driven automated threat response, and post-quantum cryptographic security. Applying self-supervised
learning approaches would reduce the need for labeled datasets, thus making supervised models applicable to dynamic
IoT scenarios os. Using Al, self-operating Security Orchestration Automation Response (SOAR) systems will create
automated threat defenses that allow IoT networks to identify and react to security events independently. Scientists are
working to establish post-quantum cryptographic methods because quantum computing threatens IoT security, which
researchers want to protect against future quantum-based attacks.
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