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Abstract 

The Internet and computer networks have become an important part of organizations and everyday life. New threats 
and challenges have emerged to wireless communication systems especially in cyber security and network attacks. The 
network traffic must be monitored and analysed to detect malicious activities and attacks. Recently, machine learning 
techniques have been applied toward the detection of network attacks. In cyber security, machine learning approaches 
have been utilized to handle important concerns such as intrusion detection, malware classification and detection, spam 
detection, and phishing detection. As a result, effective adaptive methods, such as machine learning techniques, can 
yield higher detection rates, lower false alarm rates and cheaper computing and transmission costs. Our key goal is 
detection of cyber security and network attacks such as IDS, phishing and XSS, SQL injection, respectively. The proposed 
strategy in this study is to employ the structure of deep neural networks for the detection phase, which should tell the 
system of the attack's existence in the early stages of the attack. 
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1. Introduction

In this modern era of information and communication technologies, physical objects are now connected with each other 
through cyber networks are collectively called cyber physical system. Attack detection and prevention, also known as 
stateful firewall, detects and prevents attacks in network traffic. An exploit can be either an information-gathering probe 
or an attack to compromise, disable, or harm a network or network resource.  

The Internet and computer networks have become an important part of our organizations and everyday life. With the 
increase in our dependence on computers and communication networks, malicious activities have become increasingly 
prevalent. Network attacks are an important problem in today’s communication environments. The network traffic 
must be monitored and analysed to detect malicious activities and attacks to ensure reliable functionality of the 
networks and security of users’ information. Recently, machine learning techniques have been applied toward the 
detection of network attacks. Machine learning models are able to extract similarities and patterns in the network 
traffic. Unlike signature-based methods, there is no need for manual analyses to extract attack patterns. Applying 
machine learning algorithms can automatically build predictive models for the detection of network attacks. 

In this system, we offer a review on attack detection methods involving strength of deep learning techniques. 
Specifically, we firstly summarize fundamental problems of network security and attack detection and introduce several 
successful related applications using deep learning structure. On the basis of categorization on deep learning methods, 
we pay special attention to attack detection methods built on different kinds of architectures, such as auto-encoders, 
generative adversarial network, recurrent neural network, and convolutional neural network. Afterwards, we present 
some benchmark datasets with descriptions and compare the performance of representing approaches to show the 
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current working state of attack detection methods with deep learning structures. Finally, we summarize this work and 
discuss some ways to improve the performance of attack detection under thoughts of utilizing deep learning structures. 

2. Materials and Methods 

2.1. Hardware Requirements 

 System Type       :  64-bit or 32-bit 

 Processor        :  Intel core i3, 2GHz 

 Storage Capacity     :  256 GB 

 RAM         :  4GB (Min) 

 I/O Devices       :  Mouse and Keyboard 

2.2. Software Requirements 

 Operating system    :  Windows 8/9/10/11 

  IDE         :  Python 3.8.0 IDE 

  Front End       :  HTML, CSS, JavaScript 

  Tool         :  VS Code 

 Browser        :  Google Chrome 

2.3. Algorithm  

 CNN Model is used to detect Cross-Site Scripting (XSS) attacks. 

 Logistics Regression Model is used to detect SQL Injection attacks.  

 The decision tree model is used to detect Intrusion Detection (IDS) attacks. 

 SVM Model is used to detect phishing attacks. 

2.4. Methodology 

The methodology for "Detection of Cyber Attacks and Network Attacks using Machine Learning Algorithms" 
involves several key steps: 

 Data Collection: Collect diverse and accurate dataset for XSS, SQL Injection, Phishing attack and IDS. Ensuring 
the datasets represent diverse attack scenarios and network traffic patterns. 

 Data Preprocessing: Clean and preprocess the raw data, which may include network traffic logs, system logs, 
or packet captures. 

 Feature Selection and Feature Extraction: Involves choosing a subset of the most relevant features 
(variables) from the original dataset. Feature extraction involves transforming the original data into a lower-
dimensional space while retaining as much relevant information as possible. 

 Algorithm Selection: Choose suitable machine learning algorithms based on the characteristics of the dataset 
and the nature of the attacks. 

 Result Prediction: Goal of result prediction is to accurately determine whether a given data instance 
corresponds to a legitimate network behaviour or an attack. 
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Figure 1 System Architecture 

3. Result and discussion 

 

Figure 2 Snapshot of Phishing Attack Detection Result 
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Figure 3 Snapshot of SQL Injection Attack Detection Result 

 

 

Figure 4 Snapshot of XSS Attack Detection Result 
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Figure 5 Snapshot of Intrusion Attack Detection Result 

4. Conclusion 

This project uses Machine Learning algorithms and techniques to detect the network attack and cyber-security attacks. 
We reviewed several influential algorithms for attack detection based on various ML techniques. Because of the 
characteristics of ML approaches, it is feasible to construct attacks with high detection rates and low false positive rates, 
while the system rapidly adapts to changing hostile behaviors. 

Hence, efficient adaptive methods like various techniques of machine learning can result in higher detection rates, lower 
false alarm rates and reasonable computation and communication costs. Characteristics of ML techniques makes it 
possible to design attacks that have high detection rates and low false positive rates while the system quickly adapts 
itself to changing malicious behaviors. One thing is sure, any organization failing to adopt these techniques now or in 
the immediate future risk compromising data or worse servers. 

Compliance with ethical standards 

Disclosure of conflict of interest 

No conflict of interest to be disclosed. 

References 

[1] Ding Chen, Qiseng Yan, Chunwang Wu and Jun Zhao, SQL Injection Attack Detection and Prevention Techniques 
Using Deep Learning, Journal of Physics: Conference Series, Volume 1757, International Conference on Computer 
Big Data and Artificial Intelligence (INDIA 2020) 24-25 October 2020, Changsha, China 

[2] Ercan NurcanYılmaz, SerkanGönen, Attack detection/prevention system against cyber attack in industrial control 
systems, Computers & Security Volume 77, August 2018, Pages 94-105 

[3] Yirui Wu, Dabao Wei, and Jun Feng, Network Attacks Detection Methods Based on Deep Learning Techniques: A 
Survey, Security Threats to Artificial Intelligence-Driven Wireless Communication Systems, 2020. 

[4] Yong Fang, Cheng Huang, Yijia Xu and Yang Li, RLXSS: Optimizing XSS Detection Model to Defend Against 
Adversarial Attacks Based on Reinforcement Learning, Future Internet 2019. 

[5] Ines Jemal, Omar Cheikhrouhou, Habib Hamam and Adel Mahfoudhi, SQL Injection Attack Detection and Prevention 
Techniques Using Machine Learning, International Journal of Applied Engineering Research ISSN 0973-4562 
Volume 15, Number 6 (2020) pp. 569-580 

https://www.sciencedirect.com/science/article/pii/S0167404818303316#!
https://www.sciencedirect.com/science/article/pii/S0167404818303316#!

