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Abstract

Information is the most precious asset of any organization and assessing risk to information is a core mandate of any
institutional management to ensure availability of effective controls to protect information assets. The increasing
digitization of health information and the ever-changing cyber security threat environment, has led to some public
health data breaches and as information security become increasingly important to the continued success for
businesses, majority of organizations are searching for an appropriate security framework. Security risk assessment
framework enables identification of threats and vulnerabilities. Although numerous frameworks available in the
market, selection of the right framework to meet the organization’s need is a challenge due to lack of prescriptiveness,
standard, inconsistencies, complexity, compliance, cost, and certifications. To address the gap, this study assessed the
security of health information system and privacy risks in addition to existing frameworks and developed an enhanced
framework. The study adopted a descriptive cross - sectional design and was conducted in Siaya County, in Kenya. A
questionnaire was used to collect data which was analyzed and presented inform of tables, and charts. The results
indicated that confidentiality of information is good (use of identifiers and passwords at 96.8% approval rate),
availability of physical controls to protect authorized access at 95.2%, availability of policies stating staff responsible
for protection of information confidentiality at 91.9%, availability of written policy on patient confidentiality and
privacy at 74.2% and use of access privileges at 68.8%. The findings on integrity of information was poor with
availability of systems to review data accuracy having 71.9% approval rate, frequency of data review at 81.2%,
availability of written description of information security manager’s responsibility at 39.5%, monitoring of electronic
systems to detect potential breaches at 40%, creation of audit logs to track system transactions at 54% and frequency
of reviewing audit logs at 51.5%. The findings on availability of information was good (availability of inventory of
computers at 69.9%), regular updates of inventory at 61.3%, updates of patient data on laptops and desktops at 68.2%,
sharing of data confidentiality and security policy at 36%, and regular backups of audited logs at 51% approval rates.
Regarding the assessment of existing security frameworks, it was noted that HIPAA has the following shortcomings:
lacks complete valid risk analysis, not certifiable, security rule is safeguarding electronic protected health information
only, the security does not regulate emails and does not require encryption, and commitment on security is verbal. On
the other hand, ISO/IEC 27001 is expensive, requires specific IT budget, special expertise, and more time to apply in
public hospitals. Finally, NIPP framework is expensive, and uses consequence’s assessment which is outside the scope
of this study.
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1. Introduction

In a typical scenario, patients may seek treatment from numerous hospitals during their lifetime. Consequently, they
leave scattered healthcare records in different hospitals. The implications are that accessing previous healthcare
records belonging to these patients presents some uphill challenges. According to [1], these fragmented records result
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in poor management of patient data. It is also possible for each of these hospitals to have its own healthcare record
management software. Therefore, there is lack of networking among the health service providers which imply scattered
healthcare records in diverse disconnected places [2]. As explained in [3], devoid of integrated data management
coupled with isolated healthcare record from medical labs, insurance firms and pharmaceutical manufacturers result
in the breakdown of health information across providers. However, the rapid development of information technology
has facilitated the development of Telecare Medicine Information System (TMIS) [4] as well as Health Information
Systems (HISs). These systems comprise of medical sensors [5], smart robotics and smart phones that help patients in
remote locations to access health care services. Using TMIS, it has become possible for doctors to utilize robots and
smart digital sensor to carry out surgeries [6], [7]. In addition, authors in [8] explain that technology integration in the
healthcare industry has seen the conversion of paper-based health records to electronic records. The goals of this
conversion may include enhanced productivity and efficiency in healthcare facilities. It also makes it possible for the
electronic personal health information (ePHI) to be easily accessible, permitting global health networking.

The continued adoption of HISs has led to the enhancement of accessibility, efficiency and quality of healthcare services.
It has also resulted in reduced medical errors, better healthcare, increased efficiency and accuracy of patient care and
administration [9]. According to [10], secure and scalable data sharing is critical for healthcare decision-making system.
However, the traditional fragmented healthcare record systems impede effective information flow and hence prevent
patients from making sensible treatment decisions. On the other hand, TMIS enables the patient from any remote
location to contact the hospital medical server to share and access required information over some public channels [11].
As explained in [12], TMIS has made it possible for patients to access doctor’s telemedicine services over the internet.
In so doing, TMIS accelerate the convenience of healthcare services access to patients at their place of preference [13],
providing real-time remote diagnosis. As discussed in [14], these digital healthcare technologies have revolutionized
the healthcare sector, enabling efficient collection, storage and access to ePHI.

Although TMIS, HIS andePHI have numerous advantages, they are faced by many challenges. For instance, large volumes
of private and sensitive patient data is stored in TMIS which can result in grave consequences if maliciously accessed or
leaked [15]. This calls for safe storage, transmission as well as the reservation of integrity in these TMIS [16], [17]. As
discussed in [4] and [18], TMIS has various setbacks such as false authentication, key losses, and failure of the data node
that brings forth serious loss of data. Therefore, security and privacy are key for the safe transmission and storage of
electronic patient records [19], [20], [21], [22], [23].

The identity authentication process of TMIS occurs in a public channel, which is vulnerable to attackers. Attackers can
disrupt the authentication process through eavesdropping, interception, and forgery method, and launch malicious
attacks such as forgery attacks, replay attacks, and side-channel attacks [24]. These attacks can lead to malicious access,
data loss and intellectual property infringement [25]. During the development and implementation of TMIS and HIS,
privacy and security should be incorporated in early stages [26], [27]. In addition, interoperability between healthcare
systems should be assured so that there is efficient exchange of health records between providers [28]. During internet-
facilitate diagnosis and treatment, many threats can be launched to the exchanged messages over the open internet [29].
In addition, the design of new systems to address security and privacy challenges in digital healthcare record systems
must uphold interoperability, secure transfer, storage, and efficient retrieval [30]. This will help healthcare breaches
vectors such as Worms, Trojan horse, computer viruses, hacking and ransomware [31]. However, ensuring the security
of massive personal health information (PHI) being collected by numerous electronic devices has been noted to be
cumbersome [32]. As such, the assurance of perfect confidentiality, integrity, secrecy and security in TMIS remains
challenging [13].

To prevent resource abuse and malicious attacks, authentication [33] is normally the first step. Here, the TMIS need to
validate the identities of all network entities before access is granted. Additional security measure such as antivirus,
encryption, firewalls, audit logs, usernames and passwords can also be implemented. Moreover, legislative and
regulatory frameworks can be implemented in healthcare facilities to enhance security. For instance, based on the
Health Insurance Portability and Protection Act (HIPAA), healthcare providers need to put in place standards and
policies to govern the security and protection of electronic health and medical information. Failure to comply with
personal data protection legislation, healthcare facilities may face civil and legal penalties [14]. In the long run, such
non-compliance may cause some harm to the employees or patients [34].

2. Related work

Many threats, attacks, risks and vulnerabilities lurk in TMIS, HIS and ePHI systems. For instance, author in [35] has
identified distributed denial of service (DDOS), privilege escalation, phishing, spoofing and password guessing attacks
as being frequent and consequential in healthcare organizations. In addition, malware, worms, spyware, viruses, trojans,
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ransomware, rootkits, adware and sniffers have been found to be serious issues in the healthcare sector. Moreover,
hazards such as tornados, floods and fires may destroy health information and systems [36]. As explained in [37],
attacks and threats against hospitals, medical devices and healthcare entities are on the rise. Here, the threat agent
utilize techniques such as phishing, botnets, man-in-the-middle [38] and SQL injections to exploit various vulnerabilities
in hospital systems, networks. These vulnerabilities may be in software applications, system security procedures,
regulatory compliance, policies and procedures [14]. The motivation behind these attacks range from financial gains to
political gains.

To curb these attacks and threats, security frameworks have come up with security control mechanisms that all
healthcare facilities need to adopt in order to thwart, detect or minimize vulnerabilities, attacks and threats against
their electronic healthcare systems. The three pillars for securing HIS systems comprise of administrative, physical and
technical security controls [39], [40]. The administrative controls may include security policies, staff training, rules and
procedures for assigning access to HIS, maintenance of audit trails, methods for incident reporting as well as
accountability and disciplinary actions for violation of policies [41]. On the other hand, physical security controls
encompasses proper device disposal, device isolation and emergency contingency protocols [42]. On their part,
technical security controls include biometrics, access control systems [43], passwords, encryption, antivirus, firewalls,
radio frequency identification (RFID) and Intrusion Detection System (IDS) [44]. According to [45], healthcare
organizations and hospitals subscribe to healthcare legislations that are regulated by the concerned jurisdiction. These
regulations and legislations offer the groundwork for enhanced and resilient healthcare systems. In this regard, various
techniques have been put forward to protect HIS as well as the data exchanged in TMIS.

To provideinteroperability and secure way to store and exchange information, blockchain technology (BT) has been
adopted [46]. Here, BT helps in the maintenance of patient electronic health records (EHRs) and electronic medical
records (EMRs) for numerous telemedicine, medical devices, and billing systems. The deployment of public blockchain
serves to minimize the requirement for dependable nodes during information exchanges [47]. As pointed out in [48],
privacy safeguards must be incorporated in any blockchain architecture employed to build healthcare applications. In
HIS, BT can be utilized to offer data consistency of the health record [49]. This serves to enhance quality, facilitate patient
and physician coordination and hence improve the overall outcome. BT can also permit patient-centric control of
healthcare data sharing among the healthcare facilities [50]. Essentially, it acts as a clinical data repository that offers
distributed ledger record of all medical events. By so doing, it permits healthcare providers to have seamless access to
patient electronic health records [1]. This helps address the traditional fragmented healthcare record keeping issues
where access to this data presents some challenges especially when the patient is in critical condition. To enhance data
management, several blockchain based workflows for the healthcare environment have been designed in [51]. Similarly,
blockchain medical record storage and sharing systems have been designed in [52] and [53], while patient-centric
healthcare data management system has been developed in [54] for storage and privacy enhancement. On the other
hand, blockchain-based apps for healthcare have been presented in [55]. However, blockchain has high storage and
computation complexities [56].

Another important technology for healthcare security enhancement is the physically unclonable function (PUF), which
generates unique and unpredictable response data for any challenge information [57]. For instance, an access control
and authentication scheme in [4] combines PUF and Elliptic Curve Cryptography (ECC) to ensure the safety of TMIS.
Similarly, the verification scheme in [58] incorporates PUF in its design. However, this scheme cannot withstand secret
disclosure and de-synchronization attacks [59]. In addition, a PUF based privacy protection access control scheme is
developed in [60], while a lightweight access control protocol is introduced in [18]. However, PUF-based schemes have
stability issues [61]. Moreover, the protocol in [18] can potentially expose the identity information of the tag and hence
is susceptible to traceability attacks. Apart from PUF, intrusion detection systems can also help secure HIS. For instance,
a secure identity authentication and intrusion detection scheme is presented in [62], while an ECC based access control
protocol is introduced in [63]. Similarly, lightweight and secure authentication protocols are developed in [64] and [65].
However, identity based schemes have key escrow issues [66], while the scheme in [63] offers only a one-way
verification function. On its part, the protocol in [64] is vulnerable to packet replays, identity and password guessing
attacks.

An efficient, secure and robust protocol has been presented in [67]. Unfortunately, this protocol is vulnerable to
traceability, stolen smart card, privileged insider, packet replays, server impersonation, identity and password guessing
attacks [68], [69]. On the other hand, an access control and key establishment protocol is presented in [70]. Although
this scheme has low authentication costs, it cannot withstand replay attacks [71]. In addition, the password cannot be
updated correctly. Based on chaotic maps, a novel authentication protocol is developed in [72]. However, this protocol
cannot offer both untraceability and anonymity [73]. As such, an improved scheme is presented in [73]. Unfortunately,
this enhanced protocol cannot withstand stolen smart card attacks [74]. To prevent man-in-the-middle and replay
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attacks, a three-factor access control protocol is developed in [75]. However, this scheme is still vulnerable to simulation
and internal attacks [76]. On the other hand, a radio frequency identification scheme has been developed in [77] that is
shown to be lightweight and secure. This scheme is shown to resist forgery, de-synchronization, replay and denial of
service attacks. Unfortunately, for the scheme in [77], the real identities are exchanged in plaintext between the tag and
its reader [78]. On the other hand, a digital signature based technique is presented in [79] for securing transaction
history of the patient, while an RSA based authentication scheme is presented in [80]. However, this technique has lower
efficiency due to the utilization of modulo exponentiation operations. Based on chaotic maps, secure remote access
control methods are introduced in [81] and [82]. However, chaotic map based protocols are susceptible to stolen smart-
card, impersonation, identity and password guessing attacks [27]. In addition, the approach in [81] cannot withstand
side-channel attacks, while the technique in [82] is vulnerable to offline password guessing and impersonation attacks
[83]. Similarly, a patient-centric data sharing system is developed in [84] based on machine learning algorithms for
anomaly detection.

To offer string location confidentiality in healthcare system, an efficient access control scheme is presented in [85].
However, this technique is vulnerable to replay and random nonce exposure attacks. An access control technique is
introduced in [86] to offer database and reader authentication so as to thwart sever loss attacks. However, this approach
fails to offer anonymity as well as protection against both replay and asynchronous attacks [87]. On the other hand,
secure and efficient protocol is introduced in [88] to secure telemedicine services. Unfortunately, this scheme is
inefficient due to massive message exchanges during session key derivation. To address these issues, a secure and
efficient authentication protocol is developed in [89], while another new design for telemedicine services protection is
developed in [90]. Unfortunately, these two protocols are vulnerable to stolen card information, identity and password
guessing attacks. To secure private data in healthcare sector, a scheme based on secondary residue and timestamp is
presented in [87]. This technique is shown to withstand replay attacks. However, it fails to protect against asynchronous
attacks and it also incurs high implementation costs. This is detrimental to cost constrained [91] TMIS system
components such as medical sensors. To address this, an efficient authentication method is developed in [92]. Although
the scheme in [93] offers mutual authentication, it is susceptible to replay attacks [94]. This problem is addressed by
the El-Gamal cryptographic system developed in [95]. On the flip side, this approach incurs high storage costs [96].

A telecare medicine information systems presented in [97] has a number of vulnerabilities that were addressed by the
scheme developed in [98]. However, the technique in [98] is vulnerable to man-in-middle, offline password guessing,
user and server impersonation attacks. To share medication history in a secure and efficient way, authors in [99] have
developed a public key based method. However, the usage of this public key infrastructure may lead to high overheads
[100]. On the other hand, an authentication protocol for remote healthcare systems is introduced in [101].
Unfortunately, this method is vulnerable to session-specific temporary information attack [102]. Although the protocol
developed in [103] is efficient and secure, it cannot provide anonymity and is susceptible to impersonation and
password guessing attacks [104], [105]. This anonymity challenge is addressed by the PUF based scheme developed in
[106]. Based on RFID, a privacy preservation protocol is presented in [107] securing remote medical data. However,
this approach cannot withstand de-synchronization, denial of service and replay attacks. To solve these issues, an
identity-based remote user authentication scheme is developed in [108]. Unfortunately, this approach is vulnerable to
stolen verifier, impersonation and secret key leakage attacks [109]. In addition, it has some key escrow [110] issues.
Although the scheme in [102] solves some of these challenges, it is shown to be susceptible to password guessing,
impersonation and session key hijacking attacks [111]. To uphold security among the involved entities in the TMIS, two
schemes are developed in [112] and [113]. However, these two protocols cannot withstand stolen verifier and cloning
attacks.

In light of the above HIS security and privacy challenges, this paper sought to develop an enhanced framework for
assessing HIS security and privacy risk.

3. Tools and methods

The study was conducted in six public hospitals in Siaya County and it adopted a descriptive cross - sectional research
design. It basically involved the assessment of the existing HIS security and privacy risks which facilitated the
development of a framework for assessing HIS security and privacy risk. The sample was established through
proportionate stratified random sampling technique. The target population was Technical staff from the six public
hospitals. The Yamane model was used to determine the study’s sample size from the target population. It has a
confidence level of 95%. The study sample was 61 participants picked purposively in order to get the needed
information. Mathematically, this model is represented as follows:
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Where:

ng - Sample size

N - Population size

e - Precision level (at 0.92 confidence interval, e = 0.08)

Given N = 100, then:

ng = 199 = = 109 =212 - 6097 = 61 Participants
{1+100(0.08)2}  {1+100(0.0064)} 1.64

The study population comprised technical staff working in the six public hospitals especially from the units that
generate, process, store, analyses and disseminate the Health Information. Siaya County has 10 public health hospitals
and this study focused on six of the public hospital that is 60%. Table 1 presents the proportionate stratified sampling
that was adopted.

Table 1Proportionate Stratified Sampling

Stratum Population | Sample size | As a % (proportion) of 61
Siaya County Referral Hospital 25 15 24
Yala Sch 15 9 15
Bondo Sch 20 12 19
Madiany Sch 10 7 12
Ukwala Sch 15 9 15
Ambira Sch 15 9 15
Total 100 61 100

Data collection was through structured questionnaire with both open and closed ended questions which was
administered with an aid of research assistants in face-to-face interviews with respondents. The data collection
instruments were piloted in two hospitals (Uyawi and Rwambwa) which were not involved in the study, the results
were used to perfect the instruments and improve the quality output. Regarding validity and reliability, this study
focused on two types of validity, first was the content validity which assessed whether the instrument adequately
covered all the content that it should cover with respect to the variables. Content validity was determined by the pilot
conducted in two hospitals that were not included in the survey. The second validity was Face validity which is the
extent to which a tool appears to measure what it is supposed to measure. This was confirmed by the expert opinion.
Completed questionnaires were coded and data entry and analysis done using statistical package for social sciences
(SPSS V.20). Data was summarized using frequencies, percentage, means and standard deviation. Results are presented
in form of charts and tables.

4., Results and discussion

A total of 64 questionnaires were completed. Higher proportion of the respondents 36(56.2%) were male and
28(43.8%) were female. More than half 40 (62.5%) were aged between 20 and 30 years old and 22(34.4%) were Health
records and information officers. More than half 40 (62.5%) had diploma as highest level of professional training.

Based on the research findings majority of the respondents were Health Records and Information Officers at 22(34.4%),
followed by Nurses, at 16(25%), Clinical officers at 14(21.8%), Environmental Health at 5(7.8%), then pharmacist at 4
(6.3%), Nutritionists at 3.1%, and last but not least medical doctors at 1.6%. The finding indicates that Health Records
and Information Officers are the majority when it comes to issues with Information security since that is their main
responsibility in terms of Health Management Information Systems (HMIS).
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4.1. Health Information Systems Security and Privacy Risks

This section analyzed data on the security and privacy of the Health Information system by focusing on the information
confidentiality, information integrity and information availability. Majority of the respondents 55(85.9%) agreed to use
computer to perform their duties as shown in Fig.1.

m Agree m Disagree NS A

Figure 1 Use computer to perform duties

Among the 55 that use computer to perform their duties, higher proportion used the computers for data entry (94.1%),
sending reports (93.8%), report writing (87.2%) and for data analysis (81.4%). Smallest proportion of the respondents
(44.8%) used computer for entertainment as shown in Fig.2.
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Figure 2 Computer Applications Scenarios

4.1.1. Information confidentiality

The respondents were asked to indicate the level of information confidentiality applied in the six-sub county hospital’s
Health information systems. Majority of the respondents agreed that staff need a user identifier and password to gain
access to a computer (96.8%, n = 60), computers permitted to be connected to more than one network (85.2%. n = 52),
policies state that staff is personally responsible for protecting paper records, computer workstations, laptop computers
associated with confidential information (91.9%, n = 59), written policy available for ensuring the confidentiality,
security and privacy of personally identifiable health data (74.2%, n = 46), The facility is using emails, flash discs,
intranet, external hard disk, file transfer protocol, optical media and smart card in transferring electronic data within a
site, (77.4%, n = 48). The facility is using access privileges, encryption Antivirus security to protect information during
transmission, (68.8%, n = 42). Facility is using Physical measures for protecting patient privacy while collecting
information (85.8%, n = 54) and that Physical security control’s in place to prevent unauthorized access to buildings
and rooms containing personally identifiable health data (95.2%, n = 57). On average, they agreed with the statements
on information confidentiality (mean 1.8, SD 0.1).

4.1.2. Information Integrity

The respondents were asked to indicate the extent to which information integrity is applied in the six-sub county
hospital’s Health information systems. Majority of the respondents agreed that all persons authorized to access
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personally identifiable health data trained on the organization’s information security policies and procedures (69.8%,
n = 44), on the other hand availability of clearly defined roles to all persons with authorized access to personally
identifiable data (78.1%. n = 50), on the availability of a designated information security manager at the facility (57.8%,
n = 37 ) meanwhile ,only (39.5% , n = 24) agreed that a written description of the information security manager’s
responsibilities available. Majority of respondents (71.9 %, n = 46) agreed that system to review data accuracy in the
facility available, while more than half (64.1%, n = 42) agreed that documented processes for handling data inaccuracies
are available, and on whether electronic systems are monitored to detect potential or actual security breach less than
half agreed (40%, n = 26). Slightly more than half agreed that audit logs are created to assist in recording all system
transactions (54%, n=34). Majority agreed that Data is reviewed frequently for accuracy (81.2%, n= 52), half of the
respondent’s agreed that auditlogs are reviewed frequently (51.5%, n = 33), while only (38.3%, n =24) agreed that risk
assessments conducted in their facilities, (27.5%, n = 17) agreed that risk assessment is conducted monthly in their
facilities, and (26.6%, n = 17) agreed that the following methods are used to conduct risk assessment: threat
identification, vulnerability assessment, control analysis, likelihood determination, impact analysis and risk
determination. The integrity of data according to the results is low with the least being on risk assessment.

4.1.3. Information Availability

The study sought to establish the level of information availability across the six sub county hospitals in Siaya
County.Majority of the respondent’s agreed that Facility has updated inventory of computers and mobile devices
containing personally identifiable health data (69.9%, n = 44). Inventory of computers and mobile devices records are
updated regularly (61.3%, n = 38), while the statement that patient data on desktop and laptop are updated frequently
(68.2%,n=43) Data Confidentiality and Security Policy shared with patients (36%, n = 23). Facility audit logs are backed
up regularly (49.2%, n = 43) and on whether data on desk top and laptop are backed up, regularly (64.5%, n = 40), Audit
logs are backed up regularly (51% n = 28).

4.1.4. Frameworks for Assessing Health Information Systems Security and Privacy Risks

This section presents the results of the assessment of different security frameworks that exist and being used by various
organizations worldwide.

HIPAA - The Health Insurance Portability and Accountability Act was enacted to create uniformed formats and rules to
covered entities regarding electronic health transmissions. These rules required the development of specific regulation,
including standards for electronic transactions, privacy of individually identifiable health information, national
employer identification, security, national provider identification, and proposed enforcement rule.

ISO/IEC 27001 Framework - ISO/IEC 27001 being international standard for information security management enable
organization to identify security risks and set controls in place to manage and eliminate them, win stakeholder and
customer trust since they trust that their confidential data is well protected, the ISO/IEC 27001 framework help keep
information assets secure and aid organization manage the security of assets such as employee details, intellectual
property, financial information.

Physical Set security Identify Assets Assess Risks
cvb goals systems & (Consequences,
“yber = e
y networks and Vulnerabilities /
Human functions and threats
Implement Measure
protective Effectiveness
Prioritize program

Figure 3 Adopted from National Infrastructure Protection Plan- Risk Management framework

National Infrastructure Protection Plan- Risk Management framework -The main focus of NIPP-RM framework is to
identify key systems, assets, networks, and functions highly in need of focused risk mitigation measures this risk
management, principle combining consequence, vulnerability, and threat information aid continuous improvement. The
current information of each part is looked at against the baseline information captured and analyzed at initial risk
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assessments to evaluate progress. This process enables a feedback loop, to monitor progress and implement actions to
enhance protection and stability of, the physical, cyber, and human components in every process of the risk management
frame.As shown in Fig.3, the national infrastructure protection plan risk management framework (NIPP-RM) is
structured to promote continuous improvement to enhance critical infrastructure protection and key resource
protection.

A whole consequence assessment takes into consideration economic, psychological, public health and safety, and
government impacts; however, estimating potential indirect impacts needs the use of assumptions and more complex
variables. An assessment of complete categories of consequence is outside the scope and capabilities available for a
given risk analysis. At a minimum, assessments should focus on the two most fundamental impacts: the human and the
most relevant direct economic impact.

4.2. Enhanced Framework for Assessing HIS Security and Privacy Risk

A framework for assessing security risk of an information system must entail comprehensive picture of the available
security risk and assist in offering options and alterations to the security measures and controls. Based on this, this
study postulates that none of the assessed three frameworks is holistically providing expected outcome.Therefore, this
paper advances the opinion that an enhancement is required which will improve the security risk assessment process,
and that enhancement can be made to include three more components which will be added and placed as process (see
Fig.4).

Identify Critical
Assets
identify Threats Determine the _| Determine Identify
»| Likelihood | impacts # Controls

F Y 1[.

v A
Identify ® = - Audit Implement
Vulnerabilities Performance T ™| controls

Provide feedback of controls

Figure 4 Proposed Enhanced Framework

4.2.1. Identify likelihood

Since likelihood of an event exploiting vulnerability is a core measurement in the process of risk assessment which
help produces a rating for each asset.

4.2.2. Determine impacts

Certain impact has the ability to trigger several catastrophic events like the loss of data, damage to laptops and
computers, but other impacts may have negligible effect on an institution. A valid wholesome impact analysis looks into
factors such as: impact to the organization’s mission, the systems, and data, besides, this analysis needs to consider the
sensitivity and criticality of the data and the system.

4.2.3. Provide feedback

Currently, information technology infrastructure is dynamic. So, continuous feedback of security risks and functionality
of controls provide accountability of changes to business requirements and priorities, and also new threats and
vulnerabilities are detected at an early stage and nipped before it is late.

5. Conclusion

Based on the study findings, it is concluded that security of health information systems and privacy risk in the six public
Hospitals is in place and among the three CIA Triad: protection of information confidentiality is leading based on i)
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availability of policies indicating that staff are responsible for protecting paper records, computer work stations, and
laptops with data .ii) Written policies available to ensure confidentiality security and privacy of personally identifiable
health data iii) use of access privileges like encryption, antivirus to protect information during transmission ,iv) use of
identifier and passwords to gain access to computers v) the use of physical security controls to prevent unauthorized
access to buildings and rooms containing personally identifiable health data . In general, the finding on information
confidentiality had a mean of 1.8, SD 0.1, and overall, the information confidentiality in the six hospitals is good.
However, the study found that there are practices that breach information confidentiality such as connecting computers
and laptops to more than one network, sharing of electronic devices while transferring electronic data form laptops and
desktop. The study revealed that Information integrity in the six public Hospitals is poor based on the following i) all
persons authorized to access personally identifiable health data are trained on the organization’s information security
policies and procedures, the score was slightly above average ii) availability of clearly defined roles to all persons with
authorized access to personally identifiable data, not all the hospital have this in place .iii) System to review data
accuracy is not available in all the six hospitals assessed. The study finding indicates the following variables to be the
worst in terms of promoting information integrity, iv) availability of a designated information security manager at the
facility, v) availability of written description of information security manager’s responsibilities only, and electronic
systems are monitored to detect potential and/or actual security breach, less than half agreed (40%, n = 26) vi) creation
of auditlogs to track all system transactions in the health facility, slightly more than half agreed on its availability, while
half of the respondents agreed that vii) audit logs are reviewed frequently . In regards to risks assessments, the result
indicates less than 40% agreed that risk assessments conducted in their facilities, the finding points to a major weakness
in the fight against information insecurity and also indication that the information security within the six hospital is at
risk. Less than 30% agreed that Risk assessment is conducted Monthly and the same percentage agreed that risk
assessment is conducted using the following methods; threat identification, vulnerability assessment, Control analysis,
Likelihood determination, impact analysis and Risk determination. Information security could be estimated and
assessed by doing risk analysis and evaluation. The outcome can assist in planning information security requirements
and risk control measures. Information availability According to study findings, availability of information in the six
Public hospitals is good based on the following i) updating inventory of computers and mobile devices with personally
identifiable health data at (69.9%, n = 44) aid in tracking location of computers and monitor for any potential threat to
information, ii) The frequency of updating inventories of computers and mobile devices at (61.3%, n = 38 help identify
threats and likelihood of computers being at risk to information damage or loss, iii) updating patient data on desktop
and laptop, at (68.2%, n = 43) help prevent information loss, duplication, deletion by mistake, virus attack, mixed up
even lost. iv) Data Confidentiality and Security Policy shared with patients which scored (36%, n = 23) show poor
practice since Patients should be informed on the confidentiality and availability of their data to win their trust and v)
audit logs are backed up regularly, at (51%, n = 28) this is not good since backing up information is a secure way of
maintaining availability of information in case something interferes with the original storage. On average the
information availability in the six facilities had (a mean of 2.6, SD 0.1). From the study findings it can be concluded that
the information security frameworks assessed which includes (HIPAA, ISO/IEC 27001 and NIPP- RM), did not meets the
standards desired for a simple, easy to use and re-adjustable framework that covers the most important components of
an information security requirement that follow the right procedure and addresses the most fundamental elements of
a framework, it is in this basis this study has proposed an enhanced framework.
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