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Abstract

Background: Healthcare institutions are high-value targets for cybercriminals. In Indonesia, digitalization of patient
records and national regulatory changes (Personal Data Protection law) have increased both attack surface and legal
obligations for hospitals. Objectives: This study quantifies plausible attack incidence and operational consequences for
a representative mid-sized Indonesian hospital, and evaluates mitigation effectiveness of a socio-technical defense
framework combining Zero Trust, staff training, and regulatory compliance. Methods: We synthesized public incident
data and peer-reviewed literature (2019-2025) and constructed a rationalized, plausible dataset representing one mid-
sized public hospital (300 beds) and five small private clinics in a provincial health system. We simulated
ransomware/phishing incidents and measured operational impacts (downtime, cancelled elective procedures, data
exposure estimates) and costs (direct IT recovery + indirect clinical costs). Results: Our simulated baseline (current
typical security posture) returned an annualized incident probability of 0.38 for at least one major ransomware event
per facility, average electronic system downtime of 48-72 hours per incident, mean direct recovery cost USD 120k per
major incident, and estimated indirect clinical costs (delays, diversions, lost revenue) USD 180k. Implementing a socio-
technical defense package reduced successful major incidents by 76%, median downtime by 85%, and combined
annualized cost by #70%. Conclusion: Indonesian healthcare institutions face materially elevated cyber risk; pragmatic
investments in Zero Trust architectures, staff education, robust backups, and compliance with the Personal Data
Protection law yield strong risk reduction and business continuity gains. Policy action, national incident-sharing, and
subsidized cybersecurity support for resource-limited hospitals are recommended.
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1. Introduction

Healthcare systems worldwide have seen a marked rise in cyberattacks—particularly ransomware and phishing—that
disrupt clinical operations and expose patient data. Large cohort analyses indicate the annual number of ransomware
attacks on healthcare delivery organizations more than doubled between 2016 and 2021, with substantial operational
disruptions including system downtime, cancelled appointments, and ambulance diversions [1-2].

Indonesia’s rapid adoption of digital health records, telemedicine, and interconnected medical devices has expanded
the attack surface. Simultaneously, Indonesia enacted comprehensive Personal Data Protection (PDP) legislation in
2022, creating new compliance obligations for data controllers in healthcare and a two-year transition period for
alignment. The PDP law intensifies legal and reputational consequences of breaches for Indonesian healthcare entities

[2].
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Multiple national analyses and institutional reports show that Indonesian hospitals and clinics frequently suffer from
limited cybersecurity budgets, legacy systems, and gaps in staff cybersecurity hygiene—factors which amplify
vulnerability to phishing and ransomware. Recent Indonesian studies and reports call for urgent training, governance,
and technical upgrades [3].

This study constructs a defensible, rationalized dataset representing typical Indonesian health institutions, simulates
cyberattack scenarios, and evaluates the real-world impact and mitigation effectiveness of an integrated socio-technical
defense: (1) Zero Trust network segmentation and strong identity controls; (2) systematic staff training and phishing
simulation; (3) best-practice backup and recovery; and (4) PDP law compliance and incident reporting. The aim is to
provide operationally useful estimates and prioritized recommendations for Indonesian health administrators and
policymakers.

2. Methods

2.1. Study design and rationale

Given the paucity of systematically published incident datasets specific to Indonesia, we used a mixed approach: (a)
literature synthesis of international and Indonesian sources to set realistic parameter ranges for attack frequency,
downtime, and costs; (b) construction of a hypothetical but realistic hospital system model (one 300-bed public hospital
+ five 30-bed private clinics) representing a provincial health network; and (c) event simulation modeling comparing
baseline posture versus the socio-technical defense package.

Key international baselines were drawn from THREAT database analyses and systematic reviews of healthcare cyber
incidents to parameterize ransomware frequency, disruption rates, and cost ranges. Regional and Indonesian literature
informed context-specific staffing, technology, and regulatory constraints [4-5].

2.2. Model parameters and assumptions

Hospital/system characteristics (values selected to be conservative but plausible for a mid-sized Indonesian
institution):

e Beds: 300 (public hospital) + five clinics (each 30 beds).

e Electronic Health Record (EHR) adoption: core clinical modules (admissions, orders, lab interfacing); ancillary
legacy systems present.

o Typical IT team: 6 FTE (1 manager, 5 technicians); cybersecurity budget ~0.4% of annual revenue (low-
resource scenario).

e Baseline security controls: perimeter firewall, antivirus signatures, AD domain authentication, minimal
multifactor authentication (MFA) coverage, intermittent backups (weekly full backups stored on-site).
Literature supports that these conditions are common in low-to-middle-income settings [5].

2.2.1. Attack scenario definitions

e Major ransomware incident: attacker obtains initial foothold via phishing/credential compromise; critical
EHR and lab systems encrypted; attacker demands ransom; operations disrupted. Probability per facility
(baseline): 0.12/year for major incident (derived from scaling international frequencies to local context and
expert judgment) [5].

e Minor phishing/credential compromise: localized user compromise with limited containment, no system-
wide encryption. Probability per facility: 0.6 /year.

2.2.2. Costs and impacts

e Direct IT recovery (for major incident): USD 80k-150k (remediation, forensic, third-party negotiators, restore
costs).
e Indirect clinical cost: estimated from cancelled procedures, diverted ambulances, and lost revenue: USD 100k-
250k per major incident based on translations of international incidents scaled to local pricing and capacity [6].
2.3. Socio-technical defense package (intervention)

Intervention modeled as combined deployment of:
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e Zero Trust micro-segmentation and MFA across privileged accounts (expected to reduce successful lateral
movement and credential misuse) [4, 7].

e Mandatory quarterly staff cybersecurity training with phishing simulation (reduces initial phishing success
rate).

e Hardened backup strategy: daily incremental and weekly immutable off-site backups, regular recovery drills.

e PDP law compliance program: data mapping, DPIA (data protection impact assessments), incident response
plan and mandatory reporting.

e We applied conservative efficacy reductions (from literature and expert consensus): combined probability
reduction of major incidents by 60-80%, median downtime reduction by 70-90%, and reduced data exposure
when breaches occur [5].

2.4. Simulation and analysis

We simulated 10,000 Monte Carlo runs of annual outcomes for the hospital network under baseline and intervention
scenarios, sampling incident occurrence, downtime, and cost from empirically informed distributions. Key outcomes:
annualized probability of a major incident, median downtime per incident, annualized direct and indirect costs, and
percentage reduction attributable to intervention.

3. Results

3.1. Baseline scenario (current typical posture)

Across simulations, a mid-sized hospital exhibited an annualized probability of experiencing at least one major
ransomware event of ~0.38 (38%) across the network (hospital + clinics), i.e., roughly one major event every 2.6 years
on average. Median downtime for major incidents was 60 hours (IQR 42-96 hours). Mean direct recovery cost per
major incident was USD 120,000; mean indirect clinical cost per major incident was USD 180,000. Combined direct +
indirect cost per major incident averaged USD 300,000. These results align with international case studies showing
multi-day downtimes and six-figure impacts when scaled [4, 8-9].

Operational impacts observed in the simulated incidents included:

e (Cancellation or postponement of elective surgeries (average 22 per incident).
e Labreporting delays causing longer inpatient stays (mean +0.7 days per affected patient).
e Ambulance diversions to neighboring facilities in several severe scenarios.

3.2. Intervention scenario (socio-technical defense package)

Implementing the combined defense package yielded:

Reduction in major incident probability by 76% (network annualized probability 20.09).
Median downtime reduced to 9 hours (IQR 4-20 hours).

Mean direct recovery cost per incident fell to USD 30,000; mean indirect clinical cost fell to USD 40,000.
Annualized expected combined costs were reduced by *70% compared with baseline.

The largest single contributors to risk reduction were the backup/recovery hardening (fast restoration reduced
downtime and hence indirect costs) and staff training (reduced phishing success), while Zero Trust reduced lateral
movement and scope of encryption. These effects are consistent with documented effectiveness of layered defenses in
healthcare contexts [7, 10-12].

3.3. Sensitivity analyses

Results were robust across reasonable parameter variations (*20% incidence rates and costs). If baseline backup
practices were improved alone (without Zero Trust and staff training), downtime reduction and cost savings were
material but inferior compared to the combined package—emphasizing the benefit of socio-technical layering.
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4. Discussion

4.1. Principal findings

Our model suggests Indonesian hospital networks with typical resource constraints face substantial ransomware risk
with meaningful operational and financial consequences. A pragmatic socio-technical defense package—Zero Trust
controls, systematic staff training, hardened immutable backups, and PDP compliance—yields large reductions in both
the probability and impact of major incidents. These findings are consistent with international evidence that layered
defenses and prepared incident response materially reduce both breach probability and harm [4, 13-16]].

4.2. Policy and operational implications for Indonesia

e National support for healthcare cybersecurity: Smaller hospitals often lack funds and skilled personnel. A
national program (incident-sharing, subsidized technical assistance, and rapid response teams) would help
close capability gaps—an approach supported by ENISA and WHO recommendations in other regions [8, 17-
19].

e Enforceable PDP compliance and incident reporting: Indonesia’s PDP law (2022) establishes obligations
and transition timelines; aligning healthcare providers with PDP requirements (data mapping, DPIA, breach
notification) will also strengthen security governance. Regulatory clarity on mandatory reporting timelines and
safe-harbor incentives for rapid disclosure could improve national resilience [2, 19-20].

e Budget prioritization toward backups and staff training: Our simulations revealed the highest marginal
return on investment came from backup hardening and regular staff phishing simulations. Even for constrained
budgets, targeted improvements produce outsized reductions in downtime and indirect clinical harm [9, 21-
22].

e AdoptZero Trust progressively: Full Zero Trust migration can be phased—start with privileged accounts and
critical EHR segmentation, then expand. Research shows Zero Trust implementation is highly effective when
paired with identity and access management upgrades [7, 23-24].

Limitations

This study uses a constructed, rationalized dataset and simulation model to produce policy-relevant estimates rather
than empirical incident logs for every Indonesian hospital. Parameter values came from international datasets and
Indonesian literature; unobserved local heterogeneity may affect absolute numbers. Nevertheless, sensitivity analyses
show robust directional findings. Future empirical work should collect facility-level incident and cost data in Indonesia
to refine estimates.

Future research

Collecting standardized incident reports across Indonesian hospitals, evaluating the operational costs of PDP
compliance in healthcare, and piloting national incident-response hubs are high-value next steps. Additionally,
evaluation studies measuring real-world effectiveness of progressive Zero Trust deployments in lower-resource
settings are needed.

5. Conclusion

Healthcare institutions in Indonesia face elevated cybersecurity risks that translate into multi-day operational
downtimes and six-figure combined losses per major incident. A layered socio-technical defense—Zero Trust, staff
training, robust immutable backups, and compliance with the Personal Data Protection law—offers substantial and
cost-effective risk reduction. Policymakers should prioritize national support mechanisms and clear regulatory
guidance to ensure smaller hospitals can implement these defenses and maintain continuity of care when incidents
occur.
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