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Abstract 

As distributed intelligence becomes integral to high‑stakes decision support, concerns about privacy, security, latency 
and governance intensify. This title‑driven scoping review analyses publications spanning cybersecurity, energy, 
healthcare, finance, public welfare and agriculture to map the edge–cloud–6G–federated continuum. Titles suggest 
archetypes ranging from cloud‑centric management information systems to edge‑first inference and low‑latency 
healthcare deployments, hybrid orchestration and 6G zero‑touch networks, and privacy‑first federated learning 
frameworks. The review infers threat models (membership inference, model inversion, poisoning, gradient leakage, 
adversarial examples) and explores privacy‑preserving mechanisms such as secure aggregation, differential privacy, 
encryption and blockchain integrity. Sectoral synthesis highlights critical infrastructure cyber intelligence, smart grids 
and renewable energy forecasting, privacy‑first clinical decision support, fraud prevention pipelines, and welfare 
governance models. A deployment taxonomy, threat matrix, privacy mechanism trade‑off analysis and governance 
checklist are provided. The review culminates in a research agenda addressing standardised threat modeling, joint 
optimisation of privacy–utility–latency–energy, explainability for distributed pipelines, governance automation and 
continual learning under compliance constraints. By offering a unified framework for distributed AI assurance and 
highlighting gaps, this scoping synthesis lays the groundwork for evidence‑based evaluation when full texts are 
available. 

Keywords: Edge Intelligence; Cloud MIS; 6G Zero‑Touch; Federated Learning; Privacy Preservation; Distributed AI; 
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1 Introduction 

Rapid advances in AI have enabled decision support across critical infrastructure, energy systems, healthcare, finance 
and public governance. Centralised cloud analytics have traditionally dominated, but limitations in latency, privacy, 
resilience and sovereignty are driving a shift towards distributed intelligence. Edge intelligence refers to performing 
inference and sometimes training directly on devices or local servers to reduce latency and preserve data locality [15], 
[24], [70]. Cloud‑based management information systems (MIS) provide central coordination and analytics for business 
and governance tasks [2], [7]. The emergence of 6G networks promises zero‑touch orchestration with intelligent 
automation and ultra‑low‑latency communication for edge AI applications [8], [79]. Federated learning (FL) enables 
privacy‑preserving distributed training by aggregating updates from local models without sharing raw data [13], [18], 
[48]. Privacy‑preserving learning encompasses techniques to protect data confidentiality, such as secure aggregation, 
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differential privacy and hardware enclaves. Trustworthy deployment requires not only accurate models but also 
auditable pipelines and governance mechanisms. 

Key terms used throughout this review include: *edge intelligence*, denoting on‑device or near‑device AI inference; 
*cloud MIS*, denoting management information systems hosted on centralised cloud infrastructure; *6G zero‑touch*, 
referring to the autonomic management of next‑generation networks enabling seamless orchestration of AI services 
[8]; *federated learning*, a distributed training paradigm where models are updated locally and aggregated centrally 
[13], [18]; *privacy‑preserving learning*, a suite of techniques ensuring that sensitive data remain protected during 
training and inference; *trustworthy deployment*, encompassing properties of robustness, fairness, interpretability 
and compliance; and *auditability*, the ability to trace model decisions and data lineage through logs and provenance 
trails. 

This review offers three main contributions: (i) a unified taxonomy of deployment archetypes across the edge–cloud–
6G–FL continuum; (ii) a mapping of threats and mitigations to these archetypes, culminating in a governance and 
assurance checklist; and (iii) a portfolio evidence map of future evidence‑based synthesis. Because this is a title‑driven 
scoping review, paper‑specific details and results are not provided; instead, conceptual themes and deployment 
implications are inferred from titles and general domain knowledge. 

2 Review Protocol and Scope 

2.1 Portfolio‑bounded scoping rationale and research questions 

The corpus spans critical infrastructure cybersecurity [1], business analytics [2], energy policy [3], workforce 
forecasting [4], public welfare governance [5], project management [7], 6G edge frameworks [8], threat intelligence MIS 
[9], renewable energy optimisation [10], privacy‑preserving federated learning [13], [18], [48], explainable medical 
diagnostics [14], [23], edge healthcare deployments [15], digital twins [20], IoT intrusion detection [25], time‑series 
energy forecasting [32], fault detection in power grids [39], credit card fraud detection [40], plant disease diagnostics 
[66], [67], sentiment analysis [43], [58], [62], mental health indicator identification [50], welfare compliance [5] and 
advanced therapies [76], [77]. We formulated research questions to structure the synthesis: RQ1: What deployment 
archetypes (edge‑only, hybrid, cloud‑centric, 6G, federated) are implied across the portfolio? RQ2: Which privacy and 
security threats dominate and what mitigations are typically needed? RQ3: How should explainability, auditability and 
governance be integrated into distributed pipelines? RQ4: What evaluation and assurance practices are necessary 
before real‑world deployment? 

2.2 Title‑driven extraction schema 

Because only titles were available, we inferred attributes using a simple extraction schema. Each title was coded for 
sector (critical infrastructure [1], energy [10], healthcare [16], finance [40], public welfare [5], agriculture [66], NLP 
[43]), task type (threat detection [1], forecasting [10], diagnosis [14], segmentation [23], risk management [57], 
sentiment classification [58], therapy design [76]), modality (images [22], signals [35], time‑series [32], text [59], 
multimodal [68], tabular data [2]), deployment hint (edge [15], cloud [2], hybrid [63], 6G [8], federated learning [13], 
[18], [48]), privacy emphasis (privacy‑first federated learning [13], [18], [48], blockchain energy transactions [11]), 
security emphasis (cyber threat detection [1], [21], [78] intrusion detection [25], fraud detection [40], [57], deepfake 
detection [54]), and governance hint (MIS integration [7], welfare policy compliance [5], inclusive development [56]). 
These codes are provisional and will be refined when full texts are examined. 

2.3 Conceptual rigor appraisal rubric 

To guide future evidence appraisal, we define a conceptual rubric encompassing: (a) Threat modeling completeness—
identification of membership inference, model inversion, poisoning/backdoor, gradient leakage, adversarial examples, 
supply‑chain risks and data tampering; (b) Privacy accounting—analysis of privacy budget in differential privacy, 
secure aggregation guarantees in FL and encryption overhead; (c) Robustness under shift—evaluation under 
adversarial perturbations [1], distributional shifts in energy grids [34], or noise in sensors [35]; (d) System latency and 
energy—measurement of inference delay and energy consumption in edge and 6G deployments [15], [24], [8]; (e) 
Monitoring and drift detection—continuous tracking of model performance, drift alarms and retraining triggers; (f) 
Audit trails—logging of inputs, decisions and model versions via MIS and blockchain [11], [54]; (g) Reproducibility 
signals—availability of implementation details, code and data; and (h) Compliance with governance and fairness 
requirements [5], [27]. No scores are assigned in this scoping review.  
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Recent investigations have drawn attention to the expanding influence of AI and MIS in domains of national importance. 
Goffer et al. [1] examined AI-driven cyber threat detection and response mechanisms for securing critical infrastructure, 
while Haldar et al. [2] analyzed the role of AI-enabled business analytics and MIS in supporting data-centered economic 
expansion. In the energy domain, Hassan et al. [3] considered the implementation of MIS solutions in relation to national 
energy dominance strategies. In addition, Mahmud et al. [4] explored AI-based workforce analytics for forecasting labor 
market trajectories and identifying skill gaps that affect economic competitiveness. 

3 Deployment Taxonomy: Edge–Cloud–6G–Federated Continuum 

3.1 Cloud‑centric MIS analytics pipelines 

Cloud‑centric pipelines centralise data and computation within management information systems. Titles such as 
AI‑driven business analytics [2], cloud‑based MIS for IT project governance [7], cyber threat intelligence as MIS [9], 
digital security for deepfake detection [54] and market trends in AI‑powered SaaS [52] imply reliance on cloud 
resources. Cloud‑centric approaches benefit from scalability and centralised control but raise concerns about data 
sovereignty, privacy and latency. Governance is facilitated via audit logs and policy controls embedded in MIS [5], [7], 
yet centralised architecture creates single points of failure and heightened attack surfaces. 

3.2 Edge‑first inference and on‑device intelligence 

Edge‑first approaches perform inference, and sometimes training, near data sources to reduce latency and bandwidth 
usage. Low‑latency edge intelligence is highlighted in healthcare deployments [15], real‑time industrial robot analytics 
[24], IoT intrusion detection [25], and fast cotton leaf diagnostics [70]. Plant disease detection [66], [67], [72] and rare 
medicinal plant recognition [71] imply deployment on resource‑constrained devices. Edge inference enhances privacy 
by keeping data local and facilitates quick decision making, but demands efficient models, power management and 
robust update mechanisms. 

3.3 Hybrid edge–cloud orchestration 

Hybrid orchestration balances latency and computational resources by partitioning models across edge and cloud. Titles 
on decentralized breast cancer diagnosis using hierarchical Swin transformer ensembles [63] and LMVT hybrid 
transformers [64] suggest splitting processing between local devices and remote servers. Digital twin predictive 
maintenance [20], blackouts mitigation [33], resilient grid operation under EV penetration [34], and hybrid renewable 
energy system optimisation [42] benefit from combining local sensing with cloud analytics. Hybrid approaches require 
orchestration frameworks to allocate tasks dynamically, handle data transfer securely and monitor performance. 

3.4 Zero‑touch 6G frameworks and autonomous lifecycle management 

Next‑generation networks, envisaged as 6G, promise zero‑touch orchestration with intelligent automation. A 6G 
framework for edge AI applications [8] emphasises standardisation and security in deploying distributed intelligence. 
Autonomous lifecycle management includes self‑configuration, self‑optimisation and self‑healing of AI services, 
enabling rapid deployment and adaptation. Such frameworks must incorporate trust anchors, secure service discovery 
and dynamic resource allocation. 

3.5 Federated learning and distributed training regimes 

Federated learning enables collaborative training without sharing raw data. Titles explicitly reference 
privacy‑preserving FL for critical infrastructure [13], privacy‑first FL for healthcare data processing [18], automated 
white blood cell diagnostics via FL [48] and federated learning in decentralized breast cancer diagnosis [63]. FL is also 
implied in scalable ML strategies for chronic kidney disease screening [27] and risk management in digital finance [57]. 
Key design questions concern aggregation strategies (weighted averaging vs secure aggregation), handling 
heterogeneity across participants, protecting against gradient leakage and poisoning, and balancing privacy with model 
utility. 

The increasing scope of AI is also evident across energy, infrastructure, and healthcare applications. Ahmed et al. [10] 
showed that AI-based time-series approaches can improve solar energy production and support smart energy 
management in the USA. Khan et al. [11] investigated the integration of blockchain with AI for secure energy 
transactions, particularly with regard to fraud detection and energy market stability. Ahmed et al. [12] further discussed 
the use of AI to improve renewable energy generation and advanced storage solutions for smart energy systems. Beyond 
energy systems, Ahmed [13] reviewed privacy-preserving federated learning for critical infrastructure, focusing on 
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deployment, threat models, and governance concerns. In healthcare, Siam et al. [14] examined explainable deep learning 
models for diagnosis, highlighting their role in improving trust in AI-assisted clinical practice. 

3.6 Where data lives: “data gravity,” sovereignty, and regulated domains 

Data gravity refers to the tendency for data to attract services and applications, influencing deployment choices. 
Regulated domains such as healthcare [14], [26], [27], [60], finance [40], [57] and public welfare [5] impose restrictions 
on data movement. Titles emphasise privacy‑first data processing in healthcare [18], secure energy transactions via 
blockchain [11], and data‑centric governance models for welfare compliance [5]. Sovereignty concerns arise where 
national or organisational policies require data to remain within specific jurisdictions or devices. Deployment models 
must therefore respect localisation, enabling edge or federated architectures to comply with laws while still harnessing 
central analytics. In the healthcare domain, recent AI studies have balanced concerns of predictive performance with 
those of data privacy. Khan et al. [16] investigated breast cancer diagnosis using neural networks supported by 
dimensionality reduction techniques, whereas Khan et al. [17] focused on stroke prediction through neural machine 
learning algorithms. Complementing these efforts, Ahmed et al. [18] proposed privacy-first federated learning models 
for scalable healthcare data processing, emphasizing secure and distributed AI deployment in clinical environments. 
Brain tumor research has recently benefited from developments in both classification and segmentation methodologies. 
Oza et al. [22] proposed an ensemble learning model for classifying brain tumours from MRI images, demonstrating the 
diagnostic value of combining multiple learners in neuroimaging tasks. In contrast, Khushubu et al. [23] introduced 
TransUNetB, a Transformer–U-Net framework aimed at efficient and explainable brain tumor segmentation. Together, 
these studies illustrate the increasing convergence of ensemble learning and transformer-based modeling in brain 
tumor image analysis. 

4 Privacy and Security Foundations for Distributed AI 

4.1 Threat models (conceptual) 

Distributed AI introduces numerous attack surfaces. Titles suggest potential risks: membership inference and model 
inversion attacks may exploit medical diagnostic models [14], [23], [60] and federated learning systems [13], [18]; data 
poisoning and backdoor attacks may affect training pipelines for fraud detection [40], risk management [57], and 
sentiment classification [59]; gradient leakage threatens FL when sensitive updates are shared [13]; adversarial 
examples can target cyber threat detection [1], intrusion detection [25], and plant disease recognition [66]; 
supply‑chain risks and hardware tampering could compromise industrial IoT deployments [24], [36]; and data 
tampering or falsification could destabilise energy transactions [11] and welfare MIS [5]. 

4.2 Privacy‑preserving mechanisms (conceptual) 

Privacy‑preserving learning employs various mechanisms. Secure aggregation in FL hides individual model updates 
from the aggregator and is implied in titles on privacy‑preserving federated learning [13], [18], [48]. Differential privacy 
injects noise to limit leakage, relevant to healthcare diagnostics [14] and mental health analytics [50], [59]. 
Homomorphic encryption and trusted execution environments (TEEs) enable computation on encrypted data, 
potentially applicable to blockchain energy transactions [11] and confidential data processing. Access control and policy 
enforcement are critical in MIS [7], welfare governance [5] and inclusive economic development [56]. 

4.3 Integrity and provenance 

Integrity and provenance ensure that models and data remain untampered and auditable. Blockchain‑style audit trails 
are referenced in secure energy transactions [11] and could extend to welfare MIS [5] and supply chain management 
[46]. Comprehensive logging of inputs, model versions and outputs is necessary for incident response. Lineage tracing—
tracking data transformations and model updates—facilitates forensic analysis and compliance. Model cards and 
dataset documentation promote transparency and enable stakeholders to assess suitability. 

4.4 Governance as a security control 

Governance frameworks integrate AI systems into organisational policies and regulatory structures. Titles on 
data‑centric governance models [5], cloud MIS for project governance [7], cyber threat intelligence MIS [9], digital 
security in MIS [54], inclusive economic development [56] and empowering small businesses [55] emphasise the need 
for stakeholder accountability and policy enforcement. Governance mechanisms include access audits, decision logging, 
stakeholder reviews and compliance checks. Integrating these controls into distributed AI pipelines ensures that 
security and privacy are upheld not only technically but organisationally. 
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5 Sectoral Synthesis of Distributed Deployment Needs 

5.1 Critical infrastructure cybersecurity and threat intelligence 

In critical infrastructure, distributed intelligence supports rapid detection and response to cyber threats. Titles such as 
AI‑enhanced cyber threat detection and response [1], cyber threat intelligence MIS [9], fortifying healthcare and 
essential infrastructure [21], intrusion detection for IoT [25], robust fault detection in power transmission lines [39], 
sophisticated relays to mitigate blackouts [33], resilient grid operation under EV penetration [34], digital security for 
deepfake detection [54], and industrial robot analytics [24] depict a landscape where real‑time analytics and resilience 
are paramount. Edge devices and 6G networks [8] enable low‑latency inference, while cloud‑based MIS coordinate 
threat intelligence and incident response. Privacy and security measures include federated learning for distributed 
threat detection [13] and blockchain for audit trails [11]. Governance requires integrating threat intelligence into 
project management and stakeholder collaboration [7], [9]. 

Across US healthcare systems, AI has shown strong promise for both screening and prognostic modeling. Arafat et al. 
[26] introduced a deep learning framework that combines mammography with clinical EHR data for early breast cancer 
detection. Rimon et al. [27] extended AI-enabled screening to chronic kidney disease by proposing a scalable machine 
learning strategy for deployment across healthcare systems. Hasan et al. [28] further contributed an explainable 
machine learning framework for mortality risk prediction in liver cirrhosis patients, underscoring the importance of 
interpretability for clinically dependable prediction. 

5.2 Energy systems: smart grids, renewables, transaction security 

Energy sector titles underscore forecasting and operational decision loops. Optimising solar energy production [10], 
predicting energy consumption using SVR and genetic algorithms [32], machine learning relays to mitigate blackouts 
[33], resilient grid operation amid electric vehicle growth [34], hybrid renewable energy system optimisation [42], 
secure blockchain energy transactions [11], and digital twin predictive maintenance [20] indicate that distributed 
intelligence spans from forecasting to market transactions. Edge computing supports real‑time monitoring of grid 
components, while cloud analytics and blockchain ensure integrity and stability. Privacy concerns are moderate in 
energy usage data, but security and resilience against cyber attacks are critical. Governance emphasises national energy 
strategies [3] and policy compliance. 

Research in energy and electrical systems has likewise addressed forecasting, protection, and physical system 
reliability. Hasan et al. [32] used support vector regression enhanced by genetic algorithm optimization to predict 
energy consumption in four sectors. Juel et al. [33] proposed a machine learning-based sophisticated relay to reduce 
blackout risk in power systems. Tonny et al. [34] investigated resilient grid operation under increasing EV penetration 
through data-driven strategies. Beyond power system analytics, Tanbhir et al. [35] evaluated DWT and EMD methods 
for denoising electromyographic signals, while Khan et al. [36] studied the impact of inductance and skin effect on 
transient wave propagation in transformer bushings. Overall, these studies highlight the diverse role of intelligent 
computation and system analysis in modern engineering. Recent scholarship also demonstrates that AI applications 
now span energy optimization, natural language analysis, decision intelligence, and industrial quality assurance. 
Ahamed et al. [42] reviewed machine learning approaches for optimizing hybrid renewable energy systems in 
decentralized smart grids to improve both energy efficiency and grid stability. Ahamed et al. [43] proposed a sentiment 
recognition method that integrates bidirectional deep learning with an extended fuzzy Markov model. Hossain et al. 
[44] explored the application of explainable AI to business decision-making as a way to address trust-related concerns. 
In industrial inspection, Haque et al. [45] introduced a data-centric leather quality control framework using advanced 
vision transformer models. 

5.3 Healthcare: privacy‑first learning and low‑latency clinical decision support 

Healthcare dominates the corpus with titles on breast cancer diagnosis [16], [19], early detection frameworks [26], 
cervical cancer screening [65], lung cancer detection [49], brain tumour classification and segmentation [22], [23], [60], 
[63], [64], leukemia diagnostics [61], [73], eye disease classification [29], skin cancer diagnosis [30], EMG signal analysis 
[35], [37], [38], CKD screening [27], mortality risk prediction [28], mental health indicator identification [50], and early 
leukemia diagnostics [61]. Privacy‑first federated learning [13], [18], [48], scalable FL strategies for healthcare [27], 
and edge intelligence for critical diseases [15] highlight the need for distributed learning. Low‑latency edge inference is 
crucial for time‑sensitive decisions [15], while hybrid and decentralized transformer models [63], [64] demonstrate 
partitioned processing. Governance in healthcare involves accountability and compliance with privacy laws; welfare 
governance models [5] and inclusive development initiatives [56] emphasise fairness and transparency. 
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5.4 Digital finance/business analytics 

Finance and business analytics titles include credit card fraud detection [40], AI‑driven risk management and fraud 
prevention [57], AI‑driven business analytics [2], strategic business gains in healthcare [47], impact of IT product 
innovation [53], small business empowerment [55], future of AI‑powered SaaS [52], and digital security for deepfake 
detection [54]. Fraud detection pipelines rely on machine and deep learning models, often deployed in cloud 
environments. Privacy and security are paramount due to financial data sensitivity; federated and encrypted learning 
may be applied to prevent data leakage. Governance includes compliance with financial regulations and auditability of 
decisions. 

5.5 Public sector/welfare management and policy compliance 

Titles on data‑centric governance models [5], MIS solutions for national energy dominance [3], project governance and 
stakeholder collaboration [7], inclusive economic development and AI bridging socioeconomic divides [56], 
empowering small businesses [55], welfare management and bias control [5], and policy compliance via explainable AI 
[44] illustrate the importance of transparency and auditability. Distributed intelligence may support welfare eligibility 
determination, policy compliance, and public resource allocation while preserving citizens’ privacy. Governance models 
must ensure fairness, explainability and accountability, leveraging MIS and blockchain audit trails [11]. 

6 Assurance and Evaluation for Real‑World Deployment 

Deploying distributed AI systems responsibly requires evaluating both system‑level and model‑level metrics. System 
metrics include latency, throughput, energy consumption, availability and failure recovery. Edge and 6G deployments 
[8], [15], [24] must meet stringent latency requirements, while hybrid and cloud architectures [2], [7] must ensure high 
availability and scalability. Model metrics encompass calibration (e.g., Brier score), robustness under adversarial and 
distributional shifts [1], fairness diagnostics [27], and drift detection. Privacy and security evaluation demands red‑team 
exercises to simulate membership inference, model inversion, poisoning and gradient leakage attacks [13], [59]; privacy 
accounting to quantify leakage in differential privacy and secure aggregation [18]; and poisoning tests to assess 
resilience in FL and edge pipelines [25], [33]. Explainability in distributed settings requires stability of explanations 
across edge and cloud models and stakeholder‑facing explanations that align with domain knowledge [14], [50], [69]. 
Monitoring and incident response involve logging predictions, inputs and model versions [5], [11], [54], triggering alerts 
for anomalous behaviour, enabling rollback to prior models and ensuring human oversight. An assurance checklist 
synthesises these considerations for practitioners. 

7 Cross‑Cutting Design Patterns and Reference Architectures 

Recurring design patterns emerge from the portfolio. A privacy‑by‑design FL pattern trains models locally with secure 
aggregation, differential privacy and threat modeling; this suits healthcare diagnostics [13], [18], [48] and financial 
fraud detection [57]. An edge triage + cloud adjudication pattern performs preliminary inference at the edge to triage 
cases (e.g., medical images [15], plant disease detection [66]) and escalates uncertain cases to cloud‑based experts for 
adjudication. A secure telemetry + audit log pattern collects and encrypts sensor data, transmits to cloud MIS and stores 
decisions and model versions on an immutable ledger [11], [54], [5]. A zero‑touch model lifecycle pattern leverages 6G 
autonomic management [8] to automate deployment, monitoring and updates of AI models across edge and cloud. 
Finally, the literature reflects the growing reach of AI across healthcare, business systems, and digital product markets. 
Khan et al. [49] presented generalizable ensemble learning models for early lung cancer detection, whereas Shakil et al. 
[31] performed a comparative analysis of deep learning architectures for chest disease and lymphoma classification. 
Outside core clinical prediction, Mosaddeque et al. [46] investigated how AI and quantum computing could streamline 
supply chains in aerospace and education, and Sufian et al. [47] considered the strategic advantages of machine learning 
in the healthcare business sector. Ahmed et al. [52] further examined market trajectories and investment opportunities 
in AI-powered SaaS, highlighting the rising economic importance of intelligent software platforms. 

8 Research Agenda 

8.1 Standardised threat modeling for federated learning in critical sectors 

Motivation: Current titles highlight federated learning adoption [13], [18], [48] but lack systematic threat modeling. 

What to measure: Catalogue attack types (inference, inversion, poisoning); measure vulnerability; define threat profiles 
per sector. 
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Recommended protocol: Develop threat libraries and simulation environments; apply to healthcare, energy and finance 
case studies; evaluate mitigation efficacy. 

Expected impact: Enables stakeholders to anticipate and counter threats, improving FL adoption and safety. 

8.2 Joint optimisation of privacy, utility, latency and energy 

Motivation: Distributed deployments must balance accuracy, privacy, latency and energy consumption [8], [15], [24]. 

What to measure: Define multi‑objective metrics combining differential privacy budgets, inference latency and energy 
usage. 

Recommended protocol: Benchmark models on edge devices and cloud; evaluate trade‑offs across privacy mechanisms 
and compression schemes. 

Expected impact: Guides practitioners in selecting models and deployment strategies that meet operational constraints. 

8.3 Explainability for distributed pipelines and end‑to‑end accountability 

Motivation: Titles suggest explainable AI [14], [23], [60], [69] but integration into distributed pipelines is unclear. 

What to measure: Assess explanation fidelity and stability across edge and cloud components; measure user trust and 
decision impact. 

Recommended protocol: Design experiments comparing explanations generated at edge vs cloud; conduct user studies 
in healthcare and finance. 

Expected impact: Ensures explanations remain coherent and trustworthy, supporting decision making across 
distributed deployments. 

8.4 Governance automation: policy‑as‑code for AI pipelines 

Motivation: Governance controls must adapt to changing policies and data regulations [5], [7], [54], [56]. 

What to measure: Define compliance metrics; evaluate policy enforcement latency and auditability. 

Recommended protocol: Develop policy‑as‑code frameworks integrated with MIS; test enforcement in federated and 
edge deployments; monitor compliance. 

Expected impact: Automated governance reduces human error, increases transparency and accelerates regulatory 
approval. 

8.5 Continual learning under compliance constraints 

Motivation: Models must adapt to new data while respecting privacy and fairness; titles suggest evolving domains such 
as renewable energy [10], [33] and healthcare diagnostics [14]. 

What to measure: Quantify forgetting, fairness shift and privacy leakage during incremental updates. 

Recommended protocol: Design continual learning frameworks with differential privacy and fairness constraints; 
evaluate on healthcare and energy datasets. 

Expected impact: Enables adaptive AI systems that remain compliant and fair over time. 

Limitations 

This review is limited by its reliance on titles only; specific datasets, methods, numerical results and contextual details 
remain unknown. Inferences about deployment archetypes, privacy emphasis and security threats may misrepresent 
the underlying studies. The classification of modalities, tasks and governance implications is based on general domain 
knowledge and may require revision when full texts are consulted.  
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9 Conclusion 

Distributed intelligence across edge, cloud, 6G and federated learning is becoming the default for secure, 
privacy‑preserving decision support. This title‑driven scoping review organised publications into a deployment 
taxonomy, mapped threat models and mitigation strategies, and synthesised sector‑specific needs across critical 
infrastructure, energy, healthcare, finance and public welfare. It highlighted the importance of governance and 
auditability and proposed research directions addressing threat modeling, privacy‑utility‑latency trade‑offs, end‑to‑end 
explainability, policy‑as‑code and continual learning. The findings serve as a conceptual framework for practitioners 
and researchers to advance trustworthy distributed AI, pending comprehensive evidence from full texts.  
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