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Abstract

The adoption of Infrastructure as a Service (IaaS) is accelerating across organizations in emerging economies, driven
by the need for scalable, cost-efficient, and flexible IT infrastructure. However, persistent security concerns including
data breaches, regulatory non-compliance, vendor lock-in, and limited organizational readiness continues to hinder
secure adoption, particularly in contexts characterized by evolving regulatory frameworks and constrained
cybersecurity capacity. Existing cloud security frameworks such as NIST, ISO/IEC 27001, and the Cloud Security Alliance
(CSA) Cloud Controls Matrix provide valuable guidance but remain largely generic and insufficiently adapted to the
socio-technical realities of developing environments.

This study addresses this gap by proposing a context-aware security model for [aaS adoption in Kenyan organizations.
Drawing on a quantitative research design, data were collected from 150 IT and security professionals across 30
organizations. The study integrates key dimensions like security risk management, governance and compliance,
organizational readiness, trust, and user awareness into a unified conceptual framework.

The proposed model extends existing literature by bridging the disconnect between technical security controls and
organizational adoption factors, offering a holistic and empirically grounded approach to secure cloud adoption. By
contextualizing global security standards to local regulatory and institutional conditions, the study provides actionable
insights for policymakers and practitioners seeking to enhance cloud security in resource-constrained environments.
The findings contribute to advancing cloud security research in emerging economies and support the development of
more resilient and adaptive laaS adoption strategies.

Keywords: Infrastructure as a Service (IaaS); Cloud Computing Security; Trust; Cybersecurity Awareness; Emerging
Economies

1. Introduction

The rapid digitization of organizational processes has intensified reliance on cloud computing infrastructures, yet this
transition has simultaneously heightened exposure to cybersecurity risks. In Kenya, organizations are increasingly
adopting Infrastructure as a Service (IaaS) to enhance scalability, flexibility, and cost efficiency; however, persistent
concerns regarding data breaches, regulatory non-compliance, and loss of control over outsourced infrastructure
continue to impede secure adoption (Singh, 2020; Alghofaili et al., 2021). These risks are particularly critical given that
[aaS forms the foundational layer upon which other cloud service models depend, thereby amplifying the potential
impact of security vulnerabilities (Sharma et al., 2019).
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Recent studies consistently identify security and privacy concerns as the primary barriers to cloud adoption, including
unauthorized access, data leakage, multi-tenancy vulnerabilities, and vendor lock-in (Zhou et al., 2021; Lee & Gupta,
2020). Although global frameworks such as the NIST Cybersecurity Framework, ISO/IEC 27001, and the Cloud Security
Alliance (CSA) Cloud Controls Matrix provide structured approaches to mitigating these risks, their applicability in
emerging economies remains constrained (NIST, 2022; ISO/IEC, 2021; CSA, 2021). These frameworks are largely
designed for environments with mature regulatory systems and advanced technical capacity, limiting their effectiveness
in contexts characterized by resource constraints and evolving governance structures.

Furthermore, existing research reveals a fragmentation between technical security models and behavioral adoption
frameworks. While security-focused studies emphasize technical controls such as encryption and access management
(Algahtani et al,, 2020), adoption models such as TAM and UTAUT focus on perceived usefulness and ease of use,
neglecting critical dimensions such as governance, compliance, and risk management (Venkatesh et al., 2021; Almulla,
2021). This disconnects results in incomplete models that fail to capture the socio-technical complexity of secure IaaS
adoption.

In the Kenyan context, these challenges are exacerbated by regulatory inconsistencies, limited cybersecurity expertise,
and low organizational readiness (Mumo et al., 2020; Mutembei et al., 2022). Despite increasing cloud adoption, there
remains a lack of empirically validated, context-specific security models that integrate technical, organizational, and
regulatory dimensions.

This study addresses this gap by developing a context-aware security model for [aaS adoption in Kenyan organizations.
Specifically, it integrates security controls, governance mechanisms, regulatory compliance, organizational readiness,
trust, and user awareness into a unified framework. The study contributes to both theory and practice by bridging global
cloud security standards with local implementation realities, thereby enabling more secure and sustainable cloud
adoption in emerging economies.

2. Literature Review

2.1. Security Risks and Trust in IaaS Adoption

The literature consistently identifies security risk as the dominant barrier to [aaS adoption. Key concerns include data
breaches, unauthorized access, and vulnerabilities associated with shared cloud environments (Jaiswal & Rohankar,
2019; Pallavi, 2020). More recent studies further emphasize the growing complexity of securing cloud environments
due to evolving threat landscapes and the dissolution of traditional security perimeters (Hay et al., 2020).

However, this body of work is largely technocentric, prioritizing encryption, intrusion detection, and access control
mechanisms while underrepresenting trust and organizational dynamics. Trust in cloud service providers has emerged
as a critical determinant of adoption, particularly in environments where data sovereignty and jurisdictional concerns
are prominent (Chen et al,, 2021; Ranjan & Prakash, 2023). Despite this, trust is often treated as an external variable
rather than an integrated component of security frameworks.

2.2. Limitations of Existing Security Frameworks

Table 1 Comparison of Technology Adoption Models (TAM and UTAUT) and Their Relevance to [aaS Adoption

Framework Focus Strengths Limitations Gap Identified

National Institute | Risk-based - Flexible and adaptable | - Not certifiable - | Lacks explicit

of Standards and | cybersecurity across sectors - Strong | Requires interpretation | cloud-context

Technology (NIST | management risk management | for implementation - | adaptation,

Cybersecurity across Identify, | orientation - Widely | Limited  prescriptive | particularly for

Framework) Protect, Detect, | adopted and practical | controls dynamic and
Respond, Recover | guidance - Aligns with context-aware
functions other standards environments  in

l[aaS
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Useful for cloud
assurance and audits

ISO/IEC 27001 Establishment of | - Globally recognized | - Resource-intensive to | Does not
Information certification - | implement - Can be | sufficiently address
Security Comprehensive control | rigid and | adaptive, real-time
Management framework - Strong | documentation-heavy - | security
Systems (ISMS) governance and | Limited real-time | requirements in
compliance focus - | threatresponsiveness cloud-native  and
Supports  continuous [aaS environments
improvement
Cloud  Security | Cloud-specific - Tailored for cloud | - Complex and | Lacks context-
Alliance Cloud | security  controls | environments - | extensive - | aware and
Controls Matrix | mapped to industry | Provides detailed | Implementation can be | behavioral security
(ccm) standards control mappings - | challenging for SMEs - | mechanisms for
Supports multi- | Focuses more  on | evolving threats in
framework alignment - | compliance than | laaS

dynamic security

Governance, Risk,
and Compliance
(GRC)

Integrated
approach to
aligning IT with

business objectives,

risk management,
and regulatory
compliance

- Holistic organizational
perspective - Enhances

decision-making  and
accountability -
Integrates risk and
compliance processes -
Supports strategic
alignment

- Not a specific technical
framework - Can be
overly  abstract -
Implementation varies
widely - May lack
technical depth in
cybersecurity controls

Insufficient
technical
granularity and
lacks real-time,
context-aware
enforcement
mechanisms
cloud security

for

Global frameworks such as NIST, ISO/IEC 27001, and CSA CCM provide structured approaches to managing cloud
security risks (Alhassan, 2021; Kaur et al.,, 2020). These frameworks emphasize governance, compliance, and risk
management, offering standardized guidelines for organizations.

Nevertheless, recent studies highlight several limitations. First, these frameworks are overly generic and resource-
intensive, making them difficult to implement in organizations with limited technical capacity (Nwobodo & Maduako,
2023; Mumo et al., 2020). Second, they assume mature regulatory environments, which may not exist in developing
countries (Gitau & Rotich, 2023). Third, they prioritize compliance over usability and contextual adaptation, resulting
in partial or ineffective implementation.

Additionally, these frameworks inadequately address human and organizational factors, including user awareness,
cultural dynamics, and institutional readiness. This limitation reduces their effectiveness as holistic models for secure

cloud adoption.

2.3. Adoption Models and Their Limitations
Table 2 Comparison of Technology Adoption Models (TAM and UTAUT) and Their Relevance to [aaS Adoption

Model Construct Definition Relevance to IaaS Adoption
TAM (Technology | Perceived Degree to which a user believes | Helps assess whether employees perceive
Acceptance Usefulness that using a technology will | cloud services (laaS, PaaS, SaaS) as
Model) (PU) enhance job performance improving productivity and efficiency
(Buyya et al., 2019; Liu et al., 2020)
Perceived Degree to which a user believes | Evaluates the simplicity of accessing and
Ease of Use | that using the technology will | using cloud services, and integrating them
(PEOU) be free of effort into existing workflows (Alghofaili et al,,
2021; Milhem et al., 2025)
UTAUT (Unified | Performance Degree to which using the | Measures expected benefits of IlaaS
Theory of | Expectancy technology provides benefits in | adoption for organizational tasks and
Acceptance and | (PE) job performance efficiency (Buyya et al., 2019; Moeti, 2024)
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Influence (SI)

perceive that important others
believe they should use the
technology

Use of

Technology)
Effort Degree of ease associated with | Evaluates how simple it is for employees to
Expectancy using the technology adopt and use cloud services (Milhem et al.,
(EE) 2025)
Social Extent to which individuals | Captures peer, managerial, and

organizational pressure or support in
adopting [aaS (Alghofaili et al., 2021)

ease of use, while UTAUT
incorporates social influence,
facilitating  conditions, and
moderating factors

Facilitating Degree to which an individual | Highlights the importance of IT support,
Conditions believes that organizational | infrastructure readiness, and policies for
(FO) and technical infrastructure | successful cloud adoption (Omar &
exists to support technology | Mwakondo, 2024; Suliman, 2021)
use
Moderators Age, gender, experience, | Helps contextualize adoption behavior
voluntariness of use based on individual differences, especially
relevant in  diverse  organizational
environments (Milhem et al., 2025)
Comparison: TAM | Scope & | TAM focuses on individual | UTAUT provides a broader organizational
vs UTAUT Applicability perceptions of usefulness and | and social perspective, making it more

suitable for enterprise-level laaS adoption
studies; TAM is simpler and effective for
understanding user acceptance at the
individual level (Alghofaili et al, 2021;

Milhem et al., 2025)

Technology adoption models such as TAM and UTAUT explain user behavior based on perceived usefulness, ease of use,
and social influence (Venkatesh et al., 2021; Kabra et al.,, 2023). While these models provide valuable insights into
behavioral intention, they are limited in their applicability to cloud security.

Specifically, these models do not incorporate security risk, governance, or regulatory compliance as core constructs.
Empirical studies demonstrate that adoption decisions in cloud environments are significantly influenced by perceived
risk and trust rather than usability alone (Dillon et al, 2020). Consequently, these models provide incomplete
explanations of laaS adoption in security-sensitive contexts.

2.4. Contextual Constraints in Emerging Economies

Emerging economies face unique challenges that are insufficiently addressed in existing literature. These include limited
cybersecurity skills, regulatory ambiguity, infrastructural disparities, and dependence on foreign cloud providers
(Okeyo et al., 2021; Nyakundi & Kihara, 2021).

Additionally, compliance with data protection regulations remains a significant barrier, particularly in contexts where
enforcement mechanisms are evolving (Almorsy, 2022; Office of the Data Protection Commissioner, 2022). These
factors highlight the need for context-specific frameworks that align with local regulatory and organizational realities.

2.5. Research Gap

The literature reveals a critical gap in the absence of integrated, context-aware security models that combine technical
controls, governance, compliance, trust, and organizational readiness. Existing approaches remain fragmented,
addressing these dimensions in isolation. This study addresses this gap by proposing a unified framework tailored to
the Kenyan context.

3. Conceptual Model / Framework

This study proposes a multi-dimensional conceptual model for secure [aaS adoption, integrating five key constructs:
security risk management, governance and compliance, organizational readiness, trust, and user awareness.
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Security risk management encompasses technical controls such as encryption, access control, and threat detection
(Algahtani et al., 2020). Governance and compliance capture alignment with regulatory frameworks and international
standards (ISO/IEC, 2021). Organizational readiness reflects infrastructure, skills, and institutional capacity (Kumar et
al,, 2020). Trust represents confidence in cloud providers (Dillon et al., 2020), while user awareness captures human
factors influencing security behavior (Wilkins et al., 2021).

The model posits that secure [aaS adoption is achieved through the integration of these dimensions, rather than isolated
implementation. This socio-technical approach extends existing frameworks by incorporating contextual realities

specific to emerging economies.

3.1. Conceptual Model.

Crganizational security posture and readiness

Identified threats, vulnerabilities, compliance

Governance  frameworks  and  security

Data protection and privacy regulations

Foutinely reviews of cloud risk policies. Dependent Variable
Adoption of [aa3

Cloud Computing

A J

Technological resources and capabilities

Moderating Variables

Availability of skilled  cybersecurity Trust if; Clﬂ_zd Service
P S TOWIGELS

Cybersecurtty  awareness and training

Percemwed usefulness and ease of use (T AM)

Effort expectancy, performance expectancy,
social nfluence (UTATTT)

Figure 1 Proposed Conceptual Model for Secure [aaS Adoption

4. Methodology

4.1. Study Design

A quantitative cross-sectional design was employed to examine factors influencing secure laaS adoption. This approach
enabled statistical analysis of relationships between variables and supported empirical validation of the conceptual
model (Creswell & Creswell, 2018; Sekaran & Bougie, 2020).

4.2. Population and Sampling

The study targeted organizations in Kenya adopting laaS$, including public institutions, private enterprises, and
academic organizations. The unit of analysis comprised IT professionals, security specialists, and decision-makers.
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A total population of 240 respondents was identified. Using purposive sampling, participants were selected based on
expertise in cloud computing. The sample size of 150 respondents was determined using Yamane’s formula (Apuke,
2017; Babbie, 2021).
4.3. Data Collection

Data were collected using a structured questionnaire comprising six sections: demographics, security posture,
governance and compliance, awareness, adoption factors, and model relevance. Responses were measured using Likert
scales to ensure quantitative analysis.
4.4. Data Analysis
Data analysis included:

e Descriptive statistics (means, frequencies)

e Correlation analysis
e  Multiple regression analysis

These techniques enabled evaluation of relationships between independent variables and secure [aaS adoption
(Saunders et al., 2019).
4.5. Ethical Considerations

Ethical approval was obtained, and participation was voluntary. Confidentiality and anonymity were maintained
throughout the study.

5. Conclusion

The study established that secure adoption of Infrastructure-as-a Service (I1aaS) in Kenyan organizations is significantly
influenced by an integrated set of factors like security risk management, governance and compliance, organisational
readiness, trust and user awareness demonstrating that a holistic, context aware approach is more effective than relying
on isolated technical or behavioural models. By empirical validating a unified model tailored to emerging economies,
the research bridges the gap between global security standards and local social technical realities offering practical
insights for enhancing cloud security adoption in resource constraint environments.

This study benefits organizations by promoting more secure, resilient and trustworthy cloud infrastructures that
supports digital transformation and it recommends future work to focus on model development, implementation, policy
alignment and continuous adaptation to evolving cybersecurity threats in emerging economies.
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