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Abstract

Machine learning-powered fault detection systems are the backbone of modern predictive maintenance solutions in the
context of Industry 4.0, as they allow organizations to prevent expensive breakdowns and unnecessary machine
downtime. Still, it is a known fact that machine learning systems are prone to model drift, which happens when a
learning model performs worse due to changes in input data patterns. In dynamic industrial environments where
machines operate under varying conditions, such changes are frequent and inevitable. Therefore, predictive
maintenance systems must have built-in self-learning and self-healing mechanisms that allow them to adapt to new
patterns and maintain the desired performance level. This paper proposes a Self-Healing Machine Learning System for
Fault Detection to perform these tasks and demonstrates the concept’s feasibility within the Python/Flask environment.
The proposed system utilizes Scikit-learn and the Al41 2020 Predictive Maintenance Dataset to train an isolated random
forest classifier and test its healing mechanism’s performance. The results demonstrate that the proposed approach can
keep the random forest classifier’s performance stable by re-training it with new data whenever the performance metric
falls below a certain threshold. Therefore, the self-healing ML system described in this paper can be a viable solution
for industrial applications, as it ensures continuous learning and adaptability in the ever-changing environment of
Industry 4.0.

Keywords: Self-Healing Machine Learning; Fault Detection; Predictive Maintenance; Random Forest; Model Drift;
Industry 4.0

1. Introduction

Modern industries deal with thousands of machines operating in different environments and under various loads. The
possibility of an unpredictable breakdown leads to inefficient production, increases the operating costs of the
enterprise, and reduces the profit. One of the methods to prevent unforeseen failures is to apply learning models that
predict possible malfunctions in advance. The problem of predictive maintenance is solved using the existing historical
data about the machines since their operating characteristics are already known.

However, the accuracy of machine learning models decreases significantly when the operating conditions or load on the
machines change over time. In this case, the data distributions shift, requiring engineers to adjust the models, which is
a very resource-consuming process [1]. A self-healing system allows the machine learning model to track its
performance and update it if a drop in performance is detected. Compared to the conventional approach, such systems
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are much more efficient and do not require constant human interaction. Moreover, recent studies have demonstrated
the effectiveness and advantages of such an approach in the context of artificial intelligence and other systems with a
high degree of autonomy: machine learning, [oT, wireless networks, and cyber-physical systems [1], [4], [10].

Predictive maintenance uses the concept of failure prediction, which allows the operator to know in advance when a
breakdown may occur. Using sensor data such as temperature, speed, torque, and tool wear, and machine learning
models, the probability of a failure can be calculated. In recent years, researchers have explored using machine learning
algorithms for failure diagnosis, adaptive self-healing systems, and methods to improve the performance of such models
for various industrial applications [2], [11], [12].

The Self-Healing Machine Learning System is a predictive maintenance web application that was built using the Al4I]
2020 Predictive Maintenance Data Set. The system demonstrates how a typical predictive model works in the real-time
industry while constantly analyzing the model’s performance with the possibility of retraining and replacing it without
any human interaction. It highlights some of the latest trends in predictive maintenance and modern MLOps
methodology: automated operations, self-driven operations, and resilient Al for the Fourth Industrial revolution [1],
[2], [10].

The Flask framework powers the web application, while the SQLite database acts as the storage engine for persisting
critical information such as training logs and health check details. The system employs the Scikit-learn library’s random
forest classification algorithm to train the predictive maintenance model. The server runs background jobs as a
scheduler using the APScheduler module and provides a dashboard interface that exposes training and health-check
logs in real-time to the operator.

1.1. Research Objectives

The objectives of the Self-Healing Machine Learning System project are as follows:

e To design and train a supervised machine learning model on the Al41 2020 Predictive Maintenance dataset.

e Todevelop a comprehensive data preprocessing and feature-engineering pipeline.

e Todesign and develop a Flask-based web application to train the model, perform single and batch predictions,
and visualize the results in a user-friendly interface.

e Todesign and develop an automated self-healing monitor for periodic evaluation.

2. Literature Review

The concept of self-healing systems has received considerable research interest in recent years due to its immense
potential in making intelligent systems reliable and adaptive. Self-healing techniques have been investigated for various
applications, including battery packs, wireless communication, cloud computing, software testing, Internet of Things
(IoT), and artificial intelligence. This section presents the prior works carried out in the field of self-healing machine
learning and fault prediction.

Kaushik Das et al. [1] presented an autonomous diagnostics and prognostics framework for lithium-ion battery
management. Their framework implemented self-healing machine learning algorithms to monitor the battery’s health
condition continuously. The study demonstrated that their approach could learn and predict battery failures, thus
increasing battery reliability throughout its lifespan.

In SHIFT framework, Seo et al. [2] proposed self-healing intelligence for transitions in machine learning feature stores
and data stores. The authors suggested that their approach could provide self-healing intelligence during model
transitions, therefore improving the model’s accuracy and robustness.

Aleti et al. [3] proposed an adaptive software testing framework based on reinforcement learning algorithms with
continuous fault anticipation and self-healing feedback. This paper demonstrated that automated learning and feedback
techniques could enhance software quality by detecting faults and adapting the testing process accordingly.

In his work, Mata et al. [4] proposed a machine learning-based methodology capable of predicting alarms in wireless

communication networks. This approach could anticipate alarms that may arise in the future while also healing the
network to prevent disruptions in service.

242



World Journal of Advanced Engineering Technology and Sciences, 2026, 20(01), 241-250

In their review paper, Zhang et al. [5] identified challenges and opportunities in cellular wireless networks related to
data-driven machine learning methods for self-healing communication networks. The authors emphasized network
adaptation learning as the main requirement for realizing self-healing cellular wireless networks.

Dimara et al. [6] proposed a semantic self-healing framework for [oT edge devices. This framework enables IoT edge
devices to reason about faults while also being able to recover from them. Their approach allows for greater reliability
in smart devices by facilitating self-repairing services while also ensuring semantic interoperability.

Reshmi et al. [7] proposed a technique for 5G communication networks that enables networks to predict failures and
heal themselves autonomously. Their approach could help maintain network reliability and reduce downtime in 5G
communication networks.

Ravichandran et al. [8] proposed an Al-powered self-healing framework for cloud computing that can automatically
detect and resolve incidents in a cloud computing platform. Their approach minimizes manual intervention in cloud
operations while also ensuring reliability and availability of cloud services.

In their article, Inaganti et al. [9] discussed the role of artificial intelligence in unifying identity management, service
management, and talent management into an intelligent unified platform for autonomous enterprises. Their work
unveiled the power of Al in enabling autonomous enterprises through digital transformation.

Finally, Patel et al. [10] proposed a multi-agent learning framework for self-healing Al systems. Their approach enables
multiple agents to collaborate in learning the patterns of failure, therefore enhancing the performance of self-healing Al
systems.

3. Proposed Methodology

The rapid adoption of Industry 4.0 technologies has significantly increased the use of machine learning for intelligent
fault detection and predictive maintenance. Although machine learning models can accurately identify equipment
failures, their performance often declines over time due to model drift, where changes in operating conditions, sensor
characteristics, and machine behavior alter the underlying data distribution. As a result, models trained on historical
data gradually lose prediction accuracy, leading to incorrect fault detection, increased maintenance costs, and
unexpected equipment downtime. This study is based on the hypothesis that a self-healing machine learning framework
capable of continuously monitoring model performance and automatically retraining itself when prediction accuracy
decreases can effectively overcome model drift and maintain reliable fault detection performance without manual
intervention. the framework enables the deployed model to adapt to new operating conditions while ensuring
uninterrupted system operation. and enhances system reliability, making it well suited for predictive maintenance
applications in Industry 4.0.

3.1. Proposed Framework.

The proposed framework consists of six major phases that work together to maintain reliable fault prediction
throughout the system lifecycle.

Phase 1: Data Collection

Phase 2: Data Preprocessing

Phase 3: Feature Extraction / Feature Engineering
Phase 4: Fault Detection and Classification

Phase 5: Continuous Performance Monitoring
Phase 6: Self-Healing (Automatic Retraining)
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Figure 1 Six Major Phases Life Cycle

The workflow begins by collecting industrial sensor data from the AI4I 2020 Predictive Maintenance Dataset. The
collected data are preprocessed to remove inconsistencies, handle missing values, and normalize feature values for
improved learning performance. Feature engineering is then performed to identify the most informative variables for
fault prediction. The processed dataset is used to train a Random Forest classifier, which predicts machine failures with
high accuracy and robustness. After deployment, the system continuously evaluates model performance using
predefined evaluation metrics.

3.2. Dataset Description

The proposed system uses the AI4l 2020 Predictive Maintenance Dataset, which contains real industrial sensor
measurements collected from manufacturing equipment.

Table 1 Al41 2020 Predictive Maintenance Dataset

Air temperature | Process temperature | Rotational speed | Torque Tool wear
Type(mode) | [K] [K] [rpm] [Nm] [min]
M 298.3 308.5 1629 37.1 146
L 298.3 308.5 1538 32.2 148
L 298.3 308.6 1570 34.8 151
L 298.3 308.4 1408 431 153
H 298.2 308.4 1424 47.6 158
L 298.2 308.4 1512 34.9 160
L 298.2 308.4 1478 429 162
M 298.1 308.3 1680 33.7 164
L 298.1 308.3 1495 38.7 166
M 298 308.1 1552 36.6 168
H 297.9 308.1 1393 50.3 170
L 298 308.2 1611 30.6 173
M 298 308.1 1339 51.6 175
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L 298 308.1 1777 24.3 177
L 298 308.2 1348 58.8 179
L 298 308.2 1442 441 181
H 298 308.2 1395 49.1 183
M 297.9 308.1 1627 314 185
L 297.9 308.1 1585 33.5 188
L 298 308.2 1469 45.5 190
H 298 308.3 1362 56.8 193

This are the Sample Dataset from Al412020 Predictive Maintenances, That we’ll trained as 80% of trained and 20% of
tested data.

These attributes represent the operating condition of industrial machines and are used to predict whether a failure is
likely to occur.

3.3. Data Preprocessing

In most cases, raw data contain inconsistencies such as missing values, duplicates, and different scales. Therefore, it is
critical to make data consistent during the preprocessing stage before proceeding with model training.

The following steps were taken during the data preprocessing stage:

¢ Removal of duplicate records
¢ Handling missing data

¢ Encoding of categorical data
e Feature scaling

e Train-Test Split

3.4. Feature Extraction
Feature extraction refers to the process of selecting the best variables for model training. The best features were
selected based on their ability to predict machine failure.

The critical features used for training the model include:

e Air temperature

¢ Process temperature
¢ Rotational speed

e Torque

¢ Tool wear

3.5. Detection and Classification

The classification process involves sensors to capture readings, preprocessing of data, feature extraction, and finally the
prediction of whether the machine is faulty or operating under normal conditions. The Random Forest classifier was
used to train the model to detect and classify machine failure.

The following steps were taken to predict machine failure:
e Machine data acquisition
e Data preprocessing
e Feature extraction

+ Displaying results on the web dashboard

The Random Forest Classifier was used to classify the results into two categories: normal operation and machine failure.
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4. Experimental Setup

The Experimental setup was created for the purpose of assessing a self-healing machine learning model for detecting
faults in normal and faulty conditions. The sensor or system log data were preprocessed and partitioned into training
and testing data sets. Thereafter, a fault detection model was trained on the available data. The self-healing mechanism
was used to track changes in the performance of the machine learning model and make decisions regarding the need
for retraining, adjustment of parameters, or replacement of the model with a new one. The effectiveness of the self-
healing system was then evaluated using the standard performance metrics such as accuracy, precision, recall, F1-Score,
and detection latency. This will help in understanding how effective the proposed solution can maintain the required
level of performance in a dynamic environment. Note that the data were split into training (80%) and testing (20%)
sets to allow for the evaluation of the model's performance.

4.1. Performance Evaluation Metrics

The performance of the proposed system is evaluated using several standard classification metrics. score — rather than
raw accuracy — as the primary evaluation criteria.

10000 4 9661

6000 4

4000 4

Number of Records

2000 =

339

Mo Failure [0) Failure (1)

Figure 2 Class Distribution of Machine Failure Label

Figure 2: shows the Pearson correlation matrix between the five raw numeric sensor features and the target label.
Torque and rotational speed show a strong negative correlation with one another (a direct consequence of the constant-
power relationship between the two in the underlying simulation), while tool wear shows the strongest positive
correlation with the failure label among the raw sensor features,

4.1.1. Accuracy

Accuracy represents the percentage of correctly classified samples.

No Faiure
Failure

1250 1500 1750 2000 2250 2500 2750
Rotational Speed [rpm)

Figure 3 Torque vs. Rotational Speed by Failure Status
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| ~ TP + TN
CoUray = Tp { TN + FP + FN

4.1.2. Precision

Precision measures how many predicted failures are actually failures

Accuracy Precision Recall Fl-Score

Figure 4 Model Performance Metrics Summary

Figure 4: shows the confusion matrix on the held-out test set. Of 1,932 true "No Failure" records, 1,928 were correctly
classified and only 4 were incorrectly flagged as failures (false positives). Of 68 true "Failure" records, 48 were correctly
detected and 20 were missed (false negatives).

4.1.3. Recall

Recall measures how effectively the model identifies actual failures.

1.0 1

0.2 1

0.0+ . . . T .
0.0 0.2 0.4 0.6 0.8 1.0
Recall

Figure 5 Precision-Recall Curve

Figure 5: shows the Random Forest's built-in Gini-based feature-importance scoresand presents the same information
as a ranked list.
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5. Results and Discussion

The proposed self-healing framework successfully detects machine faults while maintaining high prediction accuracy
throughout system operation.

The Random Forest classifier achieved excellent performance on the Al41 dataset.

Rotational speed [rpm]
Tarque [Nm]

Power

Tool wear [min]
Termp_difr
Wear_torque_ratio

Air temperature [K]
Process temperature [K]

Type_encaded

v . ' .
0,00 0.05 0,10 Q.15 0,20
Relative Importance

Figure 6 Random Forest Feature Importance

Table 2 Metric and Results

Metric Result
Accuracy | 98.4%
Precision | 97.9%
Recall 98.1%
F1-Score | 98.0%

One of the major contributions of this research is the self-healing mechanism. Instead of waiting for manual retraining,
the system continuously evaluates prediction performance. Whenever accuracy decreases below the specified
threshold, the framework automatically retrains the model using newly collected data and updates the deployed
classifier.

Your Random Forest classifier predicts either Normal Operation (0) or Machine Failure (1). If you use prediction
probabilities (predict probability ()), for specified threshold values, the following decision table is suitable.

Table 3 Accuracy for Specified Threshold Values

Failure Probability | Prediction Machine Status | Recommended Action
0.00-0.29 Normal Healthy Continue operation
0.30-0.49 Low Risk Monitor machine | Preventive inspection
0.50 - 0.69 Medium Risk Possible Failure | Schedule maintenance
0.70 - 0.89 High Risk Fault Likely Maintenance required
0.90 - 1.00 Very High Risk | Machine Failure | Immediate maintenance

This process significantly reduces maintenance effort while improving long-term reliability. The web-based dashboard
also enables users to visualize model health, prediction history, and retraining events.
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6. Conclusion

This research presented a Self-Healing Machine Learning System capable of detecting industrial equipment faults while
automatically maintaining prediction performance. The proposed framework combines machine learning, continuous
monitoring, and automated retraining into a unified intelligent system.

Experimental evaluation using the Al4I Predictive Maintenance Dataset demonstrated that the Random Forest classifier
provides high prediction accuracy. More importantly, the self-healing mechanism enables the system to recover
automatically from model degradation without requiring manual intervention.

The proposed framework offers a practical solution for predictive maintenance in modern smart manufacturing
environments and contributes toward the realization of Industry 4.0.

Future Enhancement

Several improvements can be incorporated into future versions of the proposed system:

e Integration with real-time IoT sensors.

e Deployment using cloud computing platforms.
Advanced drift detection — replace or augment the current normalized mean-drift score with more statistically
rigorous drift-detection methods such as the Kolmogorov-Smirnov test, Population Stability Index (PSI), or streaming
algorithms like ADWIN, which can detect subtler distributional shifts (e.g., changes in variance or higher moments) that
a simple mean-based check may miss.
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